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Example: sharing a database

Name Passport Profession City Age Salary
Alfredo Pareja AS3682 Teacher Guayaquil 23 600
Eugenio Espejo RX3453 Teacher Quito 48 500
Raul Perez TS5645 Police Loja 20 734
Francisco Proano  XB3456 Writer Guayaquil 32 543
Cesar Davila AE4324 Teacher Cuenca 38 890
Ignacio Laso FF3455 Writer Quito JA 678
Raul Serrano LO0903 Police Portoviejo 21 399
Luz Argentina KO8264 Police Quevedo 44 943
Abdon Ubidia RC3766 Teacher Machala 31 632

How will you share or publish this? Is all the information

needed?
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Example:

sharing a database with naive

anonymization

Name Passport Profession City Age Salary
XXX XXX Teacher Guayaquil 23 600
XXX XXX Teacher Quito 48 500
XXX XXX Police Loja 20 734
XXX XXX Writer Guayaquil 32 543
XXX XXX Teacher Cuenca 38 890
XXX XXX Writer Quito IN 678
XXX XXX Police Portoviejo 21 399
XXX XXX Police Quevedo 44 943
XXX XXX Teacher Machala 31 632

Is the privacy of the citizens protected?
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Example 2: sharing a computation’

m We want to share the mean income of a psychiatric unit of
the hospital in a small town in Majorca.
m Private List of incomes:
1000, 2000, 3000, 2000, 1000, 6000, 2000, 10000, 2000, 4000.
m Public mean: 3300

Can we infer private information?

TFrom [8]
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Example 2: sharing a computation’

m We want to share the mean income of a psychiatric unit of
the hospital in a small town in Majorca.
m Private List of incomes:
1000, 2000, 3000, 2000, 1000, 6000, 2000, 10000, 2000, 4000.
m Public mean: 3300
m Supose, the landlord of Bearn: Dona Obdulia, attends the
phsychiatric unit, then:
m Private List of incomes:
1000, 2000, 3000, 2000, 1000, 6000, 2000, 10000, 2000, 4000, 10
m Public mean: 12090.90

Can we infer private information?

TFrom [8]
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m What is private data/information?
m What about anonymous data/information?
m Can privacy/anonymity be possible?
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Defining privacy

Framework:
m Senders
m Recipients
m Messages
m Communication network
— Malicious actors, act againts some protection objective:
attacker, adversary, intruder, ...

— Adversary goal: increase knowledge on items of interest
(1o1).
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Definitions: Anonymity

Anonymity

Anonymity of a subject means that the subject is not
identifiable within a set of subjects, the anonymity set. [5]

— Anonymity set: size determines degree of privacy. But not
only size!

Anonymity

From an adversary’s perspective, anonymity of a subject s
means that the adversary cannot achieve a certain level of
identification for the subject s within the anonymity set. [8].
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More Definitions

Unlinkability

Unlinkability of two or more items of interest (101) from an
attacker’s perspective means that within the system
(comprising these and possibly other items), the attacker
cannot sufficiently distinguish whether these 10ls are related
or not. [5]
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Disclosure

Disclosure

Disclosure takes place when attackers take advantage of the
observation of available data to improve their knowledge on
some confidential information about an item of interest. [8]

m Identity disclosure
m Attribute disclosure
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More Definitions

Undetectability

Undetectability of an item of interest (I01) from an attacker’s
perspective means that the attacker cannot sufficintly
distinguish whether it exists or not. [5]

Unobservability

Unobservability of an item of interest means:
m Undetectability of the 10l against all subjects uninvolved
init, and
m Anonymity of the subject(s) involved in the 10l even
against the other subject(s) involved in that I10l. [5]
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Identity

Pseudonym

A pseudonym is an identifier of a subject other than one of
the subject’s real names. [5]

Identity

An identity is any subset of attribute values of an individual
person which sufficiently identifies this individual person
within any set of persons. So usually there is no such thing as
“the identity”, but several of them. [5]
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Plausible Deniability

m | state that | have nothing to do with the information
being released. [8]. E.g.
m Can | (credibily!) state that my data has not been used to
train a given model?
m Can | state that a given record in a database is not mine?
m Can | state that | am not in a given database?
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Privacy by design

Privacy “must ideally become an organization’s default mode
of operation” [1]

1.

N oy F W N

Proactive not reactive; Preventative not remedial.
Privacy as the default setting.

Privacy embedded into design.

Full functionality—positive-sum, not zero-sum.
End-to-end security—full lifecycle protection.
Visibility and transparency—keep it open.
Respect for user privacy—keep it user-centric.
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Motivating example

Data publication

—>

Database
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* Public release
* Research
* Long term storage
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Non-interactive scenario

___Apply
protection method

PRIVATE PUBLIC
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Interactive scenario

PRIVATE

Query

Protected result

PUBLIC
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Types of attributes related to an entity:

example
Name Passport Profession City Age Salary
Alfredo Pareja AS3682 Teacher Guayaquil 23 600
Eugenio Espejo RX3453 Teacher Quito 48 500
Raul Perez TS5645 Police Loja 20 734
Francisco Proano XB3456 Writer Guayaquil 32 543
Cesar Davila AE4324 Teacher Cuenca 38 890
Ignacio Laso FF3455 Writer Quito JA 678
Raul Serrano LO0903 Police Portoviejo 21 399
Luz Argentina KO8264 Police Quevedo 44 943
Abdon Ubidia RC3766 Teacher Machala 31 632
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Types of attributes related to an entity

m Identifiers: Unambiguously identify the entity (passport
number, full name, ...)

m Usually removed or encrypted for public release.

m Quasi-identifiers: in combination, can be linked with
external information to re-identify an entity (age, zip
code, city, ...)

m Usually a protection mechanism is applied to these
attributes.

m Confidential: contain sensitive information about the
entity (salary, religion, political affiliation, health
condition, ...)

m Usually not modified (object of study, confidential thus
not known by attackers).
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Importance of Quasi-identifiers

Example: US Census and Medical data linkability.

Name

Ethnicity

Address

Visit date

Date
registered

Diagnosis

Procedure
Party

affiliation

Medication

Date last
voted
Medical Data Voter List

Total charge

m Researchers found that:
m date of birth

m gender
m 5-digit ZIP code

m Uniquely identifies 87.1% of USA population!! [7]
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Other studies

m Review of Sweeney results with 2000 Census data (more
recent) [4]:
m {gender, ZIP code, full DOB}: 63% of the U.S. population
uniquely identifiable (lower than Sweeney's 87%).
m {gender, county, full DOB}: 14.8% unique (1-anonymous);
43.6% are 5-anonymous or less.
m Probability of correctly identification from a incomplete
sample of the population population [6]:
m 99.98% of Americans would be correctly re-identified in
any dataset using just 15 demographic attributes.
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Behavioral quasi-identifiers

m Mobility traces [2]:

m Just 4 randomly chosen spatio-temporal points are
enough to uniquely characterize 95% of individual traces.
Two points already uniquely identify more than 50%.
m Credit card metadata [3]:

m 4 spatiotemporal purchase points (approximate place +
date) are sufficient to uniquely re- identify 90% of

individuals; knowmg the approximate price of a purchase
increases uniqueness further.

©G. Navarro-Arribas - (2026) 21



References 1

[1]

[2

[3

[4

[s

[6

[7

Ann Cavoukian.
Privacy by Design. The 7 Foundational Principles, 2011.

Yves-Alexandre de Montjoye, César A. Hidalgo, Michel Verleysen, and Vincent D. Blondel.
Unique in the Crowd: The privacy bounds of human mobility.
Scientific Reports, 3(1):1376, March 2013.

Yves-Alexandre de Montjoye, Laura Radaelli, Vivek Kumar Singh, and Alex “Sandy” Pentland.
Unique in the shopping mall: On the reidentifiability of credit card metadata.
Science, 347(6221):536-539, January 2015.

Philippe Golle.

Revisiting the uniqueness of simple demographics in the US population.

In Proceedings of the 5th ACM Workshop on Privacy in Electronic Society - WPES '06, page 77, Alexandria,
Virginia, USA, 2006. ACM Press.

Andreas Pfitzmann, TU Dresden, and Marit Hansen.

A terminology for talking about privacy by data minimization: Anonymity, unlinkability, undetectability,
unobservability, pseudonymity, and identity management.

Technical Report Anon Terminology v.34, 2010.

Luc Rocher, Julien M. Hendrickx, and Yves-Alexandre de Montjoye.
Estimating the success of re-identifications in incomplete datasets using generative models.
Nature Communications, 10(1):3069, July 2019.

Latanya Sweeney.
Simple Demographics Often Identify People Uniquely.
Technical Report Carnegie Mellon University, Data Privacy Working Paper 3, 2000.

©G. Navarro-Arribas - (2026)

22



References 1ii

[8] Viceng Torra.
Guide to Data Privacy: Models, Technologies, Solutions.
Undergraduate Topics in Computer Science. Springer International Publishing, Cham, 2022.

©6. Navarro-Arribas - (2026) 23



