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Abstract. The Lightning Network, is a payment network that can op-
erate on top of Bitcoin. It provides the ability to perform multi-hop
payments, with some privacy guarantees. These include the fact that
an intermediate node in a multi-hop payment cannot know the actual
source and destination of the payment. In this paper, we propose metrics
to quantify the effective privacy achieved in such scenarios, explicitly ac-
counting for adversarial inference enhanced by heuristic techniques. We
conduct an empirical evaluation of these metrics to assess their accuracy
and practical relevance.
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1 Introduction

The Lightning Network (LN) [14] was built to overcome the scalability and la-
tency problems of Bitcoin (and similar cryptocurrencies). The basic construct of
the LN is the payment channel. A channel can be opened between any 2 parties
by depositing some amount. The amount invested by a party is its balance, and
the sum of the two balances is the capacity of the channel. Channel creation re-
quires both parties to send a transaction (funding transaction) to the blockchain,
but once established, they can exchange payments without relying them to the
blockchain. This makes it possible to have fast payments at a relatively low cost.
Each payment will update the balance of both parties, which will be committed
to the blockchain when the channel is closed. Closing a channel can be done
gracefully by both parties, or abruptly by one party in case of conflict, by a
transaction on the blockchain (commitment transaction).

A key concept of the LN is that two nodes can perform a payment between
them without having a direct channel. This is done by routing such payment
through other channels of the network as a multi-hop payment. The intermediate
nodes will collect some fees as an incentive for their participation. The LN can
thus be seen as a network of payment channels, and information about payment
channels such as their capacity and availability is broadcasted to all the nodes



by using a gossip protocol. It is important to note that not all the information is
made public. For instance, the balance of each channel is considered private in
an attempt to hinder payment tracking. Nodes broadcast only the information
needed by other nodes to find a payment path. This information includes the
channel capacity and the fees, among other things.

In order to prevent intermediate nodes in a multi-hop payment to gain knowl-
edge of the payment they are routing, the LN makes use of an onion routing
approach to route the payment. An intermediate node only knows its predeces-
sor and successor in the payment, but not the source and destination nodes. A
middle node can however use publicly available information to attempt to infer
the source and destination of the payment. Most notably, the public topology of
the payment network.

This means that it might be possible to deanonymize the source and desti-
nation of a multi-hop payments, assuming the attacker is a node in the payment
path. This is a known problem of payment networks such as LN. In this paper
we elaborate on the use of the network topology and the fact that the algorithm
used to determine the payment route is deterministic, in order to bound the
possible origin and destination nodes of a multi-hop payment observed by an
intermediate adversary.

We provide formal definitions, and show results using a snapshot of the LN
network on Bitcoin. We also introduce the idea of using heuristic estimations
based on observable attributes of the payment such as the expected amount of
the payment.

The paper is organized as follows. Section 2 describes multi-hop payments
in the Lightning Network and introduces the notation used in the paper and
some related work. Section 3 describes the adversarial model, and Section 4
provides a description and definitions of the privacy metrics. Section 5 presents
our evaluation, and Section 6 concludes the paper.

2 Multi-hop payments in the Lightning Network

In this section we introduce briefly multi-hop payments in LN. We introduce
a general pathfinding technique, which aims to provide a general baseline. The
most popular implementations of the LN are LND 3, Core Lightning 4, Eclair 5,
and LDK 6. Each implementation provides a slightly different pathfinding al-
gorithm, but they present enough similarities. We present here an abstraction,
providing a general framework for evaluation.

2.1 Multi-hop payments and HTLCs

Multi-hop payments in LN are possible thanks to the Hashed Time-Locked Con-
tracts (HTLC). An HTLC is a smart contract where a sender A locks funds that

3 https://github.com/lightningnetwork/lnd
4 https://github.com/elementsproject/lightning
5 https://github.com/acinq/eclair
6 https://lightningdevkit.org/
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a receiver B can claim by providing a digital signature and the secret preimage
corresponding to a specific hash value. If B doesn’t claim the funds and reveals
the preimage before an expiration time, the timelock, A can reclaim the deposit
with just its signature. For example, for a payment A → B → C, the process
begins with the final recipient (C) generating a secret value (x) and sending its
hash (h(x)) to the original sender (A). A then initiates a one-hop payment to
B using an HTLC conditioned on h(x). Simultaneously, B sets up a one-hop
payment to C, also using an HTLC based on the same h(x). Because C knows
x, they can claim the payment from B. This action of claiming inherently reveals
x to B, allowing B to then claim its payment from A.

To mitigate the risk of funds being locked indefinitely, the sender (A) specifies
a total timelock for the entire payment. This time lock is set as an absolute block
height on the blockchain, after which A can unilaterally recover its funds. As the
payment is relayed through each intermediate node, each node reduces this time
lock by a predetermined value, its timelock delta, which is publicly advertised for
its channels. The payer calculates the initial timelock to ensure that even after
subtracting the cumulative timelock deltas values of all intermediate nodes, the
final node still has sufficient time to claim the payment before its HTLC expires.

A privacy measure used in multi-hop payments is the use of an onion routing
scheme with Sphinx packet structure [2]. A node taking part in a multi-hop
payment will only know the preceding and subsequent node in the payment path,
all other nodes (possibly including source and destination) will be unknown.

2.2 Notation and payment path-finding algorithms

The LN is commonly modeled as a directed multigraph G = (V,E), where each
node is a vertex v ∈ V , and each payment channel is modeled as two directed
symmetric edges. Given a payment channel between nodes u, v, we will have two
edges e1 = (u, v), and e2 = (v, u), so e1, e2 ∈ E. Each edge can have different
attribute values, since the public information of the channel can have different
values for each direction on the same channel (e.g. fees, lock times, . . . ).

Fig. 1. Multi-hop payment example.

We will denote a payment path as a sequence of edges. For example, the path
in Figure 1 will be denoted as P = (e1, e2, e3), or more generally P = (e1, . . . , ek)
as a path of k + 1 nodes and k edges. We use edges to denote the path since
they are the building block of multi-hop payment in the Lightning Network.
Moreover, we can have more than one channel between the same two nodes. We
will denote the size of the path as |Pvivj | as the number of edges in the path.

When the node v1 in Figure 1 wants to make a payment of a given amount
x to v4, the initial amount provided by v1 needs to account for the fees of



each intermediate node. The path is constructed from the source (v1) and the
amount for each edge (each corresponding HTLC) is computed backward (from
destination) in order to determine the initial amount to be sent by v1.

The main goal when finding a payment path is to minimize the cost of the
payment. Cost is commonly understood in a broad sense, and path-finding al-
gorithms take into account the fees but also the cost that might be derived by
a failed payment attempt, or the delay that might be produced due to channels
being locked.

The specific details of the path-finding algorithm vary depending on the
actual implementation, but they provide a similar approach. They use a variation
of the Dijkstra shortest path algorithm, where the weight or cost for an edge is
determined as a combination of the different attributes of the edges.

As a general approach, we consider that each edge, has an associate weight
w(e), and the cost of the path P will be:

C(P ) =
∑
ei∈P

w(ei)

We can generalize the weight of an edge e ∈ E, as:

w(e) = fees(e) + tldp(e) + bias(e)

Where, each field is:

– fees(e) (fees): the fees collected by a node are determined by the base fee (fbe),
and the fee rate or proportional fee (fpe) of the edge e for which the payment
is received. The base fee is directly added, while the proportional fee is based
on the actual amount being transferred. In general, fees(ei) = (fbei+fpei ·xei),
where xei is the amount received by the source node of edge ei.

– tldp(e) (timelock delta penalty): the weight function penalizes channels with
a high timelock delta, δe, which is set by the receiving node of the channel.
Most implementations use something like tldp(e) = δe · xe · rf, where rf is a
risk factor configured by the administrator (e.g., LND uses a default value
of rf = 1.5× 10−8).

– bias(e) (success probability): implementations use some estimation of success
probability for using each edge of the path, which we generalize as a biase
for the edge e. This can take into account different factors depending on the
concrete implementation:
• Probability of success based on estimation of balance: LND uses 2 strate-
gies. The apriori estimation determines the relationship between the in-
tended payment amount and channel capacity, while the bimodal dis-
tribution highlights the idea that the balance is not evenly distributed,
but mostly concentrated in one side of the channel [13,9,1]. Eclair uses a
similar apriori approach, and CLN and LDK also do it but introducing
an estimation of a lower and upper bound for the balance of the channel.

• Virtual cost (attempt cost in LND or failure cost in Eclair): implementa-
tions estimate a virtual cost for the channel proportional to the previous
probability and the amount being transferred.



• Channel age: some implementation such as Eclair also use the channel
age (block height of the funding transaction), assuming that older chan-
nels are more reliable.

It is important to note that some implementations also use path related suc-
cess probability factors. Since they are not associated to edges, they can not be
used in the weight and cost function of the path-finding algorithm. This requires
a slight modification of the Dijkstra algorithm. Other, as LND perform the Dijk-
stra backwards to precisely compute fees in each step. For a more exhaustive and
detailed review on path-finding strategies for the LN, we refer the reader to [16,8]
or the concrete implementations for a detailed description of their path-finding
algorithms.

It is very common in the literature to use Equation (2.2) with a simple, usu-
ally constant, bias estimation for the edge weight and assume Dijkstra’s shortest
path algorithm is used to find the best payment path [18]. This is a reasonable
assumption and suitable for the purpose of our proposal. Note that the actual
distribution of LN implementations in Bitcoin is clearly dominated by LND with
more than a 90% share in 2022 according to [4], which might have decreased a bit
nowadays, but it is still considered the dominant implementation by far. In this
sense, assuming a single best path finding algorithm for the whole network seems
reasonable, helping approximate realistic metrics. The relevant part is that these
path-finding algorithms are deterministic. This determinism is what makes them
predictable and thus prone to information disclosure as we will show. That is,
looking for the best path at a given moment is deterministic. No matter what
each implementation considers to be the best, it will always be the same.

2.3 Related work

Several works analyze different aspects related to the privacy of the LN [6,13].
Some works propose different approaches to deanonymize balances on the LN [5,6].
If an attacker can observe or estimate the balances, then multi-hop payment can
be more easily deanonymized. These attacks usually require the adversary to ac-
tively perform actions with associated costs and are usually targeted to specific
nodes.

The idea of deanonymizing multi-hop payments as considered in this paper
has not been deeply explored, but is not entirely new. Most notably, [18] considers
similar scenarios using shortest paths to evaluate the privacy of the payment
in general payment network. Our proposal provides a more clear formalization
of the metrics, focusing on the LN, using the payment amount and proposing
the heuristic approach. In [7], authors also consider how to determine source
and destination anonymity sets for specific implementations. As an alternative,
timing attacks are considered in [15] to deanonymize multi-hop payments.

There are some approaches which can make the attack proposed here more
difficult or impossible, one of such example is the proposal of payment split-
ting [19].



An interesting note can be give about multipath payments, which can actu-
ally increase the risk of this kind of attacks by increasing the probability of the
adversary being part of the payment [12].

3 Adversarial model

We consider the scenario where one of the intermediary nodes in a multi-hop
payment attempts to determine the source and destination of the payment. E.g.,
in Figure 2, we consider the adversary to be some node va, which takes part in
a multi-hop payment from node v1 to node vt.

Fig. 2. Adversarial scenario.

Due to the use of onion routing, the adversarial node va, will know the
preceding and following nodes, va−1 and va+1, but not the rest of the nodes
in the path. The adversary lies along the routing path, so it participates in two
HTLCs: one with va−1 and another with va+1. These HTLCs contain information
regarding the payment transaction, most notably the amount xeb , that node va
receives through the incoming edge eb. Given a path, we will normally denote
the source node as s, the destination as d, and the adversary as a.

What the attacker knows is that if s = v1 is the sender node, and d = vt the
destination, the payment path is a shortest path according to the path-finding
algorithm, and such path must include the nodes va−1, va, va+1 in this precise
order. This idea will allow the adversary to discard some possible paths and even
some possible sources and destinations.

4 Privacy metrics

We consider the anonymity sets associated to potential source and destination
nodes, which will provide metrics on the privacy achieved in a concrete scenario
determined by the network topology.

Given an adversary node va observing a payment, we denote as S the set of
possible source nodes, and D the set of possible destination nodes. Initially, both
sets will contain all nodes in the network except the attacker node. Note that the
contiguous nodes va−1, and va+1 could be source and destination respectively,
so S = V \ {va, va+1}, and D = V \ {va, va−1}. S, and D are the more general
anonymity sets for the source and destination of the payment observed by the
adversary va. The goal of the adversary is then to try to improve the estimation
of both sets.



We will also consider probabilities associated to each node in S, and D, which
will allow us to provide entropy based metrics [3,17,11,18]. Initially, all nodes
could be considered to have the same probability, but we will show that these
measures can be improved based on the existence of shortest paths. We denote
as P (s = vi|a = va) the probability that vi is the source node of a payment
observed by attacker va, and P (d = vj |a = va) the probability of node vj being
the destination. In all cases we assume that the attacker is node a = va, which
implies that the payment goes through channels eb and eb+1 associated with va
(see Figure 2).

We will denote the set of shortest paths between nodes u, v as SP (u, v), and
use SPeb,eb+1

(u, v) for such shortest paths that include consecutively edges eb,
and eb+1 in the path.

4.1 Source and destination anonymity sets

The estimation of the source and destination anonymity sets is based on the
fact that a payment between any two nodes will use the shortest path between
such nodes. Here, as previously explained, by shortest we mean the best path
according to the path-finding algorithm (see Section 2.2).

We based the anonymity sets in the property that a subpath of shortest path
is a shortest path. We can define the set of all pairs of nodes (vi, vj) such that
some shortest from vi to vj includes the edges eb, eb+1 as:

SPebeb+1
= {(vi, vj) ∈ V × V | ∃P ∈ SP (vi, vj) such that eb, eb+1 ∈ P}

Then, the source and destination anonymity sets can be defined in terms of
the paths in SPebeb+1

.

Definition 1. The source anonymity set for attacker node va, Sva , is composed
of all nodes vi ∈ V , such that there exists a node u with shortest path from vi to
u passing trough eb and eb+1.

Sva = {vi | ∃u ∈ V, (vi, u) ∈ SPebeb+1
}

We can analogously define the anonymity set for the destination node.

Definition 2. The destination anonymity set for attacker node va, Dva , is com-
posed of all nodes vj ∈ V , such that there exists a node u with shortest path from
u to vj passing trough eb and eb+1.

Dva = {vj | ∃u ∈ V, (u, vj) ∈ SPebeb+1
}

The cardinality of both the source and destination sets are interesting metrics
of the anonymity that the attacker has with respect to the source and destination
of the payment.

In order for the adversary to evaluate shortest paths in the network it needs to
estimate the amount used in the payment (see Section 2.1). This estimation can
be done by the amount received at the attacker node xa. The original amount,
will be xa minus the fees collected by nodes between the source node and the
attacker. Given that fees in LN are relatively low, the adversary could assume
xa as the amount or provide a range to improve such estimation.



4.2 Probability based on shortest paths existence

We can associate a probability for each node of being source or destination of
a payment, based on the number of shortest paths having such node as source
or destination. The probability for node vi ∈ S of being the source node of the
payment seen by the attacker va, P (s = vi | a = va), can be estimated as:

P (s = vi | a = va) =
| {u ∈ V | (vi, u) ∈ SPebeb+1

} |
| SPebeb+1

|

and analogously for nodes in Dva , as P (d = vi | a = va). This allows us to
determine an entropy-based metric for such sets as:

H(Sva) =
1

log2 | SPebeb+1
|

∑
vi∈Sva

Prva(s = vi) log2 Prva(s = vi)

and again, analogously for H(Dva).

4.3 Heuristic based on rounded amount

To improve the destination anonymity set, we propose the use of an heuristic
rule based on the idea that the payment is a rounded value. In this case, the
adversary assumes that the amount of the payment is rounded, so the amount
received by the destination node should be rounded. The adversary, can estimate
the final payment received by nodes vi ∈ Dva, and then, discard those that do
not represent a rounded payment.

What a rounded payment can be might be interpreted in different ways.
Similarly to change detection heuristics [10], the value can be rounded to the
currency used by the payment network, or a fiat currency such a dollars based
on the change rate at the time of the payment.

5 Experiments

We have taken a snapshot of the Bitcoin Lightning Network from December 4th,
2025, using a CLN node. Details of the snapshot are shown in Table 1. From
the snapshot we have taken only the active channels directions, which makes
the number of directed edges to be not exactly the double of the channels. The
mean capacity is 11, 530, 434 while the median is 2, 475 satoshis.

Nodes 7,668
Directed edges 68,241
Channels 35,161

Table 1. LN snapshot characteristics



In order to simulate an adversarial attack we have taken a multi-hop pay-
ment between two random nodes, with a payment path of at least 3 nodes. The
attacker is randomly chosen between the intermediate nodes. We have repeated
this experiments 40 times for different amounts: 10, 100, 1000, 10000, 100000
satoshis. These amounts, using the exchange rate for December 4th, 2025 were
equivalent to approximately 0.01, 0.1, 1, 10, and 100 EUR. We have intentionally
tested relatively low values for the payments since the LN is precisely intended
to be used for low value payments.

In order to simulate the payments, we have assumed a uniform balance dis-
tribution, where the capacity of each channel is uniformly distributed on each
node (each direction).

5.1 Source and destination anonymity sets

Table 2 show the average cardinality of the source and destination anonymity
sets, |Sva |, and |Dva |, and their respective entropy. For each value we provide
also the coefficient of variation.

Source Destination

Amount |Sva | CV H(Sva) CV |Dva | CV H(Dva) CV

10 438.525 2.181 4.40735 0.999 1157.45 1.917 5.97853 0.799
100 787.800 1.794 5.18258 0.919 657.525 1.963 5.02684 0.931
1000 573.325 2.480 4.52255 0.986 576.150 1.443 5.74129 0.780
10000 491.875 2.341 4.42918 0.960 691.425 1.995 4.91365 0.911
100000 320.850 2.752 4.42443 0.818 314.775 2.608 4.05264 0.967

Table 2. Source and destination anonymity set size and entropy.

The experimental results report the mean across 40 independent trials per
payment amount. The coefficient of variation is observed to be large relative to
the mean. Across all payment amounts, the CV for anonymity set sizes ranges
from 1.4 to 2.7, indicating high relative variability. This dispersion is attributed
to the heterogeneous topology of the Lightning Network, paths routed through
highly connected hub nodes yield substantially larger anonymity sets, while pe-
ripheral paths produce considerably smaller ones. Notably, the CV for entropy
measures remains stable at 0.78 ∼ 1.0 across all amounts. This shows that while
a node’s position in the network influences the number of candidate nodes, the
entropy-based metrics remain relatively stable, indicating that the adversary
faces a consistent degree of uncertainty regardless of network position.

In some cases, the sets reported only one node, providing a complete deanonymiza-
tion. As show in Table 3, in most cases, more than 30% of the times the source
and anonymity cases contained only one element.



Amount 10 100 1000 10000 100000

|Sva | = 1 0.325 0.3 0.35 0.325 0.275
|Dva | = 1 0.325 0.325 0.3 0.325 0.3

Table 3. Ratio of cases for which the anonymity set contains one node.

5.2 Round heuristic

We have applied the round heuristic rounding to multiples of 100 msats, with an
error tolerance of 5 msats. This allows us to obtain smaller destination anonymity
destination sets with lower entropy as shown in Table 4.

Amount Size One node Entropy Success

10 639.275 0.3 5.07671 0.9
100 194.8 0.325 3.73994 0.85
1000 288.55 0.225 4.91227 0.825
10000 119.4 0.275 2.90912 0.525
100000 98.375 0.125 2.88617 0.425

Table 4. Application of the round heuristic.

Although the percentage of sets with one node is smaller, in general, the set
sizes and entropy are much smaller.

It is important to note that the heuristic might fail. To show this we measure
the success, as the percentage of times where the real destination node is actually
in the destination anonymity set vd ∈ Dva . As shown in Table 4 this success
decreases with the amount. Adjustments on the rounding multiple and error
tolerance can increase this ratio, but will also increase the size and entropy of
the anonymity set.

5.3 Discussion

Intermediate nodes in a multi-hop payment can get a relatively good estimation
of source and destination nodes (recall the approximate 30% success deanonymiza-
tions). The relevant part is that this estimations can be done just by using
publicly available information and without requiring active measures other than
taking part in the payment. This honest but curious adversary does not require
much effort.

It is important to revisit the assumptions underlying our experimental setup.
The most critical assumption is that channel balances follow a uniform distri-
bution. This provides a reasonable baseline for evaluation, but note that the
adversary is assuming this uniform distribution, which happens to be the one
used in the simulation. In practice, however, balance distributions are unlikely



to be uniform and are more plausibly bimodal. Under such conditions, an ad-
versary relying on a uniform one would still obtain a reasonable approximation,
although with increased estimation error particularly for high-value payments.
Nevertheless, alternative estimations, such as a bimodal model, may introduce
even larger errors due to misclassification: specifically, there is a 50% probability
of incorrectly assigning the balance distribution for any given channel.

In general, for payments of low amount the actual distribution of balances
might not be so important. Note that for the snapshot we have used the median
capacity for channels is 2, 475, 000 sats, the mean is much bigger, 11, 530, 434
sats (possibly due to a few high capacity channels). This seems to suggest that
small payments will likely succeed independently of the distribution of balances.

6 Conclusions

In this paper we have presented privacy metrics for lightning network multi-hop
payment privacy. The metrics attempt to establish the source and destination
of such payments and provide a realistic measure of the actual privacy achieved
in the network. We have also considered the use of heuristic estimations to
improve these metrics. As future work, we plan on introducing more heuristics
and provide a more thoughtful empirical experimentation. This includes testing
concrete implementation pathfinding algorithms and simulate a realistic balance
distribution scenario.
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