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Decision tree : quick reminder

| Machine Learning Basics

root

A supervised learning model

Each internal node tests a feature
with a threshold

e Each branch represents an outcome

decision node — Income

Yes

Each leaf gives a prediction

l Why use decision trees? “O‘ Interpretable {C}} Simple C/\O Non-linear decisions
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Homomorphic encryption: CKKS

CKKS Client S Client Key properties

(Cheon-Kim-Kim-Song) (dataowmer) {Onasied) L8NS 0 Homomorphic: compute on

ciphertexts (no decryption).

e Homomorphic encryption
scheme for approximate = | Encrypt Compus Decrypt = ' . .
arithmetic on real numbers. - exks) ; e )' o = 0 Approximate arithmetic
_ = on real numbers.
 Enables computation x Enc(x) Enc(f(x)) f(x)
directly on encrypted data (real values) (ciphertext) (ciphertext) (approximate result) 3 . :
: : Suitable for privacy-preserving
without decrypting. . :
L ) machine learning.
¢ Well-suited for machine .

: ; Computation is performed on encrypted data. A
learning and inference P i Sl ° Trade-off between precision,
tasks. performance and security.

Main CKKS parameters
Polynomial modulus degree N Coefficient modulus Q Scale 4 Multiplicative depth L
Controls capacity / number Determines the number of levels Sets the numerical Maximum number of successive
of slots and security level, and the precision budget, precision. multiplications
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qutemx Recap: Homomorphic Encryption : CKKS

| DECISION TREES ON ENCRYPTED DATA

CKKS bottleneck for decision trees

The bottleneck appears at node comparisons and path selectio
e comparison x < t ]

l

Yes No

Yes No

—O— Main idea: tree inference must be rewritten as arithmetic operations, and node comparisons, branching, and noise
= make decision trees challenging under CKKS.
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Comparators and tree traversals

Comparator families
root
% —a
1010 X <+
itwi : . : Approximate or Inclusion-based
Bitw
con: afifon Direct arithmetic continuous and combinatorial
P comparison comparison encodings
e =

decision node
-9

Tree traversal families

Yes No 4 § -~

Yes No
leaf r) \'
| Class B | l Class B I [ClassB ] [ Class B r
Polynomial-evaluation Path-indicator-vector Matrix-based

traversal traversal (SumPath) traversal
J

-‘O’- Our method uses an approximate/continuous comparator together with
— ~ Path-Indicator-Vector traversal (SumPath).
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Global approaches

| Global polynomial approximation in prior work

The same polynomial comparator is used for every internal node

/ root

Find the hardest node
(feature closest to its threshold).

[ Hardest node ]

Choose a maximal
polynomial degree d,,
for good precision.

e Use the same polynomial
approximation for all

internal nodes.
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Soft Step function

Comparators Soft Step polynomial comparison ( Akavia et al.[1]):

b = arg min f (1o(®) = p(©))’ ws(®) dt

ws(t) = 1]|t| = §], the neglected window.

I,(t) = 1[t = 0], the Heaviside function
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HBDT-SumPath Traversal ( Shin et al.[2]):

Smis(Lk) = Z [bk,j (1 - Iij) + (1 - bk,j)lij] -

J=1

The selected leaf is : arg mingS,,;s(L;,) = 0.
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Preparing the Soft-Adaptive Pipeline

Step 1 — From the trained tree to parameter extraction

e Trained decision tree (example) @ Extracted parameters of internal nodes
Node ID Feature index Threshold Path depth
N, fi (Age) 30 1
Extraction of N, f> (Student) 0.5 2

internal nodes

N; f3 (Income) 50k 2
Student Income -

<05 < 50k

][] [oma] o

/ " ! Explicit parameters Ready for the next stage
@ Step 1: { Trained tree } » { per internal node } » [ (Soft-Adaptive)
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Soft- adaptive degree assignment

Préparing the Soft-Adaptive Pipeline

Step 2 — Compute the minimum feature gap and normalize it

( B\ — ( i A
@ Selected internal node @ Compute the gap Interpretation
0 : "
| —
. ———O0—0—0—0—x; Large g;
; —i Q — easy node
|x7, — 6| |xg, — 6] — lower degree
e J
;= min |xr —6; vi= max |xf—0;
i — 4 xeXcalib,i| i l| : xeXcah'b,il h l| f )
(minimum gap) (scale) 0.
@ Feature index:  f; i gi Small g;
i = max(v;, &) | — difficult node
Threshold: 0, (normalized gap) — higher degree
K, ) L J

Use g; when raw gaps are not directly comparable across nodes.

[ For each node N; J = [ Compute g; ] - { Normalize into g; j = [ Choose the polynomial degree
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Step 3 — Adaptive Polynomial Degree Assignment

Q Trained decision tree (with adaptive degrees)

Hardest node
d2 _ 16

Student < 0.5
d2 = 16

2 J

Q Degree assignment rule (example)

;

4 if g >0.1

8 if 0.02<g; <0.1
16 if 0.005 < g <002
| 32 if g <0.005

@ Node difficulty and assigned degree

Node ‘ Feature | Threshold 6, | Min. gap g, ’ Assigne‘z degree
Ny Age 30 0.12 8
N, Student 0.5 0.01 16
N, Income 50k 0.08 8

If g; is outside the expected
range, we use the normalised
value:

= 9i
" ma.x(u,-, 60)

)

(O/ ) Key takeaway: ‘

Each node receives a polynomial degree based on the (normalised) minimum feature gap.
The hardest node (N, ) requires the highest degree (d, = 16).
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Soft- adaptive degree assignment

Step 4 — Building the SoftStep Comparator

{: N

Encrypted comparison margin r Exact step vs. SoftStep approximation
for node N; 9 : RERR

v
(9 SoftStep family ¢,(t)

] R pmmpr———r

— Exact step H(t)

1] e ,,,,,,,, o === SoftStep ¢, (t)
ti(x) = 6; — Xf J | ,'J § [ d4=32 @

-
- —

rrrrrrr | s
: ’l ‘ 1 ey -
t;(x) > 0: left side o . 1 /
t:(x) < 0: right side 0 b— S 6 > J
o = ‘ | S 0 Lo
ti(x) = 0: decision boundary > e ‘; sharper k very sharp
P — e ‘ (—6,6) Chosen for node N;
L ﬁ t;(x) remains encrypted. T Higher degree — sharper transition. |
Sy AN e _J
P ——— — ——
[ | Encrypted margin t;(x) = FSoftStep approximation ¢, (t) j = [ @ Polynomial comparator ready for CKKS 1]

Output of the preparation phase: one polynomial comparator per node. \
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e Encrypt with CKKS a
\

e Decrypt prediction

p Keeps secret key

Encrypted query Enc(x)

—_—

Server

Offline preparation

e l

Encrypted result Enc(prediction) i 2 3 &
& |
@ security model b N
; ; Extract Compute Assign Build
Semi-honest setting node gaps adaptive SoftStep
Client generates CKKS keys parameters degrees comparators

% % € B8 *obe

Client keeps the secret key

Server owns the model

CKKS provides IND-CPA
security for client data

Online inference

‘{ '2 Evaluate encrypted tree

Input privacy protected

Model privacy not targeted

The server prepares the adaptive-degree pipeline once, then answers encrypted queries.
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qutemx Precision-impact of analysis

Let Axara, Asoft, and Ayp denote the accuracies of hard cleartext, Soft-
Adaptive cleartext, and Soft-Adaptive HE inference. We decompose the

total loss as:
(1) Aapp'rox = Anara — Asoft
(2) Ackks = Aso ft — Ang

(3) Atotai = Bhara — Bpe = Aapp'rox + Ackks
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* The approximation error outside the neglected window is

gpoly(d; 6) = m§§|¢d(t) — I (D)].
° The level-wise error of CKKS is :
Ep = 'g\/ﬁ A_l,

where € is the number of consumed multiplicative levels, N is the polynomial modulus
degree and the scale A = 2°.
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Precision-impact analysis : SumPath error bound

How SumPath Works and Its Error Bound

How SumPath works Theorem (SumPath error bound)

N, Each internal node

outputs a soft value

{ b } Iix) € [0,1 D
L(x) I(x) |SHE (Lk) = Sbool(Lk)‘ < Z 6:;“11 <D max gfotal
e For a leaf, SumPath j=1 L
N, N adds the node contributions
[ Student < 0.5 [ Income < 50k ] along its path

along the path.

Dy,
Iz(x)/ b(x) L(x) &3(36) S(Eg).= Zl |1; (x) = by, | ® Errors accumulate additively
j=

[Class B} LClass B] LClass B (Class B} e Pradict theleafwith ® The bound grows linearly
L L, Ls Ly the smallest score with the path depth D.

$ = argmin (L)

Ly
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Setup

Implementation & Environment CKKS Profiles
Microsoft SEAL v4.1.2 ) ' iy
- . _ Small Medium Large
@ 128-bit security e R~
@ Ubuntu 22.04 Feature dimension Feature dimension Feature dimension
ﬁ CPU_Only execution dim S 4 5 S dzm S 16 d?;m > 16
@ Podman container - i o
<[> C++17/CMake = g =5 =3
@  Python/ scikit-learn
g Vertical SIMD packing Max adaptive degree Max adaptive degree Max adaptive degree
=32 =116 =8
S Max batch size: 32

-@- Three runtime profiles keep encrypted inference feasible as feature dimension increases.
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INSTITUTE OF RESEARCH
AND TECHNOLOGY

Systemx Results: accuracy for simple trees

. Hard (clear) . Soft (adaptive clear) . Soft (adaptive HE) . Akavia et al. E SortingHat . Concrete-ML (FHE-sim.)
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Syste ' Results: latency for simple trees

INSTITUTE OF RESEARCH
AND TECHNOLOGY

B ours (SEAL) [ Akaviaetal. [ SortingHat [ Concrete-ML (FHE-sim.)
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Results : Random Forest

Random Forest results (5 trees, n = 32)

Accuracy (%) HE latency (ms/sample)
1000 100.0  100.0 (log scale)
105 -
84.38 8438  84.38
2 10*
[o ¥ .
9 £ 6061
> %
@ £
> -
o 3 1427
< g
S
Road Website Phishing Road Website Phishing

I Hard [ Soft-Adaptive clear Soft-Adaptive HE
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Conclusions

e &
Key contributions _ Accuracy insight
diisn addaritt ) = l' The main accuracy loss appears in the cleartext
ﬁ Node-wise adaptive degree assignment polynomial approximation, especially on Iris, Wine,
A polynomial degree is chosen locally for each node. and Website Phishing.
Q Soft-Adaptive HE matches Soft-Adaptive clear
Precision-impact analysis in the retained experiments.
'II Separates approximation loss from CKKS-induced loss. (
@ Latency insight
o End-to-end CKKS inference Latency is reasonable for single decision trees.
SoftStep comparators combined with SumPath traversal. o it b A bltsentir RantofuEctsst
atency becomes much higher for Random Forests.
NS
/

Adaptive degrees help preserve precision while avoiding unnecessary
complexity; scalability remains the main challenge for tree ensembles.
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Perspectives

llla

Improve the node-wise
degree assignment

Refine the local criterion to
select the polynomial degree
for each node.

&

! @.ll )

Evaluate on more
complex datasets

Test the approach on
higher-dimensional and
more challenging

o/

—

\

N

shy

Scale to larger
ensemble models

Extend the proof of concept
to larger Random Forests
and XGBoost models.

O O

4
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real-world datasets.

[

O

\ J

o

Strengthen
the security model

Consider stronger
adversarial models and
additional privacy guarantees.

o4

-

BE

Explore encrypted
training

Investigate training with
encrypted data, not only
encrypted inference.
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