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m |nteractive Perturbation
Q Cryptographic approach

» Commit: User sends commitment of his input value and
fake input values

» Select: Aggregator uniformly choose one
» Open: Users opens it with some of fake values
» Verify : Aggregator verifies user follows protocol.
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"Harmless Opening’

m VGRR (Verifiable GRR)

aQ Commit {, true value and £, fake values
Q= f, + (d-1)L,
Q Example £=10,d =3

» Pr[x=1]=6/10

» Pr[x =2] =Pr[x=3]=2/10

» Aggregator can not distinguish x = 1 and x = 2,3
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VGRR (Verified GRR)

m Pros:
QVGRRis (¢' = In 2 )-LDP
QVGRR is robust gzgainst OPA
» robust iff Pr[S, .« = S;,] > 1 — negl(k)
» Sy = IPA, S, = OPA
AVGRR is lightweight (no ZK proof)
m Cons:

ddeals with only discrete values (frequency
estimation)



Our work

= Goal
ARobust LDP for continuous value
Task LDP Poisoning Mitigation
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Continuous-valued LDP

m LDP
2]
3]
4]

4
4
4

GRR (Generalized Randomized Response)
SR (Stochastic Rounding)
PM (Pricewise Mechanism)

1. GRR 3.PM 2. SR



SR (Stochastic Rounding)

m |nput: x
axin[a,b] —» x~in[-1,1]
» X~ =-1+ (x-a)*2/(b-a)

m Perturbation: x’

Pr[Wgp(e) (%) = X'] = {q+ (p—q)(1+f): .

eE

P=Treandg=1-p
m Unbiased estimator ( ¥




PM (Piecewise Mechanism)

m [Input
axin [a,b] — % in [-1,1]
m Perturbation
ax’ in [-s, +s] {852(8“_1,,

=D i € [I(F), (%))
Pri¥pp(e) (%) = x'] = :2;:‘?.3_?]" ,

otherwise

2(¢5/2 1¢t)

where —s < I(¥) < r(£) <s,1(%) = $2=! and r(%) = <550
m Unbiased Estimator
AE|x'| =X



Threat model

m n honest users

= m malicious users
Qrate = m/(n+m)
dgain = target mean (max) — true mean
AIPA (input = targeted value, with LDP)

AOPA (output = targeted value, without LDP,
leaves if x < 0)



Proposed Method

m ldea

Abinning (making into discrete bins) and
applies Harmless Opening (VGRR)

base Harmless Opening

LDP encoding Binning

GRR D—D D —d values | VGRR-HO
{0,...,d-1}

SR [a,b]—{-1,+1} |[a,b] — SR-HO
d values

PM [a,b] —[-s, +s] | [-S,+s] — PM-HO
d values




Example 1) GRR

m 1. Commit
ad =5, xin {1,2,3,4,5}, x~in {-1, -1/2, 0, ¥, 1},
€ =log 2
ax =4, x~=1/2, p = e¥/(et+d-1) =2/6, q = 1/6
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m2. . Apicksj=2In{1,..,6}
m 3. Uopens c(1)c(2) c(3) c(4) c(d)
m 4. Achecks C and c(1) c(2) c(3) c(4) c(5)



Example 2) SR-HO

mD={0,1,2,3,4},d=5¢e=In2,{=12

X ~X P* 2-1 21

0 -1 1/3 4 8

1 -1/2 5/12 5 7

2 0 1/2 6 6

3 1/2 712 14 5

4 1 2/3 8 Z
1 2 3 4 3} 6 7 8 9 10 11 12
ci-1) |ce1) leen [ce1) ey Teaylem eyl ey [eay|cay lem
c-1) |ce1) [een [ce1) (e eyl ey ey ey [eay | cay [ em

a HO proves that 4/12 = p* = 8/12 for all cases




Example 3) PM-HO

m Commit
aQd =5, xin{0,1,2,3,4}, ~xin {-1, -1/2, 0, 5,
1}, € = log 2,
ax =3, x~=1/2, s = (e¥?2+1)/(e¥2-1) = 5.8
Qf(x) = 2x -1 /(2-1) =-0.7, r(x) = 4.1

0.121 —
0.060

-5.8 -0.7 4.1 +5.8



Questions

m RQ1. Does Harmless Opening mitigates
poisoning attacks?

m RQ2. How much accuracy reduction
does come with the binning?

m RQ3. Which is the best LDP scheme in
terms of accuracy and computational
costs?




Security Analysis

= Privacy
AGRR-HO, SR-HO and PM-HO satisfies
e-LDP.

m Robustness

QTheorem 1 GRR-HO is robust
» Pr[Sia = Sin] > 1 — negl (k)
AProposition SR-HO is semi-robust?
Pr[S,..x > Sin] 241 — negl (k
» Pr ] bog gl (k)
Us



Security of SR-HO

m Lemma 1. Any report accepted by the

Harmless opening satisfies 1‘,[ ]1
p—aql ~

for mean-maximizing attack.

Q Mean-maximizing adversary would like to commit
+1 value, which is limited at most £, ({_4) times in
HO verification process.

m Theorem 2. SR-HO is robust for mean
estimation, i.e., gain G, = Gpa.




Evaluation

m Dataset
AQUCI Adult dataset , Age [a =17, b = 90]

m [aks
dMean estimation
m Metrics

QdAccuracy: MSE

dRobustness: gain
gain = estimate with poisoning — estimate



Result 1. binning
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Result 2. Estimated Mean
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Result 3. Gain (=vulnerability
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Result 4 processing time

sing time (sec)
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Processing Time vs Data Size (VGRR with Pedersen Commit)

—&— p = 128-bit modulus
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E.g. 75s/300(N)
= 0.25 sec/user



Conclusions

® RQ1. does HO mitigate poisoning?

a Yes. GRR and SM are robust.

m RQ2. Accuracy reduction? small
m RQ3. Best scheme? SR is robust and lightweighted

m Future work: robustness for PM and work with
Robust [ DP [Zhao 25]

GRR SR PM
Robustness Frequency Mean Mean
security Robust Robust (open)
£ £+(d-1) & L+ Uis +Is
Cost High Low High
Accuracy Low High High
Gain High Low Low




Pedersen Commitment

s [BHRIERMNEEMEFRIIL-OS
Qz1, Z2: HR#E (DLP{RE)
Q/NBASE: (g, h) 21, Z2D &R Tt
Qa3vhb951E: p
Qa3vhk: C(p) = gehT
QZER &4

Ck(p1; 11)Ck (p2; 12) = Ck (p1 + p2; T1 + 12).
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m #)HA{E
QA x, B:y
QA—B: C(x,r1)
aAB—A: C(y,r2)
QC’ = C(x,r1)*C(y,r2) = C(x+y, r1+r2)z:k &
T, X, y Zopen



VGRR

Protocol 1 VGRR
The user U possesses a raw item v. The aggregator A obtains a value y as the perturbed data from the user Y.
Initialize: The user U and the aggregator A share the public key K and the length parameters £, £; and £;.
1) Commit
a) U constructs an £-dimensional vector g which satisfies 0} = ¢, and 6,.“ =¥, for i € [d]\{v}.
b) A new {-dimensional vector g is constructed by performing p[i] L Cx(ulil; ) for 1 <i < £, where 7; is drawn
randomly from Z,,in.,. The vector 7 is sent to A.
2) Select
A randomly selects j from {1,2, .-, £} and sends j to U.
3) Open
U picks numbers J1, j2, -+, jdt,, where j1 = j. For 1 <i < d¥{3, U opens the commitment [ j;] by sending p[ji]
and 7, to A. After the d¢2 commitments 9[j1], g[j2], -, nljai,] are opened, the vector  need to satisfy go,." = {3 for
i €ld].
4) Verify
a) A checks if j, = j and g[ji] = Cx (ulji}; tj,) for 1 <i < dé,.
b) For i € [d], A checks if the vector n satisfies (p? = {, for i € [d]
c¢) If all the checks are affirmative, A takes u[j] as the output y from U.




robust® E&H

m EFE2 (BRI EET)

QA (EDT7ATLEHRTH7ILIVX L)

Qview (ADELAIT DHIER)

Q Pr(A*(view;y) = v) — Pr[A*(y) = v] < nelg(k)

ToHHEF, MIZERIAEE.

m E&E3 (A/NRR)

0 Smax = Overall scoreDE&x K{E.

Q Pr[Smax = Sin] > 1 — nelg(k) T&h 5K, MlLrobust.
m &4 (semi-robust)

Q Pr[Sout > Smax > Sin] > 1 — nelg(k)
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VOUEDHE

m £i#4 (LDP)
Q¢ = =2 DP%#T=7.
m EEE35 (n’ik/':'JUTAb'V-)
n 6 (B2, L)
QVOUEI(Z semi-robust TH 5.

» Sout=rf,>3Smax = r/2
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