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Community Detection

® Social group discovery

® Biological analysis

® Communication analysis

Privacy Risks

® Private social connections
e Political affiliations

® Medical associations

Goal

Preserve community-level utility while protecting individual edges.
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Differential Privacy on Graphs

Differential Privacy (DP)
A randomized mechanism M is (e, §)-DP if for any neighboring inputs D, D":

Pr[M(D) € §] < e Pr[M(D’) € §] + 4.

Edge Differential Privacy

For graph data, we define neighboring graphs by one edge change:

G~G <= G and & differ in one undirected edge.
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Central vs. Local Edge DP

Central Differential Privacy Local Differential Privacy
local
(L User | o
Trusted Analvst ool
Aggregator Y noise Analyst
(e ) e

* Often better utility. * No original graph is collected.
® Requires a trusted data aggregator. ® Strong local noise can hurt utility.
Motivation

Can we reduce the noise of local privacy without giving a aggregator access to the original
graph?
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Privacy Amplification by Shuffling
Users Local Randomization Random Downstream
raw local data es-LDP Shuffling Analyst

Amplification Effect

After anonymous shuffling, the analyst obtains a stronger (eamp,d) privacy guarantee, where
typically

€amp < €s-

e Shuffling breaks the link between a report and its source.

® Larger shuffle sets provide stronger privacy amplification.
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Why graph shuffling is non-trivial
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community structure preserved global shuffling loses locations
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SDPCD protocol overview

Original Graph G = (V, E) Perturbed Graph G = (V, E) Groups from Pertrurbed Graph € Shuffled Graph G = (V, E
Q © 05 *
A o7 /X
° e Perturb : %
©

Stage 1: grouping Stage 2: shuffling

A— A ¢ A—A® 5 A
Identify shuffle groups. Shuffle within fixed groups.
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Stage 1.a: perturbation via RABV

TS T TT ST

2 2 2 2 2 2 2

eleeleelelpe)
User1|0[1[0[0[0[0(O
User2( 1|0 |1[1][0[0]|0
User3[{0|1|0|Lf1[0]|O
User4[0|1]|1]{0]|0[0]|0
User5({0|0[1]0(0[1]|0
User6/0[0[0[O0[1[0f1
User7{0[0|0|{0|0|1]0

Randomized Adjacency Bit Vector (RABV)
® Each user perturbs selected adjacency bits using randomized response.

® Each undirected edge is perturbed exactly once.
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Stage 1.b: grouping

From noisy graph to a fixed partition
Comp — Louvain(AY),  |Ci| > k.

Small communities are iteratively merged with their most similar neighbour until the minimum
group size is satisfied.

noisy graph Louvain merge small groups
A initial groups minimum size k

The partition C is fixed before Stage 2 starts.
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Stage 2: shuffling

Perturbed Graph afier Grouping and Groups Shuffle Lists Shuffled Lists Shuffled Adjaceney Matrix and Shuffled Graph
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Inter-group
______________ group

Shuffle lists
Sing = {A® :u<v, wyve G},  Souty; ={A2 :uecC;, veC})

Each list is shuffled independently and reconstructed into A.
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Privacy Guarantee

Privacy Budgets

shuffling
€s1 T+ €2 —— €amp

€51 : grouping, €52 : fresh Stage-2 reports, €amp < €s2.

Main Guarantee

With minimum group size k, SDPCD achieves

[ (€41 + €amp, 9)-Edge DP |

against the downstream analyst.
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Experimental Setup

Dataset V| |E| IC|
Facebook 4,039 88,234 17
Government 7,057 89,455 29
AstroPh 18,772 198,110 334
Enron 36,692 183,831 1,363

Metric: Modularity
_ § el de, ?
q‘z[w ‘(2|E|)

=1

Higher g indicates stronger community structure.

Privacy Settings

6=10"" €oral € {0.1,0.2,0.4,0.6,0.8,1.0}.
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Modularity relative error
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Ablation Stu
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Conclusion

1. SDPCD brings shuffle amplification to graph community detection.
2. Two-stage privatization gives an amplified privacy proof.

3. Experiments show better privacy—utility trade-offs than prior baselines.

Future work: adaptive budget split, adaptive group size k, overlapping communities, and
distributed shuffling.

Xincheng Xu DP Community Detection with Shuffling DPM 2026 15 / 16



Thank Youl

Xincheng Xu
xincheng.xu@anu.edu.au
Australian National University, Australia
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