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Benchmarking Triangle Counting Algorithms
under Local Differential Privacy with PLUTO

Long Pham and Stacey Truex[0000—-0002—-8274-645X]

Denison University, Granville OH 43023, USA
{pham_13,truexs}@denison.edu

Abstract. Triangle counting is a fundamental graph analytic used in
applications such as community detection, anomaly detection, and net-
work analysis. Recent advances in Local Differential Privacy (LDP) have
motivated the development of algorithms for privacy-preserving triangle
counting without requiring trusted data collection. However, fair compar-
ison across existing methods remains difficult due to inconsistent evalua-
tion settings, heterogeneous implementations, and limited reproducibil-
ity. In this paper, we introduce PLUTO, a unified and extensible bench-
marking framework for evaluating locally differentially private triangle
counting algorithms under standardized experimental conditions. Using
PLUTO, we conduct a systematic empirical evaluation of five state-of-
the-art methods across varying privacy budgets, graph sizes, and graph
topologies, measuring utility, runtime, and communication overhead. Our
findings reveal substantial trade-offs among estimation accuracy, com-
putational cost, and communication efficiency, while demonstrating that
algorithm behavior depends strongly on graph structure and experimen-
tal configuration. In particular, relative algorithm rankings may vary
significantly across graph families, highlighting the importance of di-
verse and reproducible evaluation settings. We further derive practical
insights regarding deployment trade-offs, including the effects of graph
densification under randomized response, communication-efficient pro-
tocol design, and scalability under varying privacy budgets. Our results
highlight the need for standardized benchmarking infrastructure for lo-
cally private graph analytics and position PLUTO as a foundation for
future research in privacy-preserving graph analysis.

Keywords: Differential Privacy - Triangle Counting - Social Networks

1 Introduction

Counting triangles is a fundamental task in graph analytics used to characterize
clustering behavior, network transitivity, community discovery, link prediction,
and spam filtering [1]. However, triangle counting often requires collecting sensi-
tive relational data, such as social connections and local neighborhood structure.
Privacy-preserving protocols that protects these relations, along with an under-
standing of their substantial utility, runtime, and communication trade-offs, is
therefore critical for graph analytics over user-generated data.



2 L. Pham and S. Truex

Differential Privacy [3] (DP) has emerged as the standard framework for pro-
tecting sensitive information during data collection and analysis through noise
injection. In the central model of DP (CDP) a central server injects noise after
aggregating participant responses while in the local model (LDP) users perturb
their own data before transmission, thereby eliminating the need to trust such
a central party. While LDP has been extensively studied with tabular data,
graph analytics presents additional challenges because records are structurally
dependent. In particular, triangle counting requires reasoning over relationships
distributed across multiple participants, making direct adaptation of existing
LDP techniques nontrivial.

A growing number of algorithms for triangle counting under LDP has been
proposed in recent years. However, fair comparison across methods remains diffi-
cult due to inconsistent evaluation settings, heterogeneous implementations, and
limited experimental standardization. Existing works often evaluate algorithms
using different datasets, privacy budgets, graph configurations, and runtime as-
sumptions and, while publicly available, implementations are inconsistent and
span multiple programming environments. For example, in publicly available
implementations we observed differences in how noisy node degrees are post-
processed, such as whether negative values are truncated to zero prior to esti-
mation. These choices can materially affect empirical results. These challenges
motivate a standardized benchmarking framework that supports evaluation un-
der consistent settings while remaining extensible to newly proposed algorithms.

Contributions: Addressing this need, we make the following contributions:

— We present PLUTO ! (Privacy-preserving benchmarking for Local and Un-
biased Triangle Obfuscation), a unified, extensible benchmarking framework
evaluating LDP triangle counting under standardized experimental settings.

— Using PLUTO, we conduct a systematic empirical evaluation of five state-
of-the-art LDP triangle counting methods varying privacy budgets, graph
sizes, and graph topologies measuring utility, runtime, and communication.

— Our experiments demonstrate that algorithm behavior depends strongly on
both graph structure and privacy configuration, revealing significant trade-
offs among accuracy, computational cost, and communication efficiency.

— Based on our findings, we derive practical insights regarding the deployment
characteristics and trade-offs of existing LDP triangle counting approaches.

2 Preliminaries

2.1 Graphs and Triangle Counting

We denote a graph as G = (V, E), where V = [n] denotes the set of n node
indices and F C {(u,v) | u,v € V} the set of undirected edges. For a node
v € V, let N(v) denote its neighbor set and let d, = |N(v)| denote its degree.
Triangle counting is used to characterize local clustering, community struc-
ture, and network transitivity. Given three nodes v;,vj, v, € V, a triangle is
formed if three corresponding edges (v, v;), (vi, vx), and (vj, vy) are all present

1 PLUTO will be made publicly available upon acceptance of this paper
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in E. The total number of triangles in a graph G is denoted by A(G), while an
estimated count of triangles in G is denoted by A(G).

Let A, denote the number of triangles incident to node v. Since each triangle
is incident to exactly three nodes, the number of triangles in the graph is

AG) = % > A,
veV

Triangle counting becomes particularly challenging under local privacy con-
straints because no individual participant directly observes an entire triangle. In-
stead, a participant typically observes at most two of the three edges required to
verify triangle existence. Consequently, LDP triangle counting algorithms must
infer missing graph structure using noisy reports collected across participants,
often introducing substantial utility, runtime, and communication trade-offs.

2.2 Local Differential Privacy

Differential Privacy [3| provides formal guarantees limiting the disclosure of indi-
vidual information during data collection and statistical analysis. In the central
model of DP, users trust a data curator to collect raw information and apply
privacy-preserving mechanisms before release. In contrast, the local model of Dif-
ferential Privacy (LDP) eliminates the need for a trusted curator by requiring
each user to perturb their own sensitive data prior to transmission.

Under LDP, the data collector receives only perturbed reports and must re-
cover population-level statistics through statistical estimation. While this model
provides stronger protection against disclosure by the data collector, the ab-
sence of access to raw data often introduces substantial utility loss, particularly
for graph analytics where structural dependencies between users are important.

Definition 1 (e-Local Differential Privacy). Let ¢ € R>¢. A randomized
algorithm R satisfies e-LDP if for any two inputs vi, vy in the universe U and
any y € Range(R),

Pr[R(v1) = y] < Pr[R(vz) = yle

The privacy parameter €, commonly referred to as the privacy budget, controls
the privacy-utility trade-off. Smaller values of € provide stronger privacy guar-
antees by increasing perturbation, often at the cost of reduced accuracy.

Applying LDP to graph analytics requires defining the notion of an indi-
vidual’s private contribution. In graph settings, users commonly represent their
local information through adjacency bit vectors or neighbor lists. Following [11],
we adopt the notion of e-edge LDP, defined as follows.

Definition 2 (e-edge Local Differential Privacy). Let ¢ € R>o. For any
i € [n], let R; with domain {0,1}" be a randomized algorithm of user v;. R;
provides e-edge LDP if for any two neighbor lists a;, a;' € {0,1}" that differ in
one bit and any S C Range(R;),

PT[RZ(QZ) S S] < PT‘[RZ'(CLZ'/) S 5]66

Under e-edge LDP each bit in a participant’s adjacency vector is protected
individually according to the privacy budget e. Informally, this definition ensures
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that an adversary observing a perturbed report cannot confidently infer the
presence or absence of any individual edge.

Alternative privacy notions have also been proposed. In particular, decen-
tralized DP (DDP) [15] considers a different privacy assumption regarding edge
ownership. Under e-edge LDP, the edge reported by user v; connecting to v; and
the edge reported by v; connecting to v; are treated as distinct secrets, with each
participant protecting only their own local observation. In contrast, DDP treats
these two views as representing the same secret [10], therefore corresponding to a
stronger privacy notion (an algorithm satisfying DDP also satisfies e-edge LDP).

Among the algorithms evaluated in this work, only [15] adopts DDP, while
the remaining methods assume edge LDP. However, the stronger privacy guar-
antees of DDP come with additional assumptions regarding users’ knowledge of
neighboring relationships, which we revisit in Section 4.6.

2.3 Randomized Mechanisms

Randomized Response [17]

Randomized Response (RR), originally introduced by Warner [17], perturbs bi-
nary responses to provide plausible deniability for participants. In graph ana-
lytics, RR is widely used to privatize adjacency bit vectors representing users’
neighbor lists. Intuitively, RR allows a participant to probabilistically report
either the true value of an edge or its complement. This uncertainty protects
individual edge existence while enabling unbiased estimation after aggregation.
Following [19], let B = {b1,...,b,} denote an adjacency bit vector and e the
privacy budget. The perturbed vector B = {b1, ..., b,} is generated as follows:

G = {bi w. p.lj_?
1— bz w. pm
As e decreases, randomized reports become increasingly noisy, often causing
sparse graphs to appear substantially denser after perturbation. As shown in
Section 4, this effect can significantly influence runtime and communication cost
for triangle counting algorithms operating over noisy graph representations.
Laplace Mechanism

The Laplace mechanism is commonly used to protect real-valued statistics. In
LDP triangle counting algorithms, it is frequently applied to quantities such as
node degree and incident triangle counts. Given a function f and privacy budget
€, the Laplace mechanism outputs

f+ Lap (S(Ef)>

where S(f) is the global sensitivity of the function f.

The amount of injected noise scales with the sensitivity of the query and
inversely with the privacy budget. Consequently, reducing sensitivity through
clipping or participant selection is a common design strategy in LDP triangle
counting algorithms, motivating several of the methods evaluated in Section 4.

3 The PLUTO System

PLUTO is designed to address a key challenge in the evaluation of locally dif-
ferentially private triangle counting algorithms: the lack of a standardized ex-
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perimental pipeline. Existing works evaluate algorithms using different graph

datasets, privacy budgets, parameter settings, and implementation assumptions,

making direct comparison difficult and often requiring researchers to re-implement
prior methods. Small implementation differences, such as negative-value trun-

cation or privacy budget allocation strategies, can substantially affect empirical

outcomes while remaining under-reported in published work.

To address these limitations, PLUTO provides a unified and extensible bench-
marking framework for evaluating LDP triangle counting algorithms under con-
trolled conditions. PLUTO standardizes dataset pre-processing, parameter spec-
ification, metric computation, and runtime/communication accounting while re-
maining modular enough to support newly proposed algorithms and privacy
mechanisms. Figure 1 presents the overall system architecture.

3.1 System Architecture

PLUTO counsists of four primary components: (1) data processing, (2) algorithm
configuration, (3) parameter specification, and (4) metric evaluation. This sepa-
ration allows experimental factors to be varied independently, enabling controlled
comparisons across algorithms while reducing confounding implementation dif-
ferences. Figure 1 illustrates the framework architecture.

PLUTO SYSTEM
config.txt |:
£=10

main.cpp

Parameter
Specification

®

] w
- Metrics

out.csv a" 11111111

-
Algorithm @

Configuration

Process Inpu
readgplus.py
genrandgraphy.py
readimdb.py

Fig. 1: PLUTO architecture
3.2 Data Processing

Within the data processing component, users may leverage (i) built-in pre-
processing support for widely used graph datasets from the Stanford Large Net-
work Dataset Collection (SNAP) [12] (including commonly-used datasets such
as Facebook and GPlus [13]), (ii) synthetic graph generation using both Erdos-
Rényi [4] and Barabasi-Albert [2] models, or (iii) custom graph datasets. This
flexibility enables evaluation across both real-world and synthetic graph set-
tings. Unlike works on graph algorithms under Centralized DP models, there
is a scarcity of literature in LDP evaluating algorithms on synthetic graphs.
Synthetic graph generation enables controlled analysis of how graph topology
impacts algorithm behavior under LDP. In particular, varying graph size and
edge density allows systematic analysis of utility, runtime, and communication
trade-offs under changing structural conditions.
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Finally, PLUTO supports custom graph datasets, allowing researchers to
evaluate algorithms on domain-specific networks beyond the provided bench-
marks. Together, these capabilities enable benchmarking under both realistic
and controlled settings while facilitating reproducible experimentation across
diverse graph structures.

3.3 Algorithm Configuration

To support newly proposed algorithms, PLUTO adopts a modular design. Each
algorithm is implemented as a self-contained module consisting of a driver and
any associated subroutines or variants. Modules expose a standardized execution
interface for parameter ingestion, metric reporting, and experimental evaluation,
ensuring consistent benchmarking across methods.

This modular architecture minimizes implementation overhead when extend-
ing the framework. Integrating a new algorithm requires only the addition of a
corresponding module and minimal updates to the framework configuration,
enabling PLUTO to evolve alongside the rapidly growing literature on locally
differentially private graph analytics.

3.4 Parameter Specification

Many locally differentially private triangle counting algorithms additionally re-
quire tuning of algorithm-specific parameters. For example, the methods in |10,
11] use an edge clipping constant to limit node degrees before perturbation.
Edge clipping removes neighbors from high-degree nodes so that node degree
remains below a specified threshold, thereby reducing communication and com-
putation costs while affecting utility. PLUTO supports systematic tuning of such
algorithm-specific parameters alongside more general settings, including the pri-
vacy budget €, through a centralized and customizable configuration interface.
To further support the full breadth of desired experimental analysis, our
parameter specification component is not solely limited to numeric parameters
but also allows for users to specify the local differential privacy mechanism.
While randomized response [17] remains the dominant approach for achieving
local differential privacy in triangle counting, there has been consistent work
in the development of alternative local differential privacy mechanisms in recent
years [16, 5, 6]. PLUTO currently provides support for both randomized response
[17] and optimized unary encoding [16], enabling comparative analysis of how
mechanism choice affects triangle counting performance. This modularity further
supports extension to newly proposed mechanisms as the literature evolves.

3.5 Metric Evaluation

PLUTO evaluates algorithms along three dimensions: accuracy, runtime, and
communication overhead. Together, these metrics characterize utility and com-
putational and practical deployment costs of LDP triangle counting methods.

Accuracy

Accuracy is evaluated using both Relative Error and L2-loss of estimated trian-
gle counts. These metrics capture complementary aspects of utility by measuring
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normalized and absolute deviation from the true graph statistic. Prior to algo-
rithm execution, the true number of triangles A(G) is computed for the input
graph. Let A(G) denote the estimated triangle count returned by an algorithm.
We then compute the Relative Error, given by |A(G) — A(G)|/|A(G)| while

L2-loss is computed as (A (G) — A (G))Q.

Runtime

Runtime is measured to evaluate computational efficiency and scalability of each
method. Since local differential privacy often introduces additional perturbation
and aggregation costs, runtime can vary substantially across protocols depending
on graph size, privacy budget, and communication structure. PLUTO records
end-to-end execution time for each algorithm, enabling systematic comparison
of computational requirements under varying experimental settings.

Communication Overhead

Communication efficiency is a critical consideration in locally differentially pri-
vate protocols, where participants and the data collector frequently exchange
perturbed graph information across multiple rounds. In triangle counting, each
participant directly observes only two of the three edges involved in a triangle,
often requiring additional graph information to estimate missing relationships.
Communication of this additional graph information is therefore critical to un-
derstanding the usability of a given algorithm. To evaluate practical deployment
costs, PLUTO records the total amount of data transferred between partici-
pants and the data collector, aggregating both upload and download costs across
protocol rounds. Communication overhead is measured in bytes using the data
types required by each protocol, including integer-valued graph statistics and
real-valued perturbed quantities.

4 Experimental Results and Insights

We evaluate the utility, runtime, and communication overhead of representative
locally differentially private triangle counting algorithms using PLUTO. Our goal
is not only to compare performance across methods, but also to understand how
graph structure, privacy budget, and communication design affect algorithmic
behavior under local differential privacy.

4.1 Algorithms
Local2Rounds

Local2Rounds [10] is a two-round protocol that incorporates edge clipping to re-
duce sensitivity. In the first round, participants perturb and report their neighbor
lists using randomized response, allowing the server to construct a noisy graph
G'. Since each participant directly observes only two of the three edges in a
triangle, users leverage G’ to infer the missing edge and estimate the number of
incident triangles in the second round. To reduce the sensitivity of the Laplacian
noise added to triangle count reports, Local2Rounds randomly removes edges so
that node degree does not exceed the maximum degree in G.
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ARROneNS

ARROneNS [11] extends Local2Rounds with a stronger emphasis on communi-
cation efficiency. Rather than requiring users to download the entire noisy graph
during the second round, ARROneNS employs Asymmetric Randomized Re-
sponse to sample and perturb edges before transmission. Communication costs
are further reduced by selectively downloading only a subset of relevant edges
instead of the full graph. Among the variants proposed in [11], we evaluate AR~
ROneNS because it achieves the lowest estimation error. ARROneNS addition-
ally incorporates a double clipping strategy to reduce global sensitivity, although
in our experiments we did not observe instances where the clipping threshold
was reached.

LF-GDPRMean

LF-GDPRMean [19] is a one-round protocol derived from the LF-GDPR frame-
work for graph metric estimation under local differential privacy. The method
supports customized privacy budget allocation between randomized response
applied to adjacency vectors and Laplacian noise added to node degree pertur-
bation. LF-GDPRMean uses the mean graph degree as a representative statistic
to determine privacy budget allocation. For triangle counting, the collector first
estimates incident triangles using the noisy adjacency matrix and subsequently
calibrates estimates using perturbed node degrees to obtain an unbiased count.
Since the method performs triangle counting over a dense perturbed graph, we
parallelized this step in our implementation. In most cases (when e < 5), despite
this parallelization, we do not observe an effect on the relative runtime ranking
of the LF-GDPRMean algorithm.

TwoPhaseO

TwoPhaseO [15] is a two-round protocol designed to reduce Laplacian noise
through extended local views. In phase one, participants estimate the maximum
number of common neighbors shared with other nodes in their two-hop neighbor-
hood. This information is combined with perturbed node degree in phase two to
reduce the scale of Laplacian noise required for estimation. The protocol assumes
that users have access to extended neighborhood information; for example, in a
social network setting, users observe the friend lists of their friends.

VC

VC [9] is a three-round vertex-centric protocol that collects perturbed adjacency
information and node degrees before estimating incident triangles within local
neighborhoods. Unlike approaches that rely on exhaustive triangle counting over
the noisy graph, VC restricts computation to local neighborhoods in order to
reduce runtime. The protocol additionally proposes a privacy budget allocation
strategy based on Newton’s method to optimize the split between randomized
response and Laplacian perturbation. However, due to inconsistencies in the
published derivation, we were unable to reproduce this optimization step. In our
experiments, evenly splitting the privacy budget empirically yielded lower error.
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4.2 Setup

All experiments were conducted on a 13th Gen Intel Core 19-13900K system with
32 threads and 128GB RAM. The algorithms are implemented with C+-+17. We
store graph edges in a compact adjacency matrix representation, keeping memory
usage low for sparse graphs which are commonly encountered in practical triangle
counting applications.

We evaluate algorithms using both real-world and synthetic graph datasets.
Real-world evaluations are conducted using the Enron email communication net-
work, while synthetic evaluations employ the Erdés-Rényi random graph model
to systematically analyze the effect of graph size and edge density on perfor-
mance. Experiments vary privacy budget €, number of nodes n, and edge exis-
tence probability p to characterize privacy-utility-runtime trade-offs across dif-
ferent graph conditions.

Across all experiments, we report algorithm performance with respect to
three evaluation dimensions: Relative Error, runtime for computational efi-
ciency, and communication overhead for practical deployment cost. PLUTO sup-
ports L2-loss as an additionally efficacy metric; however those results were not
reported below as they closely mirrored the relative error metrics and only served
to reinforce the conclusions drawn from the utility evaluation done using relative
error. The results of each experiment are averaged over 10 runs to account for
the randomness of privacy mechanisms.

All code, including experimental parameter files and random seeds, are pro-
vided in our publicly available repository?.

4.3 Varying Privacy Budgets with Real-World Data

We first evaluate algorithm performance under varying privacy budgets e using
the Enron email communication network, a sparse real-world graph containing
approximately half a million email interactions and n = 36,692 nodes. This ex-
periment investigates how privacy strength influences utility, runtime, and com-
munication overhead in realistic graph settings. All algorithms were evaluated
with e from 1 to 8. For algorithms with lower runtimes, we additionally consider
€ values from 0.1 to 0.75.

Figure 2a presents the relative error across privacy budgets while Figure 2d
presents the standard deviation of these experiments across all 10 runs of each
experiment. VC [9] consistently achieves the lowest error across all values of
€, remaining below 0.1 throughout. TwoPhaseO [15] performs competitively,
although it assumes users permit their neighbors to observe all local connec-
tions. ARROneNS [11] exhibits errors roughly two orders of magnitude larger
than Local2Rounds [10], consistent with prior observations that communication-
efficient edge sampling in Asymmetric Randomized Response introduces addi-
tional information loss. The resulting information loss increases estimation error.
LFGDPRMean [19] produces substantially higher error than competing meth-
ods and only becomes competitive at sufficiently large privacy budgets (e > 5).

2 https://github.com /longg2610/PLUTO
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€ [11] ARROneNS [10] Local2Rounds [15] TwoPhaseO [19] LFGDPRMean [9] vC
0.1 2404.218 * 2270.946 46.944 * 44.253 23.157 + 23.162
0.25 399.119 + 376.923 7.529 = 7.077 3.740 * 3.746
0.5 105.990 * 100.087 1.893 + 1.774 0.968 + 0.967
0.75 49.975 * 47.184 0.848 = 0.792 0.479 + 0.485
1 29.788 * 28.121 0.479 * 0.450 0.395 * 0.407 3680583.000 + 6908.508 0.099 * 0.076
2 9.262 * 8.752 0.127 *+ 0.119 0.150 * 0.149 194049.200 + 36.681 0.031 * 0.026
3 5.021 * 4.742 0.062 + 0.060 0.091 + 0.088 12299.390 = 2.797 0.016 = 0.013
a4 3.385 * 3.192 0.039 * 0.039 0.064 + 0.064 826.257 + 0.423 0.011 * 0.008
5 2.549 * 2.405 0.028 + 0.028 0.050 + 0.050 56.603 + 0.050 0.008 * 0.007
6 2.050 * 1.934 0.022 * 0.021 0.041 * 0.041 4.059 * 0.004 0.006 * 0.005
7 1.721 + 1.625 0.018 * 0.017 0.033 + 0.032 0.342 + 0.002 0.006 * 0.004
8 1.487 + 1.404 0.015 = 0.014 0.029 + 0.028 0.046 + 0.001 0.005 * 0.004

(d) Standard deviation in error vs €

Fig.2: Mean relative error, runtime (in us), and communication overhead (in
bytes) with privacy budget € from 0.1 to 8, n = 36692.

We also note the relative stability of these results as captured in the standard
deviation values reported in Figure 2d.

Figure 2b evaluates computational cost. LFGDPRMean incurs observably
high computation because triangle counting is performed over the entire noisy
graph. Under randomized response, smaller values of e increase edge flipping
probability, causing sparse graphs to become substantially denser after perturba-
tion [10]. Since triangle enumeration must then operate over a denser graph, run-
time increases dramatically. We note that our implementation of LFGDPRMean
was parallelized to enable € experiments, and that without this parallelization
the runtime would continue to exceed VC when € > 5. LFGDPRMean was paral-
lelized because it became prohibitively expensive for larger experimental settings.
While the absolute runtimes are not directly comparable in this case the runtime
conclusions on the cost of LFGDPRMean remain clear as it is definitively the
most expensive algorithm.

In contrast, VC achieves substantially lower runtime despite also using noisy
graph information. Rather than performing triangle counting over the entire
perturbed graph, VC limits computation scope to the local neighborhood of
each node taken from the original sparse graph requiring notably less noisy edge
information compared with LFGDPRMean. TwoPhaseO similarly benefits from
leveraging information from the real graph by counting triangles on the real
graph, as evident from its low runtime. ARROneNS and Local2Rounds have a
time complexity of O(n? 4+ nd2,,,), as their current implementations apply RR
to only edges that are required at the second round [10].

Figure 2c¢ presents communication overhead. LFGDPRMean incurs the high-
est communication cost (approximately 2.5GB) because each participant per-
turbs and transmits roughly half of an adjacency bit vector [19]. VC exhibits
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decreasing communication overhead as € increases, since denser noisy graphs at
smaller € values increase the likelihood of completing triangles and therefore
increase transmissions. ARROneNS and Local2Rounds exhibit similar trends,
although less pronounced. TwoPhaseO achieves the lowest communication over-
head because it avoids transferring adjacency vectors entirely. Since communi-
cation variability depends primarily on participant selection during the second
round, changes across privacy budgets remain comparatively small.

4.4 Varying Number of Nodes in Synthetic Graphs

We next evaluate scalability under varying graph size using both Erdds-Rényi
[4] and Barabasi-Albert [2] models. In these experiments, we fix ¢ = 1, p = 0.01
in the case of the Erdés-Rényi model, and m = 5 in the case of Barabasi-Albert
while varying the number of nodes n. Due to the computational expense of
LFGDPRMean [19], we restricted our evaluation to graphs for the algorithm to
n < 30000. All others were evaluated for n < 50000
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Fig.3: Mean relative error, runtime (in us), and communication overhead (in
bytes) in Erdés-Rényi graphs with n from 0 to 50000, p = 0.01.
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Fig.4: Mean relative error, runtime (in us), and communication overhead (in
bytes) in Barabasi-Albert graphs with n from 0 to 50000, m = 5.

Figures 3a and 4a presents the relative error. Accuracy trends remain largely
consistent with those observed on the Enron graph. VC continues to achieve the
lowest estimation error, remaining below 102, while LFGDPRMean exhibits the
highest error. More broadly, relative algorithm performance remains stable in
the Erdos-Rényi results as graph size increases, suggesting that differences in es-
timation quality persist across larger synthetic settings. Notably, error increases
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in the case of the LFGDPRMean algorithm as n increases in the Barabéasi-Albert
results. Given the Erdos-Rényi approach has a fixed density controlled by the
p parameter while the Barabasi-Albert approach alternatively has a fixed edge
count controlled by the m parameter, a consequence in the Barabési-Albert set-
ting is that graphs get sparser as n grows while Erdos-Rényi maintain consistent
density. This sparsity reacts particularly strongly to the noise from the LDP
mechanism in the LFGDPRMean algorithm causing the rise in error seen in
Figure 4a.

Runtime behavior, however, differs substantially from observations on the
Enron graph in the Erdés-Rényi model (Figure 3b). While LFEGDPRMean [19]
remains the slowest algorithm, VC [9] achieves runtime comparable to ARRO-
neNS [11], Local2Rounds [10], and TwoPhaseO [15], contrasting with Experi-
ment 1 in section 4.3 and in the Barabasi-Albert model in Figure 4b where VC
was one to two orders of magnitude slower than these methods. Notably, VC
runtime remains comparatively stable across graph settings, while ARROneNS,
Local2Rounds, and TwoPhaseO experience substantial runtime growth as graph
size increases. This suggests that VC does not consistently incur higher compu-
tational cost and that graph structure disproportionately affects the runtime of
competing methods.

These results highlight an important observation: algorithm runtime depends
not only on graph size, but also heavily on graph structure. The relative com-
putational efficiency of methods can therefore vary substantially across graph
topologies, even when node counts are similar.

Figures 3¢ and 4c present communication overhead. We first inspect the re-
sults of the Erdos-Rényi graphs. As expected, TwoPhaseO [15] transfers the least
amount of data as the algorithm does not transfer neighbor lists while ARRO-
neNS [11] is more communication-efficient than its predecessor Local2Rounds
[10]. Interestingly, VC exceeds the communication cost of LFGDPRMean when
n > 10,000, reversing the behavior observed on the Enron graph (Figure 2c).

We compare this results to the Barabéasi-Albert model where we see a clear
separation between the two most communication expensive approaches and the
other three. However, there is not as significant a separation between TwoPhaseO
and ARROneNS or Local2Rounds as was seen with the Erdés-Rényi graphs. We
again attribute this to the sparsity that is induced in the Barabasi-Albert graphs
as n increases with a fixed m. This presents another case wherein graph topology
plays a clear role in algorithm deployment considerations.

4.5 Varying Edge Parameters in Synthetic Graphs

Our final experiments investigate the effect of edge parameters in synthetic
graphs by varying edge existence probability p in the Erdos-Rényi model and the
edge count m in the Barabasi-Albert model while fixing n = 10,000 and ¢ = 1.

Figures 5a and 6a presents the relative error. The accuracy trends with increas-
ing p are consistent with those for increasing n in the Erdés-Rényi model. As p
increases, estimation error decreases across methods, consistent with the broader
observation that differential privacy methods benefit from larger effective data
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Fig.6: Mean relative error, runtime (in us), and communication overhead (in
bytes) in Barabasi-Albert graphs with m from 2 to 256, n = 10000.

size. VC continues to achieve the strongest accuracy, while LFGDPRMean re-
mains the least accurate approach.

In the Barabéasi-Albert model, we see results similar to those in the Erdos-
Rényi model. Notably, we do not see the increase in error observed in the exper-
iments with increasing n using the LFGDPRMean algorithm as the increasing
m while using a fixed n leads to a steady increase in graph density.

Figures 5b and 6b evaluate runtime sensitivity to graph density. LFGDPRMean
[19] continues to exhibit the highest runtime (> 108us); however, we do observe
a slight decrease in execution time as p increases. As the underlying graph be-
comes denser, randomized response under a fixed privacy budget (e = 1) pro-
duces comparatively sparser noisy graphs, reducing triangle counting cost. This
mirrors the effect observed in Figure 2b when increasing e, where higher privacy
budgets similarly reduce graph densification.

The other algorithms evaluated observed different scaling behavior. While
the execution time of ARROneNS [11], Local2Rounds [10], and TwoPhaseO [15]
increases substantially as graph density rises, ranging from approximately 10°us
to 108us, VC [9] remains comparatively stable across values of p (~ 107us),
eventually achieving the lowest runtime out of all algorithms when p > 0.02.
This again demonstrates that graph structure can substantially alter relative
runtime rankings across methods.

Figures 5¢ and 6¢ present communication overhead. Since LFGDPRMean
always transmits approximately half of an adjacency bit vector and TwoPhaseO
does not transfer adjacency vectors, communication cost for these methods
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depends primarily on the number of nodes rather than graph density. Conse-
quently, communication remains relatively stable across values of p. Although
LFGDPRMean exhibits the highest communication cost across privacy budgets
in Experiment 1 (Figure 2c), it becomes less expensive than VC when p > 0.01
and Local2Rounds when p > 0.02. In the Barabési-Albert model, we again see
results similar to those in the FErdds-Rényi model rather than the differences
observed in the experiments with increasing n. These findings again emphasize
that graph topology strongly influences algorithm performance and practical
deployment cost.

4.6 Insights

Using PLUTO, we derive several practical insights regarding locally differentially
private triangle counting algorithms.

Insight 1: Graph topology substantially influences algorithm behavior.
Across all experiments, algorithm rankings are not invariant to graph struc-
ture. Methods that perform favorably on sparse real-world networks may exhibit
different runtime and communication characteristics on synthetic Erdos-Rényi
and Barabasi-Albert graphs, even under comparable graph sizes. These findings
suggest that evaluation on a single dataset or graph family is insufficient for
understanding practical performance.

Insight 2: Communication-efficient methods incur predictable utility
trade-offs.

ARROneNS [11] and Local2Rounds [10] provide competitive trade-offs between
accuracy and communication overhead, while ARROneNS [11] additionally en-
ables tunable communication reduction. Across all three experiments, reducing
communication overhead leads to increased error. However, the runtime differ-
ence between these two protocols remains mostly unchanged, indicating that the
accuracy-communication tradeoff can be tuned independently of computational
cost.

Insight 3: TwoPhaseO is effective under permissive privacy assump-
tions.

TwoPhaseO [15] is effective when exposing neighbor lists is acceptable and com-
munication budgets are limited. TwoPhaseO [15] relies on a heuristic to deter-
mine the number of participants in the second round, which shows little variation
as € changes. Its transmission cost thus only scales with the total number of nodes
in the graph (Figure 3c).

Insight 4: LFGDPRMean performs best under weaker privacy require-
ments.

LFGDPRMean [19] exhibits low accuracy and high runtime except at large e,
while incurring substantial communication overhead (Figure 2). This overhead
however is only dependent on the number of nodes (Figure 3c). LFGDPRMean
[19] counts triangles over the whole noisy graph, and thus is more effective when
a larger privacy budget is available, as the noisy graph does not become overly
dense at higher values of e.
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Insight 5: VC consistently achieves the strongest accuracy.

VC [9] achieves the highest accuracy among evaluated methods, although at
relatively high communication cost. This overhead decreases as € increases (Fig-
ure 2¢). We counted VC [9]’s cost incurred when users report their noisy degrees
used for Laplacian noise sensitivity in the final round. The extra round to re-
port noisy degrees in VC [9] most likely explains the higher transmission cost
compared to ARROneNS [11] and Local2Rounds [10], which take the maximum
degree in the graph as the global sensitivity, under the assumption that this
statistic is public [11].

5 Related Work

Benchmarking frameworks for differentially private graph analytics have pri-
marily focused on centralized privacy settings. DPGraph [18] evaluates selected
subgraph counting and degree-sequence queries under edge-DP and node-DP,
both of which assume a trusted data curator with access to the raw graph.
The framework provides a web-based benchmarking platform with built-in al-
gorithms, real-world graph datasets, and visual analysis tools for comparing
privacy-utility trade-offs across privacy budgets and graph sizes. While DPGraph
supports principled evaluation of centrally private graph analytics, it does not
address the unique challenges introduced by local differential privacy, includ-
ing distributed data ownership, multi-round communication, and perturbation
applied independently by participants.

PGB [14] introduces the Private Graph Benchmark, a framework for eval-
uating differentially private synthetic graph generation methods. The system
categorizes prior work according to privacy mechanisms, graph datasets, pri-
vacy models, and utility metrics, and evaluates representative approaches using
both utility and computational analyses. Although PGB demonstrates the value
of systematic benchmarking in privacy-preserving graph analysis, its focus is
fundamentally different from ours: rather than graph analytic algorithms under
standardized experimental conditions, PGB focuses on benchmarking synthetic
graph generation quality.

Beyond graph analytics, several benchmarking frameworks have been pro-
posed for tabular differentially private data analysis. DPBench [7] evaluates al-
gorithms for answering one- and two-dimensional range queries, while DPComp
[8] provides a publicly accessible platform for principled evaluation of private
data analysis and facilitates dissemination of implementations, datasets, and ex-
perimental results. Collectively, these systems highlight the importance of repro-
ducible benchmarking infrastructure for understanding privacy-utility trade-offs
and enabling fair comparison across competing methods.

Despite these advances, existing benchmarking systems primarily focus on
centralized graph analytics, synthetic graph generation, or tabular data analy-
sis. Although prior LDP graph works commonly compare against existing base-
lines, to the best of our knowledge no unified benchmarking framework exists for
reproducible and standardized evaluation of locally differentially private graph
analytic algorithms, particularly triangle counting methods. PLUTO addresses
this gap by providing a configurable and extensible framework for controlled
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comparison across datasets, privacy budgets, graph structures, runtime, and
communication overhead.

6 Conclusion

In this paper, we introduced PLUTO, a unified benchmarking framework for
evaluating triangle counting algorithms under LDP. PLUTO addresses the lack
of a standardized and reproducible evaluation infrastructure for LDP graph an-
alytics by providing configurable support for datasets, privacy mechanisms, al-
gorithm parameters, runtime measurement, and communication accounting.

Using PLUTO, we conducted a systematic evaluation of five state-of-the-
art LDP triangle counting methods across varying privacy budgets, graph sizes,
and graph topologies. Our results demonstrate that algorithm performance de-
pends heavily on graph structure and experimental configuration, with substan-
tial trade-offs emerging among utility, runtime, and communication overhead. In
particular, our experiments reveal that relative algorithm rankings may change
significantly across graph families, highlighting the importance of evaluation un-
der diverse and controlled settings. The PLUTO system further supports future
work studying real-world datasets such as GPlus and IMDB which are already
supported directly within the PLUTO framework.

We additionally derived practical insights regarding the deployment char-
acteristics of existing methods, including the effects of graph densification un-
der randomized response, communication-efficient protocol design, and the im-
pact of topology on computational scalability. As LDP graph analytics con-
tinue to evolve, we hope that PLUTO can serve as a reproducible experimen-
tal foundation for future research on graph statistics, privacy mechanisms, and
communication-efficient LDP protocols. Future work includes extending PLUTO
to additional graph analytics tasks beyond triangle counting and incorporating
newly proposed locally private graph algorithms as they emerge.
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Abstract. Community detection is important in various application do-
mains, as it helps uncover underlying patterns and structures in large
graphs. Recent studies have applied differential privacy (DP) to protect
sensitive information about communities, but existing techniques either
rely on a trusted central party or introduce excessive noise. We propose
Shuffle-based Differentially Private Community Detection (SDPCD), a
framework that uses privacy amplification via shuffling to achieve a fa-
vorable privacy-utility trade-off for community detection in undirected
graphs. SDPCD uses a two-stage protocol: a first perturbation stage
identifies community groups in a noisy graph, and a second independent
perturbation stage produces the reports, which are shuffled and released.
This separation enables a rigorous application of privacy amplification
by shuffling. We prove two complementary guarantees: an unconditional
pure (€51 + €52, 0)-Edge DP baseline and a refined (€51 + €amp, §)-Edge DP
bound obtained by proving a conditional Stage-2 DP guarantee for each
fixed Stage-1 partition and then composing adaptively with Stage-1.
Both guarantees are stated against the untrusted downstream analyst.
Experiments on four real-world datasets show that SDPCD outperforms
state-of-the-art differentially private community detection methods.

Keywords: Differential privacy - Community detection - Privacy am-
plification - Shuffle model - Graph analytics

1 Introduction

Graph analytics capture complex relationships among entities across domains
such as social networks, transportation, genetics, and cybersecurity [14]. Com-
munity detection (i.e., identifying dense subgraphs within large networks) is cen-
tral to these analyses, with applications ranging from protein function prediction
to social group discovery [4].

* These authors contributed equally to this work.
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Graph data often contain sensitive information such as political affiliations,
medical conditions, or social connections that can be exposed during analysis.
Differential privacy (DP) [10] has become a standard approach for protecting
such data, with applications to graph statistics and privacy-preserving graph
publication [21].

The privacy-utility gap. A fundamental challenge is to balance privacy and util-
ity in community detection. Central Differential Privacy (CDP) requires a fully
trusted curator who collects raw data and adds noise centrally; any compro-
mise of this curator exposes all user data [19]. Local Differential Privacy (LDP)
eliminates this single point of trust by having each user add noise locally before
sharing, but this demands excessive noise because the error bound on aggregate
statistics scales with the square root of the number of users [3]|. In practice,
LDP-based community detection algorithms introduce so many fictitious edges
that the recovered communities bear little resemblance to the true structure at
moderate privacy budgets.

Privacy amplification via shuffling. The shuffle model [5] interpolates between
CDP and LDP: users apply local randomizers, then a trusted shuffler randomly
permutes the reports before they reach the analyst. The anonymization induced
by shuffling means that each report’s LDP guarantee is amplified, a global (e, 0)-
CDP guarantee can be achieved with ¢ < €5, where ¢, is the local budget [13,
2, 8, 12, 28]. This technique has been extensively studied in tabular settings but
has not yet been applied to graph community detection, where the structure of
connections must be preserved.

Our approach. We propose Shuffle-based Differentially Private Community De-
tection (SDPCD), a two-stage protocol. In Stage-1, each user perturbs their
adjacency list with es1-Edge LDP noise; the honest-but-curious aggregator uses
the resulting noisy graph to identify communities and define the shuffle parti-
tion. Since the partition is derived only from Stage-1 output, it is fully deter-
mined before Stage-2 begins. In Stage-2, each user independently applies fresh
eso-Edge LDP noise to their adjacency bits; the aggregator routes these fresh re-
ports into the per-group shuffle lists, and each shuffler independently permutes
one list. The minimum group size k ensures that every shuffle list is sufficiently
large for amplification. Because Stage-2 reports are fresh, independent of Stage-1
randomness, the shuffle amplification theorem can then be applied to Stage-2 af-
ter fixing the Stage-1 partition and using the reduction developed in Section 5.3,
and adaptive composition then accounts for Stage-1.

Contributions.

1) We propose SDPCD, the first framework combining community-aware group-
ing with shuffling for differentially private community detection, using a two-
stage protocol that enables rigorous privacy amplification.

2) We prove two complementary privacy guarantees against the untrusted an-
alyst:
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o a pure (€51 + €52,0)-Edge DP baseline (Theorem 2) that holds uncondi-
tionally for all k;

o a refined (€51 + €amp, 0)-Edge DP guarantee (Theorem 3) obtained by
proving that, for every fixed Stage-1 partition, the Stage-2 mechanism
satisfies the amplified guarantee via a reduction to the single-message
shuffle model, and then composing adaptively with Stage-1.

2 Related Work

2.1 Differential Privacy in Community Detection

CDP-based methods. Early approaches perturb graph representations at a trusted
curator. Chen et al. [7] perturb dense adjacency subregions, while Xiao et al. [30]
perturb edge probabilities in a Hierarchical Random Graph; both incur O(n?)
cost. Nguyen et al. [24] later proposed the linear-cost Top-m Filter and the
community-detection methods LouvainDP and ModDivisive [25].

LDP-based methods. LDPGen [26] generates synthetic graphs by grouping users
according to perturbed degrees, while CGGen [18] additionally models intra- and
inter-group correlations. CPRR [16] incorporates community-aware randomized
response sampling but is restricted to sparse graphs. LF-GDPR [31] estimates
modularity from perturbed adjacency and degree information, while LDPCD [32]
combines local perturbation with extremal optimization [9].

Positioning of SDPCD. SDPCD operates in the shuffle model between CDP and
LDP. Unlike CDP methods, it does not require a fully trusted data collector;
unlike LDP methods, it injects substantially less noise by exploiting shuffling
amplification. Unlike CPRR, it is not restricted to sparse graphs, and unlike
LDPGen, it preserves community structure because grouping is based on graph
topology rather than degree alone.

2.2 Privacy Amplification by Shuffling

Shuffling was introduced by Prochlo [5] to decouple individual reports from their
source, providing anonymization. Erlingsson et al. [12] formalized the privacy
amplification guarantee; Balle et al. [2] and Cheu et al. [8] strengthened the
analysis; Feldman et al. [13] obtained the tightest known bounds for the single-
message shuffle model.

For graph-structured data, Imola et al. [15] applied wedge shuffling to count
triangles and 4-cycles, exploiting the local structure of wedges; however, this
technique is specific to subgraph counting and does not extend to community
detection. Abouei and Canonne [1] proposed group shuffling for tabular data,
randomly partitioning users into groups before shuffling; applied to graphs, this
loses connectivity information. SDPCD differs in that it groups users according
to their estimated community membership, thereby preserving the edge structure
needed for accurate community detection, and in that it separates the grouping
stage from the shuffled release, enabling rigorous amplification.
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Table 1. Basic notation.

G=(V,E) Undirected graph A Adjacency matrix

B, Local neighbouring list of v n = |V| Number of nodes

C ={C,...,C,} Communities q Modularity

€s1 Stage-1 privacy budget €52 Stage-2 local budget

€amp Amplified Stage-2 budget § Failure probability

k Minimum group size m Minimum shuffle list size
MRaBv RABYV mechanism A Shuffled adjacency matrix

3 Preliminaries

This section introduces the graph, differential privacy, and privacy amplification
by shuffling concepts used throughout the paper. Table 1 summarizes the main
notation.

3.1 Graph and Community Detection

An undirected graph G=(V, F) has adjacency matrix A where A,,=1iff (u,v)eE
and A,,=A,,. The local neighboring list B,, is row v of A; since G is undirected,
each undirected edge (u,v) corresponds to the symmetric pair (Ayq, Aypy). We
focus on the global community-detection task: partition V into r non-overlapping

communities C = {C1,...,C,} such that intra-community edges are dense and
inter-community edges are sparse. Quality is measured by modularity [23]:
r 2
Lo, de,
= L — : , e-1,1], 1
=35 (M)] ge 1,1 M)

where /¢, is the intra-community edge count and d¢, is the sum of node degrees
in C;; higher ¢ indicates a better partition.

3.2 Differential Privacy

Definition 1 ((¢,9)-DP [10]). A randomized algorithm M is (e, 0)-differentially
private if for all neighboring databases D, D’ differing in one record, and all mea-
surable sets S: Pr[M(D)eS] < e* PriM(D")eS] + §. When § = 0 we say M is
purely e-DP.

Definition 2 (e-LDP [19]). A local algorithm R is e-locally differentially pri-
vate if for all input pairs x,x’" and all measurable S: Pr[R(z)€S] < e Pr[R(z')€S].

Definition 3 (Edge CDP / Edge LDP [21, 26]). A randomized algorithm
M is (e,0)-Edge CDP if for all neighboring undirected graphs G, G’ differing in
exactly one edge, and all measurable sets S: PriM(G)eS] < e PrIM(G")eS] +
0. A local randomized algorithm R is e-Edge LDP if for all neighboring local
lists By, Bl differing in exactly one adjacency bit, and all measurable sets S:
Pr[R(B,)€S] < e Pr[R(B.)€S].
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Definition 4 (Warner’s Randomized Response (RR) [29]). For a binary
input b € {0,1}, randomized response R, outputs b with probability Pr[R.(b)=b] =
ﬁ and 1—b with probability Pr[R.(b)=1-b] = ﬁ

We also rely on three standard DP composition properties.

Lemma 1 (Parallel Composition [22]). Let M be ¢-DP and D = D U---U
D,,, (disjoint). Releasing {M(D;)}™, simultaneously satisfies e-DP.

Lemma 2 (Post-Processing [11]). If M is (¢,0)-DP, then HoM is (e,6)-DP
for any (possibly randomized) function H independent of the raw data.

Lemma 3 (Adaptive Composition [10]). Let M; be (e1,61)-DP. Let
Mos(-;y) be (e2,02)-DP for every fized value y. Then the mechanism D —
(M1(D), MQ(D,Ml(D))) 18 (61+62,51+§2)-DP.

3.3 Privacy Amplification by Shuffling

The shuffle model places a trusted shuffler between users and the analyst. Users
apply local randomizers; the shuffler uniformly permutes the resulting reports
before forwarding them. The permutation breaks the link between a report and
its originating user, providing anonymization that amplifies each user’s local
privacy guarantee into a stronger central guarantee.

Theorem 1 (Privacy Amplification by Shuffling [13]). Let R be an e,-
LDP randomizer and let My be the mechanism that applies R to each of n
inputs and outputs them in uniformly random order. For any ¢ € (0,1), if €5

satisfies
n
. < 1og(1610g(2 ; 5)) , @)

then M satisfies (e,0)-DP where

efs —1 [ 8y/eslog(4/5) = 8es
=1 1 — .
€ og< +665+1< NG + - (3)

Intuitively, € in (3) decreases as n grows, so larger shuffle lists yield stronger
amplification. This is the key property we exploit in SDPCD.

4 SDPCD Framework

SDPCD (Figure 1) involves four entities: users (graph nodes) who hold sensitive
neighboring lists; an honest-but-curious aggregator who orchestrates the proto-
col and executes it faithfully but may inspect its intermediate inputs (e.g., a
head office among the users); shufflers who are also honest-but-curious; and an
untrusted analyst who receives only the shuffled adjacency matrix A.
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Original Graph G = (V, E) Perturbed Graph G = (V, E) Groups from Pertrurbed Graph € Shuffled Graph G = (V, E)
a\a Perturb % Shuffle
|::> |::> o |::>
© s o

Fig. 1. SDPCD overview. Stage-1: Grouping: each user applies €51-Edge LDP noise
to their adjacency list; the aggregator forms A, runs community detection, and re-
fines groups to enforce minimum size k. Stage-2: Shuffle: each user independently
applies fresh es2-Edge LDP noise; the aggregator routes these fresh perturbed bits into
per-group shuffle lists; each shuffler independently permutes one list; the aggregator
reconstructs A for the (untrusted) analyst.

The privacy guarantee is stated against the analyst: the analyst learns only
A and any post-processing thereof. The aggregator observes both the Stage-1
noisy matrix A1) and the pre-shuffle Stage-2 perturbed bits needed for routing;
we do not claim the amplified guarantee against the aggregator.

The protocol proceeds in two stages. Stage-1 (Grouping): each user per-
turbs their adjacency list with e51-Edge LDP noise and sends it to the aggrega-
tor, who combines the perturbed bits into A, identifies communities via Algo-
rithm 1, and fixes the shuffle partition C. Stage-2 (Shuffle): independently of
Stage-1, each user perturbs their adjacency list again with fresh eso-Edge LDP
noise and sends the new perturbed bits to the aggregator, who routes them
into per-group shuffle lists according to C; each shuffler permutes one list; the
aggregator reassembles A.

The two stages use independent randomness. Crucially, the partition C is
fixed before Stage-2 begins and depends only on Stage-1 randomness, not on
the Stage-2 reports. Conditioned on any fixed Stage-1 outcome, the Stage-2
mechanism is therefore a shuffled local-randomization mechanism with a fixed,
pre-determined partition. After the reduction from undirected edges to Stage-2
reports described in Section 5.3, this matches the setting of Theorem 1, and
adaptive composition (Lemma 3) then combines the two stages.

4.1 Step 1: Perturbation via RABV

Both stages use the same local perturbation mechanism, Randomized Adjacency
Bit Vector (RABV) [31], applied with independent randomness. Each application
of RABV by user v perturbs exactly ¢ consecutive bits starting from position
v+1 mod n, where

t_{[n/QJ if v < |n/2],
[(n—1)/2| otherwise.

This partition ensures that each pair of symmetric bits (A, Ayy) is contributed
by exactly one user, and the aggregator fills in the symmetric counterpart. Fig-
ure 2 illustrates the pattern.
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User 1
User 2
User 3
User 4
User 5
User 6
User 7

ol|lo|o|o|o|~|o|Userl
S| (e|—=|—|=|=|User2
S| |—=|—=|=|=|=|User3
S|e|e|e|= = | |User4
S|=|2|2|= |2 | |User5
—|e[=|=2|[=|=|= |User6
o|l—=|leo|o|o|e|e|User7

Fig. 2. RABV perturbation pattern for n=>5 users. Grey blocks indicate which bits each
user perturbs and uploads. Each pair of symmetric matrix entries is covered exactly
once, ensuring es-Edge LDP without double-counting.

Algorithm 1: Grouping Strategy

Input: Noisy adjacency matrix A(l); minimum group size k
Output: Communities C

1 Cimp < LoUvAIN(AD); // initialize via modularity optimization
2 while true do

3 Compute feature matrix F': row ¢ = mean of neighbour lists in Cipyp 4;

4 Compute cosine similarity matrix S from F7;

5 | (,57) « argmaxic{ S[I] £ [Crmpil < k o [Comps] < ks

6 if no such pair exists then break;

7 Merge Cimp,i+ and Cinp,j;

8 return Cimp;

Lemma 4. RABYV with budget €5 satisfies e;-Edge LDP.

Proof. Each undirected edge is perturbed by exactly one user using e,-LDP
Warner ’s RR. By Lemma 1 (parallel composition over disjoint bit sets), the
perturbed bits jointly satisfy e;-Edge LDP. Combining them into a noisy matrix
is post-processing (Lemma 2).

4.2 Step 2: Group Identification

Algorithm 1 is applied only to the Stage-1 noisy matrix A and consists of two
sub-stages. Initialization: Louvain [6] is applied to AW to obtain an initial
partition that maximizes modularity. Refinement: communities smaller than &
are iteratively merged with their most similar neighbor (by cosine similarity of
mean neighbor-list vectors) until all groups satisfy |C;| > k. This similarity-based
merging strategy is analogous to centroid linkage in hierarchical clustering [17].
The resulting partition C is fized before Stage-2, so it is independent of the Stage-
2 reports.

Complexity. Louvain costs O(|E|logn); refinement costs O(n?). Space:

O(n?).
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8 Xu et al.

Algorithm 2: Shuffling Step

Input: Stage-2 noisy matrix A®; communities C (from Stage-1)

Output: Shuffled adjacency matrix A
1 for each C; € C // intra-group lists do
2 L Sing < {Aq(ﬁ,) tu < v, u,v € C;}; shuffle Sin; uniformly at random;

3 for each pair (i,j) with i < j // inter-group lists do
4 L Sout; {Afv) cu € Cy, v €Cj}; shuffle Sout;; uniformly at random;

5 Reconstruct A by mapping each shuffled list back to its positions;

6 return A;

Perturbed Graph after Grouping and Groups Shuffle Lists Shuffled Lists Shuffled Adjacency Matrix and Shuffled Graph
12 ATy Ate Ast Az Aas Azs Ase A3s Ags A Ats A Asi Az Az Azs Asg Ass Ags
9@@\“.2,3,45, Tolololi[1 ]t [1]1]0] OLaloli[ofifofop [ lfifififo]o /@@@
7 a 1o o fa]o]o ™t
a/@a@ Shuffle  Aq 1o o fifol 1o i G}:@
(%ﬂ i[r]1]ofolo]o {
o CENTIETR G s, | BOPITHIR €
c .
""1‘"{0‘0‘(\‘(\‘(\‘0‘0‘(J‘l‘0‘: [oJoToToToToToToTo [ rotoToTo i TiTo @
\

Inter-group

Fig. 3. Illustration of the shuffling step applied to Stage-2 noisy bits. Intra-group lists
(red solid boxes) contain edges within each community; inter-group lists (blue dashed
boxes) contain edges between communities. Each list is independently shuffled, preserv-
ing aggregate density while breaking the link between individual edge bits and their
positions.

4.3 Step 3: Shuffling

Algorithm 2 and Figure 3 illustrate the shuffling step, which operates on the
Stage-2 noisy matrix A®). The communities from Algorithm 1 partition adja-
cency bits into shuffle lists:

— Intra-group lists Sin;: bits for edges within C;, of size (lgil) > (g) = @
— Inter-group lists Sout;;: bits for edges between C; and Cj, of size |C;|-|C;| >

k(k—1
k2 > BEL)

The minimum shuffle list size is therefore m = @ Each list is shuffled inde-

pendently by one shuffler. Since the lists partition the adjacency bits and each

list contains Stage-2 LDP reports, parallel composition applies. After shuffling,

the aggregator reconstructs A deterministically (post-processing).
Complexity. O(n?) time and space.

5 Privacy Analysis

We prove two complementary privacy guarantees for SDPCD, both at the edge
level and both against the untrusted analyst who observes only A.
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5.1 Threat Model

Each node v locally applies RABV twice using independent randomness and
sends both outputs to the honest-but-curious aggregator, which follows the pro-
tocol faithfully but may inspect its intermediate state. The shufflers are also
honest-but-curious and handle only Stage-2 reports, while the untrusted analyst
observes only A and any downstream function thereof.

Aggregator view. In Stage-1, the aggregator observes AM and the derived
partition C. In Stage-2, it also observes the pre-shuffle perturbed reports required
for routing. Hence, the aggregator does not benefit from shuffle amplification,
which is claimed only against the downstream analyst.

Privacy unit. A single undirected edge (u,v).

5.2 Baseline Edge DP Guarantee

Theorem 2 (Baseline privacy of SDPCD). SDPCD satisfies pure (€51 +
€s2,0)-Edge DP against the analyst, regardless of the group size k.

Proof. Let My : G — A denote the Stage-1 RABV mechanism and Mo (G, C):
G — A denote the Stage-2 mechanism (fresh RABV followed by the deterministic
routing-and-shuffling pipeline with fixed C). By Lemma 4, M; is e51-Edge DP.
For any fixed partition C, Stage-2 applies fresh RABV at budget €52 to the raw
graph; by Lemma 4 and post-processing (Lemma 2), My (+;C) is eso-Edge DP
for every fixed C. Applying Lemma 3 (adaptive composition with §; = d = 0)
to the joint transcript (A1), A) gives (€5 + €s2,0)-Edge DP; since the analyst
observes only A, the same bound holds by post-processing (Lemma 2).

5.3 Refined Amplified Guarantee via Shuffling

Because Stage-2 reports are generated by a fresh application of RABV, indepen-
dent of Stage-1 randomness, for every fixed Stage-1 outcome, the Stage-2 mech-
anism is a shuffled local-randomization mechanism with a fixed, pre-determined
partition. This matches the setting of Theorem 1 after the reduction from undi-
rected edges to Stage-2 reports.

Lemma 5 (Stage-2 amplification). Suppose the minimum group size satisfies

k > 2 and eso satisfies
k(k—1)
2 <1 —_— 4
) @

for some § € (0,1). Then, for any fized partition C with |C;| > k for all i, the
Stage-2 mechanism Ma(-; C) satisfies (€amp,0)-Edge DP, where

e€s2 — 1 (8\/26652 log(4/9) n 16e¢+2 )) (5)

amp = | 1
€amp 0g< +6552+1 k(k*].) k(k_l)
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Proof. Reduction to the single-message shuffle model. Under RABV, each
undirected edge (u,v) is perturbed by exactly one user (the one whose RABV
responsibility covers that pair), producing exactly one Stage-2 randomized report
A2 ¢ {0,1} drawn from an ez;-LDP randomizer. The partition C, fixed by
Stage-1 before Stage-2 begins, assigns each undirected edge to exactly one shuffle
list in a deterministic, bijective manner that depends only on C and not on the
Stage-2 reports themselves. Specifically, edge (u,v) maps to the intra-group list
Sin; if u,v € Cj, and to the inter-group list Sout;; if v € Cj,v € C;. Since
each edge contributes exactly one report to exactly one list, and the lists are
disjoint, we can therefore decompose the Stage-2 mechanism into shuffled sub-
mechanisms over disjoint sets of edge reports, one per list. The reconstruction of
A from the shuffled lists is deterministic given C, and constitutes post-processing.

Applying the amplification theorem. Conditioned on any fixed Stage-1
outcome (and hence a fixed C), each shuffle list contains fresh es;5-LDP reports
from disjoint edges, and the partition is pre-determined. After the reduction
above, each list matches the hypothesis of Theorem 1: an ez-LDP random-
izer applied to n disjoint edge-reports, with outputs uniformly permuted. Ev-
ery shuffle list has size > m:@ (intra-group: (IC;I) > (’2“), inter-group:
|C;||C;] > k? > m). Applying Theorem 1 to each list with n=m (a conservative
lower bound; larger lists yield smaller €) gives per-list (eamp, 9)-Edge DP with (5)
subject to (4).

Composition across lists. For fixed C, the Stage-2 mechanism factorizes
over the disjoint edge sets induced by the lists. Since neighboring graphs G, G’
differ in exactly one edge, only one list’s distribution changes; all other lists are
identically distributed under G and G’. The joint release therefore inherits the
same (€amp,0)-Edge DP bound by Lemma 1 (parallel composition over disjoint
edge sets). The deterministic reconstruction of A from the shuffled lists is post-
processing (Lemma 2).

Theorem 3 (Refined amplified privacy of SDPCD). Under constraint (4),
SDPCD satisfies (€51 + €amp, 0)-Edge DP against the analyst, where €amp is given

by (5).

Proof. Stage-1 (M) is (es1,0)-Edge DP by Lemma 4 and post-processing. By
Lemma 5, for every fixed Stage-1 outcome (and hence every fixed partition C),
the Stage-2 mechanism Ms(+;C) satisfies (€amp, 0)-Edge DP. Since Stage-1 and
Stage-2 use independent randomness, Lemma 3 (adaptive composition) applies
with €1 = €51, 61 = 0, €2 = €amp, 02 = 0, giving (es1 + €amp, 0)-Edge DP for
the joint output (121(1),121). Since the analyst observes only /1, post-processing
(Lemma 2) gives the same guarantee for G — A alone.

Remark 1 (Baseline and amplified guarantees). Theorems 2 and 3 provide two
privacy bounds for the analyst’s view. SDPCD satisfies both Theorem 2 (pure
(es1 + €52, 0)-Edge DP, no constraint on k) and Theorem 3 (approximate (es1 +
€amp, 0)-Edge DP when constraint (4) holds and eamp < €52). The amplified
guarantee is strictly tighter when emp + €51 < €51 + €52, i.6. When €,mp < €52.
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Remark 2 (Comparison with the single-stage approach). A simpler protocol would
use a single RABV application for both grouping and shuffling. However, in that
case, the partition is derived from the same randomized reports that are subse-
quently shuffled: conditioning on the partition fixes those report values, leaving
only a permutation of an already-realized multiset. Standard shuffle amplifica-
tion theorems require a fresh local-randomization stage after the partition is
fixed; they do not apply to a permutation of pre-realized reports. The two-stage
protocol resolves this by strictly separating the randomness used for grouping
from the randomness used in the shuffled release.

6 Experimental Evaluation

6.1 Setup

Datasets (Table 2): four real-world undirected graphs from the SNAP reposi-
tory [20]. Facebook: ego-networks from Facebook, edges are friendships. Govern-
ment: mutual-like graph of government Facebook pages. AstroPh: co-authorship
network from arXiv Astrophysics papers. Enron: email communication graph
where an edge indicates at least one email exchanged. For evaluation, we ap-
ply a non-private community detection algorithm to each original, unperturbed
graph and use the resulting communities as the non-private communities for
comparison.

Baselines:

— RABYV [31]: LDP perturbation of adjacency matrix followed by direct Lou-
vain community detection and no shuffling.

— LDPGen [26]: degree-based LDP grouping and synthetic graph generation.

— LFGDPR [31]: LDP framework estimating modularity from perturbed adja-
cency and degree vectors.

— LouvainDP [25]: CDP method based on noisy Louvain on a compressed su-
pergraph.

Metrics:

— Relative Error (RE) of modularity: RE = |¢ — ¢|/q, where ¢ is the original
graph’s modularity and ¢ is obtained from A. Lower is better.

— Adjusted Rand Index (ARI) and Adjusted Mutual Information (AMI) [27]:
measure agreement between detected and non-private communities; higher
is better.

Parameter setting: 6 = 107%; total privacy budget €pota €
{0.1,0.2,0.4,0.6,0.8,1.0} against the analyst. We split the budget equally:
€s1 = €otal/2 for Stage-1, and choose €52 such that the amplified Stage-2
guarantee satisfies €amp = €otal/2 by inverting (5) numerically subject to
constraint (4). The total guarantee is then (€51 + €amp,0) = (€otal, 9)-Edge DP.
Minimum group sizes are k € {300, 600, 1200, 2400} for Facebook, Government,
AstroPh, Enron, respectively (chosen by the parameter study in Section 6.4).
Each experiment is repeated 10 times; we report mean + standard deviation.
Code and data: https://github.com/CharlieX001/SDPCD.
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Table 2. Dataset characteristics.

Dataset V| |E| |C|

Facebook 4,039 88,234 17
Government 7,057 89,455 29
AstroPh 18,772 198,110 334

Enron 36,692 183,831 1,363
—e— SDPCD RABV LFGDPR  —=— LDPGen LouvainDP

5 101 1.0 { &= 1.0 { =% Wy
5 0.8 0.8 0.8 4 0.8 4
2 06 0.6 0.6 1 0.6 1
Z 041 0.4 4 0.4 1 0.4 1
502+ 0.2 1 0.2 02
= 0.0 0.0 0.0 0.0

00 02 04 06 08 1.0 00 02 04 06 08 1.0 00 02 04 06 08 1.0 00 02 04 06 08 1.0

Privacy Budget € Privacy Budget € Privacy Budget € Privacy Budget €
(a) Facebook (b) Government (c) AstroPh (d) Enron

Fig. 4. Relative Error (RE) of modularity for all methods. SDPCD achieves the lowest
RE for €tota1 > 0.1 on all four datasets, with the gap growing as €total increases.

6.2 Utility Evaluation

Modularity RE (Figure 4): SDPCD outperforms all baselines for eyota1 > 0.1
on all datasets. The advantage grows rapidly with €ioar: at €yota1 = 1.0, SDPCD’s
RE is roughly half that of RABV on Facebook and Government. At €t = 0.1,
heavy noise causes all methods to converge to similar (poor) performance because
the noisy graph loses most of its structural signal.

ARI and AMI (Figures 5-6): SDPCD’s detected communities are consis-
tently most similar to the non-private communities. The advantage is most
pronounced on Facebook and Government (smaller, denser datasets), where
the Stage-1 grouping step can accurately identify the non-private community
boundaries even in the noisy graph. On AstroPh and Enron (with hundreds and
thousands of communities, respectively), all methods struggle at low €¢ota1, but
SDPCD recovers more quickly as privacy relaxes.

Runtime (Table 3): At €iota1 = 1, SDPCD is faster than RABV and
LFGDPR. LFGDPR is the slowest because its modularity gain estimation in-
volves repeated community detection passes on the noisy graph. Although the
two-stage protocol doubles the perturbation overhead per user, SDPCD bene-
fits from a smaller €5 (relative to the total budget) and consequently a sparser
noisy Stage-2 graph, leading to faster Louvain convergence. LouvainDP is fastest
because it collapses the graph into supernodes before applying noise.
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Fig. 5. Adjusted Rand Index (ARI). SDPCD consistently yields communities that are
closest to the non-private communities for €tota) > 0.1.
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Fig. 6. Adjusted Mutual Information (AMI). Results corroborate the ARI findings.

6.3 Ablation Study

We isolate the contribution of the grouping step by comparing SDPCD against
two ablations.

SDPCD (w/o g): all Stage-2 edges placed in a single global shuffle list (no
community-based grouping). This maximizes the shuffle list size (strongest am-
plification) but completely destroys community structure by globally permuting
all edges. Figure 7 confirms that RE — 1 as €;ota1 grows, because the shuffled
graph has no community structure.

SDPCD (w/o n): grouping and shuffling applied to the original A, with-
out noise injection. This is not privacy-preserving but serves as an upper bound
on what grouping and shuffling alone can achieve. On Facebook and Govern-
ment, the introduced RE is negligible (< 0.1), confirming that the grouping is
accurate and the shuffling within communities preserves modularity well. On
Enron (Figure 7(d)), RE~ 0.3: this dataset contains 1,363 communities, many
with < 10 nodes. The Louvain initialization cannot resolve communities smaller
than k=2400, so the grouping merges many non-private communities, introduc-
ing structural error even in the absence of noise. This suggests that SDPCD’s
performance on fine-grained community structures is bounded by the grouping
resolution.
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Table 3. Average runtime (seconds, + std) at €iota1=1. Std. omitted if < 1s.

Facebook Government AstroPh Enron

RABV 38+6 94+14 830 £ 23 3566 + 162

LouvainDP 3 10 87+16 1588 £23

LDPGen 12 31+4 466 &= 10 1947 =45

LFGDPR 129+£17 318436 2371+ 89 9695 4 202

SDPCD 12 34+2 358+ 11 1742+ 24

—e— SDPCD SDPCD(w/o n) SDPCD(w/o g)
2 1.0 4 1.0 1.0 { &= 1.0
E] 0.8 0.8 1 0.8 0.8
2 0.6 0.6 1 0.6 1 0.6 1 \\‘\’\,_*
2 041 0.4 1 0.4 0.4
S 021 0.2 02 4 02
oo o deoq o fooq o foo
00 02 04 06 08 1.0 00 02 04 06 08 1.0 00 02 04 06 08 10 00 02 04 06 08 1.0
Privacy Budget € Privacy Budget & Privacy Budget & Privacy Budget &
(a) Facebook (b) Government (c) AstroPh (d) Enron

Fig. 7. RE of modularity for SDPCD and ablations: SDPCD (w/o g) shuffles all Stage-
2 edges as one global list (no grouping); SDPCD (w/o n) applies grouping and shuffling
to the original unperturbed graph (upper-bound reference, no privacy).

6.4 Parameter Study

Effect of k (Figure 8(a)). Facebook and Government exhibit a clear U-shaped
curve with optima at k=300 and k=600 respectively. For k below the optimum,
constraint (4) forces €42 to be small, increasing Stage-2 perturbation noise. For k
above the optimum, merging enforces large groups that cross the boundaries of
the non-private communities, degrading utility regardless of noise level. AstroPh
and Enron exhibit a monotone decrease in RE up to k=1000 (the maximum
tested), suggesting that their optimal k exceeds 1000.

Effect of €otn on optimal k (Figure 8(b)). At low eota (e.g., 0.2), a
larger k is needed to reduce the required €5 (and thus Stage-2 noise). At high
€total (€.8., 1.0), the noise is modest even for small k, so a smaller k is preferred
to preserve community boundaries. This confirms the trade-off: k¥ must balance
amplification (which benefits from large k) against structural fidelity (which
benefits from small k).

7 Conclusion
We presented SDPCD, a framework that applies privacy amplification by shuf-

fling to differentially private community detection. By separating community-
aware grouping from a fresh shuffled release, SDPCD achieves an (es1 + €amp, 6)-
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Fig. 8. RE of modularity vs. minimum group size k. Each dataset has an optimal k
that balances amplification strength (favors large k) against structural fidelity (favors
small k).

Edge DP guarantee against the downstream analyst while consistently improving
utility over existing CDP and LDP baselines.

Limitations and future work. The equal budget split €51 = €amp = €total/2 is a
simple heuristic; an adaptive split tuned to the graph’s degree distribution could
improve utility. The minimum group size k is chosen by grid search; a prin-
cipled adaptive method would be preferable. SDPCD assumes non-overlapping
communities; extending to overlapping structures is an open problem. Finally,
distributing the shuffling functionality across multiple semi-trusted parties would
further reduce trust requirements.
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Abstract. Local Differential Privacy (LDP) enables the estimation of
statistics of personal data without violating the privacy of individual
users. However, poisoning attacks, in which multiple colluding malicious
users submit manipulated values, pose a serious threat to the reliability of
LDP protocols. To address this, Song et al. proposed “Harmless Open-
ing”, which employs Pedersen Commitments to commit input vectors
and allows the server to select values, thereby preventing malicious ma-
licious perturbation. Their approach assumes discrete LDP mechanisms
such as GRR and OUE, but extending it to continuous values is not
straightforward. We investigate the applicability of Harmless Opening
to continuous-valued LDP mechanisms by constructing three protocols:
GRR-HO, SR-HO, and PM-HO. We evaluate the proposed scheme in
terms of estimation accuracy, robustness against poisoning, and commu-
nication cost.

Keywords: Local differential privacy, poisoning attack, commitment

1 Introduction

Privacy Enhancing Technologies (PETs) have become increasingly important
for collecting and analyzing personal data while preserving user privacy. Among
them, Local Differential Privacy (LDP) enables users to perturb their data lo-
cally before transmission, providing strong privacy guarantees without requiring
a trusted data collector. LDP has been deployed in large-scale systems by com-
panies such as Google and Apple for collecting usage statistics and telemetry
data.

Despite its strong privacy guarantees, LDP remains vulnerable to poisoning
attacks. In a poisoning attack, malicious users intentionally submit manipulated
reports in order to distort the estimated statistics. Several studies have investi-
gated this problem. Cao et al. [8] analyzed poisoning attacks against frequency
estimation protocols and proposed mechanisms that reduce the impact of ma-
licious reports. Wu et al. [9] studied poisoning attacks against key-value LDP
protocols and identified conditions under which attacks become ineffective. Li et
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2 Hiroaki Kikuchi and Takao Murakami

Table 1: Comparison of poisoning defenses in LDP.

Work Numerical Data|Harmless Opening Robustness

Cao et al. [8] No No -

Wu et al. [9] No No Analysis only

Li et al. [10] Yes No Detection-based

Song et al. [1] No Yes Robust

This work Yes Yes Robust / Mean Robustness (SR)

al. [10] proposed a detection-based approach that identifies suspicious users by
comparing estimates obtained from multiple subsets of reports.

More recently, Song et al. [1] proposed Harmless Opening (HO), an efficient
cryptographic framework that prevents users from bypassing the prescribed per-
turbation protocol. Instead of detecting malicious users after data collection,
HO requires users to commit to candidate perturbation outputs and later re-
veal part of the committed information. As a result, invalid perturbations can
be rejected without revealing the user’s private value. Song et al. demonstrated
that HO provides robustness against poisoning attacks for discrete-valued LDP
mechanisms such as GRR and OUE.

However, many practical datasets contain numerical attributes, including
age, income, location, and sensor measurements. For such data, continuous-
valued LDP mechanisms such as Stochastic Rounding (SR) [3] and the Piece-
wise Mechanism (PM) [4] are commonly used because they provide substantially
higher estimation accuracy than discretized frequency-estimation protocols. The
applicability of Harmless Opening to these mechanisms has not been investi-
gated.

This paper studies how Harmless Opening can be applied to continuous-
valued LDP mechanisms. We consider three approaches: GRR-HO, which applies
HO to discretized numerical data; SR-HO, which combines HO with Stochastic
Rounding; and PM-HO, which applies HO to the Piecewise Mechanism. Our goal
is not to introduce a new cryptographic primitive, but to investigate the practical
and theoretical properties of Harmless Opening when applied to numerical data.

The contributions of this paper are summarized as follows.

— We investigate the applicability of Harmless Opening to continuous-valued
LDP mechanisms.

— We construct and analyze three variants, GRR-HO, SR-HO, and PM-HO,
and discuss their privacy and poisoning-resistance properties.

— We experimentally evaluate their estimation accuracy, observed attack gain,
and computational cost using the UCI Adult dataset.

— We show that SR-HO satisfies mean robustness for numerical attributes,
whereas PM-HO experimentally exhibits similar behavior and its theoretical
robustness is left for future work.

Table 1 summarizes the position of this work with respect to previous studies.
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Harmless Opening for Continuous-Valued Local Differential Privacy 3

2 Preliminaries

2.1 Local Differential Privacy

A randomized algorithm ¥ : D — D satisfies e-local differential privacy (e-LDP)
if and only if, for any pair of inputs x1, 22 € D and any output 7' € D,

Pr[¥(z1) =T) < e Pr[¥(z2) =T). (1)

LDP ensures that the output distribution generated from an individual’s
data does not significantly depend on the actual input value. Consequently, an
adversary observing the perturbed output cannot reliably distinguish between
any two possible inputs.

In this paper, we consider three representative LDP mechanisms: Generalized
Randomized Response (GRR), Stochastic Rounding (SR), and the Piecewise
Mechanism (PM).

Generalized Randomized Response Let the input be a categorical value
x € D, where d = |D| denotes the domain size. GRR perturbs z according to

p= eefﬁv y=ux,
Pr¥crr(z) = y] = ) (2)
9= cexa—1> Y # T.

Given n reports, the frequency of value x can be estimated by

5oy cl@) —ng
f(x)—ipiq ,

where ¢(x) denotes the number of perturbed reports equal to x.

Stochastic Rounding SR is designed for numerical data. Let the input be a
continuous value z € [a, b]. We first normalize it into [—1, 1] by

Q(x—a).

-
. + b—a

Let p = 1_7_—;, and ¢ = 1 — p. The normalized value Z is converted into a
binary output 2’ € {—1,1} according to

q + f7 €T = _17
PI‘[WSR(CE) == LE/} = (3)
— o)1+ 7
2
Since E [p%’q} = I, an unbiased estimate of the original value can be obtained
241 2

byi':PT‘f'a,,Wherek:bT

rE

37



4 Hiroaki Kikuchi and Takao Murakami

Piecewise Mechanism The Piecewise Mechanism (PM) also handles contin-

/241
ec/2—-1"

For a normalized input &, PM generates an output 2’ € [—s, s] according to

uous values by first normalizing inputs into [—1,1]. Let s =

CPEP 1) ot e a). ()

- 2(e/2 +1
Prftm(@) =] =4 201D @
——————  otherwise,
2(e€/2 + ef)
/25 _ 1 /25 41
- - N e - e/°x
where —s < £(Z) < (%) < s, U(T) = mandr(x) = R 1 PM

achieves lower estimation variance than GRR, especially under relatively small
privacy budgets.

2.2 Poisoning Attacks

Although LDP protects the privacy of individual users, it does not guarantee the
correctness of submitted reports. Malicious users may intentionally manipulate
their reports to distort the aggregated statistics.

Cao et al. [8] analyzed poisoning attacks against discrete LDP mechanisms
such as GRR, OUE, and OLH, and proposed three representative attack strate-
gies:

— Random Perturbed-value Attack (RPA): The attacker randomly se-
lects an output from the LDP output domain.

— Random Item Attack (RIA): The attacker randomly selects an input
value and then honestly applies the perturbation mechanism.

— Maximum Gain Attack (MGA): The attacker chooses outputs that max-
imize the change in the estimated frequency of a target item.

Wu et al. [9] further investigated poisoning attacks against key-value LDP
protocols, including PrivKV, PCKV-GRR, and PCKV-UE.
The literature commonly distinguishes two adversarial models:

1. Input Poisoning Attack (IPA): The attacker manipulates the input value
but follows the prescribed perturbation algorithm.

2. Output Poisoning Attack (OPA): The attacker bypasses the perturba-
tion algorithm and directly submits arbitrary outputs.

Since OPA completely ignores the LDP protocol, it is generally more harmful
and more difficult to mitigate.

2.3 Harmless Opening

Output Poisoning Attacks (OPA) are possible because a malicious user can by-
pass the prescribed perturbation mechanism and submit arbitrary outputs. To
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Algorithm 1 VGRR
Require: User U has input x € D. Server A collects perturbed y.

1. (Commit) U has (-dimensional vector p = (u1,. .., pe) that contains ¢; xs and
l5 values in D\{z} and sends to A the corresponding ¢-dimensional commitment
vector [n] = (n1,...,ne), where n; = C(pi, 73) for random 7 for i =1,..., 2.

2. (select) Server A picks uniformly j € {1,...,¢}, sends it to U.

3. (open) U chooses J = {ji1,...,jae, } such that j1 = j, and lo j' satisfy p; =1
for all 4 = 1,...,¢, and discloses to U the commitments 7;,,...,n;, and the
correponding random values 71, ..., T¢.

4. (verify) A verifies J to be j1 = j, nj, = C(pj,,75,) for i = 1,..., ¢, there are £5
i € J such that u; = 2’ for 2’ € D. Then, she accepts y = u;.

address this problem, Song et al. [1] proposed Harmless Opening (HO), a frame-
work for constructing verifiable LDP protocols.

HO is based on an interactive perturbation process between a user and the
aggregator. Instead of directly generating a perturbed output, the user first
prepares a vector of candidate outputs whose distribution follows the target LDP
mechanism. The user then commits to all elements of the vector using Pedersen
commitments and sends the commitments to the aggregator. The aggregator
randomly selects one commitment, which determines the final perturbed output.

To prevent malicious users from constructing arbitrary vectors, HO requires
the user to open additional commitments. These openings are carefully chosen so
that they reveal no additional information about the user’s private value while
restricting the set of valid commitment vectors. Song et al. refer to this property
as harmless opening.

Based on this idea, Song et al. proposed Verifiable Generalized Randomized
Response (VGRR), which combines interactive perturbation, Pedersen commit-
ments, and harmless opening. The complete protocol is summarized in Algo-
rithm 1.

The security of VGRR is established by the following three properties. First,
VGRR preserves the privacy guarantee of the underlying GRR mechanism and
satisfies € = In(¢; /¢3)-LDP. Second, the additional information revealed during
harmless opening does not provide the aggregator with extra knowledge about
the user’s private input beyond the perturbed output. Finally, VGRR is robust
against poisoning attacks in the sense that the maximum score achievable by
any adversarial strategy is reduced to that of an Input Poisoning Attack (IPA),
ie.,

Pr[Smax = Sin} >1- negl(ﬁ%

where Sj, denotes the maximum score achievable by an ITPA, Sy, denotes the
maximum score achievable against the verifiable protocol, and s is the security
parameter [1].
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3 Proposed Methods

3.1 Threat Model

We consider a data collection scenario consisting of n honest users and m ma-
licious users. The malicious users collude with an adversary and attempt to
manipulate the estimated mean produced by an LDP protocol.

Let p and /i denote the true and estimated means, respectively. The adversary
alms to maximize or minimize the estimation error by modifying submitted
reports. Following Song et al. [1], we consider both Input Poisoning Attacks
(IPA) and Output Poisoning Attacks (OPA).

A trivial attack is to continuously submit the maximum value in the domain.
However, such behavior can be easily detected. Therefore, we assume that each
malicious user initially possesses a value x and participates in the attack only
when the value contributes sufficiently to the attack objective. Specifically, we
introduce a threshold # and assume that a malicious user abstains from partici-
pation when = < 6.

3.2 GRR-HO

The most straightforward way to apply Harmless Opening to numerical data is
to discretize the input domain and execute VGRR on the discretized values.

Let D = [a,b] be the original domain. The domain is partitioned into d
disjoint intervals Dq,..., Dg. For an input value z € D;, the corresponding
discrete symbol i is used as the input of VGRR.

After discretization, the protocol proceeds exactly as Algorithm 1. Therefore,
the privacy, indistinguishability, and robustness properties directly follow from
those of VGRR.

Theorem 1. GRR-HO 1is robust.

3.3 Robustness for Mean Estimation

The robustness definition of Song et al. [1] is based on frequency estimation,
where the attacker’s objective is to maximize the estimated frequency of a target
item. Since this work considers mean estimation for numerical attributes, we
introduce a robustness definition based on the expected estimated mean.
For an attack that maximizes the estimated mean, we define the attack gain
as
G = E[ﬂattack] - E[ﬂclean]; (5)

where ficlean and fiattack are the estimated means obtained from honest users only,
and under a poisoning attack, respectively. Similarly, we say Gipa, Gopa, and
G max as the maximum attack gains achievable by IPA, OPA and any adversarial
strategy against a verifiable protocol, respectively.

Definition 1. A wverifiable LDP protocol is robust for mean estimation if and
Only Zf Gmax = GIPA~
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Algorithm 2 SR-HO
Require: User U has input x € [a, b]. Servr A collects perturbed y.

1. U computes ¢1,¥2,¢ such that ¢1/¢ = g+ (p — q), b2 = ¢ — {1, where T =
—14+2(z—a)/(b—a).

2. U lets z = 1 if £ > 0; 0 otherwise and performs Algorithm 1 with D = {—1,1}.
If A accepts y, the unbiased estimate & is (c¢(y)/(p — 1) +1)/k + a.

Note that preventing output poisoning attacks limits the attacker’s influence to
that achievable by input poisoning alone.

3.4 SR-HO

We next consider applying Harmless Opening to the Stochastic Rounding (SR)
mechanism.

For an input value x € [a, b], the user first computes & = —1+ 2(;:;) , and then
determines the probability of outputting +1 according to the SR mechanism.

To construct a verifiable protocol, we represent the binary outputs {—1,+1}
by a commitment vector and apply the harmless opening procedure of VGRR.
The user commits to a vector containing both symbols, and the aggregator ver-
ifies that neither symbol is completely eliminated from the committed vector.

Algorithm 2 summarizes the resulting protocol.

Unlike VGRR, the harmless opening procedure does not verify the exact
probability distribution required by SR. However, we found that the following
interesting propety that gurantees the security of SR-HO.

Lemma 1. For SR-HO, any report accepted by the harmless opening verification

procedure satisfies
!/

e
pP—q

for mean-maximizing attacks.

Proof. Let o’ € {—1,+1} be the output of SR. For an input value z € [a, b], SR
first normalizes x to & € [—1, 1] and outputs +1 with probability Pr[z’ = +1] =
q+ W, where p = ef—jrl, and ¢ = 1 — p. The maximum normalized value
is obtained when x = b, that is, when # = 1. In this case, Pr[z’ = +1] = p.
In SR-HO, any accepted commitment vector must pass the harmless opening
verification. For a mean-maximizing attack, the adversary would like to max-
imize the number of committed +1 values. However, the verification requires
at least fo commitments corresponding to —1. Thus, the number of commit-
ments corresponding to +1 is at most ¢ — /5 = ¢;. Since the aggregator se-
lects one commitment uniformly at random, Pr[a’ = 4+1] < % = p. Therefore,
El[z'] = Pr[2/ = +1] = Pr[a’ = —1] =2Pr[2' = +1] -1 < 2p—1 = p — q. Hence,

E {p%/q} < 1. Since the inverse normalization maps the normalized value 1 to the
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endpoint b, no accepted OPA can yield an expected reconstructed value larger
than b.

Theorem 2. SR-HO is robust for mean estimation, i.e., Gnax = Gipa.-

Proof. Without loss of generality, we consider an attacker whose objective is to

maximize the estimated mean. Under an IPA, the optimal strategy is to submit

the maximum input value b. Since the SR estimator is unbiased, F [ﬁ} =1,

and therefore the maximum expected reconstructed value is b. By Lemma 1, any
o

report accepted by the SR-HO verification also satisfies F {H} < 1. Hence, no

OPA can produce an expected reconstructed value larger than that obtained by
the optimal IPA. Therefore, SR-HO is robust for mean estimation.

3.5 PM-HO

The Piecewise Mechanism (PM) perturbs a normalized value Z € [—1, 1] into an
output belonging to the interval [—s, s].

To apply Harmless Opening, the interval [—s, s] is discretized into a finite set
of values. The user constructs a commitment vector in which the elements inside
the interval [¢(Z),r(Z)] appear with probability proportional to the PM mecha-
nism, while the remaining elements appear with the complementary probability.

The harmless opening procedure verifies that every discretized value appears
at least f5 times in the commitment vector. As in VGRR, an adversary cannot
construct a commitment vector that completely removes non-target outputs.

When the discretization granularity is sufficiently large, the protocol approx-
imates the original PM distribution arbitrarily well.

3.6 Discussion

The three proposed protocols provide different levels of protection against poi-
soning attacks.

GRR-HO directly inherits the robustness guarantee of VGRR after discretiza-
tion.

PM-HO preserves the essential structure of harmless opening and is expected
to provide robustness similar to that of VGRR.

SR-HO is fundamentally different because the harmless opening procedure
verifies only the existence of both output symbols and not the exact SR proba-
bility distribution.

Unlike GRR-HO, SR-HO guarantees robustness only for mean estimation,
rather than Song et al.[1]’s frequency-based robustness.

4 FEvaluation

4.1 Experimental Setup

We evaluate the applicability of Harmless Opening (HO) to continuous-valued
LDP mechanisms using the age attribute of the UCI Adult dataset. The attribute
ranges from 17 to 90 years and is treated as numerical data.
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The target statistic is the mean age. We evaluate both estimation accuracy
and robustness against poisoning attacks. Estimation accuracy is measured by
the mean squared error (MSE), while robustness is measured by the observed
attack gain, defined as the difference between the estimated mean obtained with
and without poisoning attacks.

We investigate the following research questions.

RQ1: How does discretization affect estimation accuracy?

RQ2: Does Harmless Opening reduce the impact of poisoning attacks?

RQ3: Which LDP mechanism provides the best trade-off among accuracy, robust-
ness, and computational cost?

The adversarial model follows Section 3.1. A fraction [ of users are malicious.
Following Song et al. [1], malicious users participate in an attack only when their
original value exceeds a threshold 6. We evaluate both Input Poisoning Attacks
(IPA) and Output Poisoning Attacks (OPA).

Unless otherwise stated, each experiment is repeated 20 times and 95% con-
fidence intervals are reported.

4.2 Impact of Discretization

Figure 5 shows the mean value obtained after discretizing the original domain
into d intervals. The discretized mean rapidly converges to the true mean, in-
dicating that even coarse discretization introduces only a small approximation
error.

However, the estimation error after applying LDP is not necessarily reduced
by increasing d. Figure 1 presents the estimated mean under GRR and SR with
e = 0.1. While a larger value of d improves the approximation of the original
domain, it simultaneously increases the perturbation error introduced by GRR.
Consequently, the overall estimation accuracy does not necessarily improve with
finer discretization.

This result is consistent with the well-known variance term of GRR, which in-
creases approximately with y/d/(ne). The benefit of finer discretization is there-
fore offset by the larger perturbation variance.

4.3 Robustness Against Poisoning Attacks

Before evaluating Harmless Opening, we first compare the effect of IPA and OPA
on the original GRR mechanism.

Figure 2 shows the estimated mean under poisoning attacks for privacy bud-
gets € € {0.1,0.5,...,10}. The malicious user ratio is fixed to 5 = 0.2.

OPA consistently produces the largest estimation bias, demonstrating the se-
vere vulnerability of conventional LDP protocols. In contrast, IPA only slightly
increases the estimated mean even for large privacy budgets. For example, at
e = 10, the difference between the poisoned and unpoisoned estimates is approx-
imately 1.03 years under IPA, whereas OPA increases the estimate by more than
10 years.
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Fig. 1: Estimated mean under GRR and SR with € = 0.1 for different discretiza-
tion levels d. Although finer discretization improves the representation of the
original domain, the perturbation error of GRR increases with d, offsetting the
benefit of quantization. Error bars indicate 95% confidence intervals over 20
runs.

These results support the motivation of Harmless Opening. If OPA can be
prevented and adversaries are restricted to IPA-like behavior, the impact of
poisoning attacks becomes substantially smaller.

4.4 Direct Effect of Harmless Opening

To directly evaluate RQ2, we compare poisoning attacks against GRR with and
without Harmless Opening. Figure 3 shows the estimated mean age for four
settings: no attack (Base), OPA without HO, selective IPA, and OPA with HO.
We use the Adult age attribute with 8 = 0.2 and # = 50, and vary the privacy
budget e. Both axes are shown on a logarithmic scale for visibility.

In the OPA setting, malicious users bypass GRR and directly submit the
maximum domain value (b = 90). In contrast, under OPA4+HO, arbitrary out-
puts are rejected by the harmless opening verification procedure. A malicious
user who aims to maximize the estimated mean is therefore constrained to an
IPA: the user may manipulate its input as z = b, but the submitted value must
still be generated through the prescribed GRR mechanism.

The figure shows that HO substantially reduces the effect of OPA, particu-
larly for small privacy budgets. Without HO, directly injecting b produces an
extremely large bias because the GRR estimator amplifies manipulated reports
when € is small. With HO, the malicious reports must follow the GRR distribu-
tion, and the resulting estimate is substantially reduced.

The OPA+HO curve does not coincide with the selective IPA curve. In selec-
tive IPA, a malicious user participates only when its original value satisfies © > 6
and applies GRR to that original value. In OPA4+HQO, by contrast, the attacker
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Fig. 2: Estimated mean under GRR in the presence of Input Poisoning Attacks
(IPA) and Output Poisoning Attacks (OPA) (8 = 0.2). OPA causes substan-
tially larger estimation bias than IPA, highlighting the importance of preventing
malicious users from bypassing the perturbation mechanism.

is allowed to alter its input as x = b before correctly executing GRR. Thus,
OPA+HO represents a stronger IPA strategy than the selective IPA considered
in our previous experiments.

As € increases, the OPA and OPA+HO esimations become closer. For GRR,
the probability of reporting the input value is p = efﬁ Hence, as € increases,
p approaches one. Consequently, GRR applied to the modified input x = b
increasingly produces y = b, making the behavior of OPA+HO closer to that
of an unconstrained OPA. This result also indicates that the benefit of HO is
most pronounced when randomization is strong, i.e., for relatively small privacy
budgets.

Overall, the experiment directly demonstrates the role of Harmless Opening;:
it prevents an attacker from arbitrarily selecting an LDP output and reduces an
OPA to an attack that must obey the underlying perturbation mechanism.

4.5 Accuracy Comparison

Figure 4 compares the estimated mean of GRR, SR, and PM for different privacy
budgets and discretization levels.

For all values of d, GRR exhibits increasing estimation error as the domain
size grows. In contrast, SR and PM provide stable estimates across a wide range
of privacy budgets.

4.6 Observed Attack Gain

Figure 6 shows the observed attack gain under IPA for varying privacy budgets.
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Fig. 3: Effect of Harmless Opening on poisoning attacks against GRR using the
Adult age attribute (8 = 0.2, § = 50)

Fig. 4: Estimated mean for GRR, SR, and PM under varying privacy budgets e
and discretization levels d. GRR becomes increasingly sensitive to discretization,
whereas SR and PM provide stable estimates across a wide range of privacy
budgets.

For GRR, the observed attack gain decreases as € increases. In contrast, SR
and PM exhibit larger gains and converge toward a stable value around € = 5.

Overall, SR and PM achieve higher estimation accuracy than GRR while
maintaining comparable resistance against TPA.

Evaluation on a Different Dataset To examine whether the observations
obtained from the Adult dataset depend on a particular numerical attribute or
data distribution, we conducted an additional experiment using the Diabetes
Prediction Dataset [12]. We selected the HbAlc level as the target numerical
attribute, which has a different domain and distribution from the age attribute
of the Adult dataset.

We repeated the experiment in Fig. 6 by varying the privacy parameter € from
0.1 to 10. The malicious-user ratio and attack threshold were fixed at § = 0.1
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Fig. 5: Mean value after discretizing the age attribute into d bins. The discretized

mean rapidly converges to the true mean, indicating that discretization itself
introduces only a small approximation error.

and 0 = 6.0, respectively. Figure 7 shows the observed attack gain of GRR, SR,
and PM for d = 20, 50, and 80.

The detailed behavior differs from that observed for the Adult age attribute,
reflecting the different distribution of the HbAlc values. Nevertheless, the main
relationship among the three mechanisms is preserved. In particular, for small
€, GRR exhibits a substantially larger observed attack gain than SR and PM,
and the difference becomes more pronounced as d increases. In contrast, SR and
PM show similar behavior and are relatively insensitive to d.

As € increases, the observed attack gains of the three mechanisms converge
to similar values. This trend is also consistent with the Adult experiment: with
a larger privacy budget, the effect of the perturbation mechanism decreases, and
the observed gain is increasingly determined by the IPA strategy itself.

These results suggest that the absolute attack gain and its dependence on
e are affected by the underlying data distribution, whereas the main relative
behavior of GRR, SR, and PM observed in the Adult dataset is maintained on
a different dataset and numerical attribute.

4.7 Computational Cost

Figure 8 shows the execution time of VGRR using Pedersen commitments with
128-, 256-, and 512-bit moduli. The experiments were conducted on a MacBook
Pro equipped with a Core 19 processor and 32,GB memory.

The computational cost increases approximately linearly with the number of
commitments. Since the number of commitments depends on the parameter ¢,
the communication and computation costs of Harmless Opening vary consider-
ably among GRR-HO, SR-HO, and PM-HO.
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Fig. 6: Observed attack gain under Input Poisoning Attacks (IPA) for varying
privacy budgets € and discretization levels d. The malicious user ratio is fixed to
B = 0.1 and the participation threshold is set to # = 40. GRR exhibits decreasing
attack gain as e increases, whereas SR and PM converge toward a stable gain.
The results illustrate the trade-off between estimation accuracy and resistance
to poisoning attacks for different LDP mechanisms.

HbALC_level: attack gain vs epsilon (theta=6.0, beta=0.1, d=20) HbALC level: attack gain vs epsilon (theta=6.0, beta=0.1, d=50) HbALC_level: attack gain vs epsilon (theta=6.0, beta=0.1, d=80)
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Fig. 7: Observed attack gain for the HbAlc attribute of the Diabetes Prediction
Dataset with varying privacy budget € (5 = 0.1, § = 6.0).

Song et al. [1] reported that VGRR can be executed within approximately
0.05,s with negligible communication overhead. Our implementation exhibits
similar scalability, although additional optimization is possible.

4.8 Discussion

The experimental results demonstrate that the applicability of Harmless Open-
ing to continuous-valued LDP mechanisms depends strongly on the underlying
perturbation mechanism.

GRR-HO directly inherits the robustness guarantee of VGRR. However, dis-
cretizing numerical data inevitably enlarges the domain size, resulting in in-
creased perturbation variance and reduced estimation accuracy.

SR-HO provides a different trade-off. Although the harmless opening proce-
dure does not verify the exact SR probability distribution, the proposed robust-
ness definition for mean estimation shows that an adversary cannot increase the
expected reconstructed value beyond that achieved by the optimal Input Poison-
ing Attack. Consequently, SR-HO satisfies mean robustness while requiring only
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Fig. 8: Execution time of GRR-HO using Pedersen commitments with 128-, 256-,
and 512-bit moduli. The experiment was conducted with ¢ = In2, d = 73, and
¢ = 200. The computational cost increases with the commitment size, highlight-
ing the practical overhead introduced by Harmless Opening.

Table 2: Comparison of Harmless Opening applied to different LDP mechanisms

Property GRR-HO [SR-HO|PM-HO
Target statistic Frequency| Mean | Mean
Frequency robustness v — -
Mean robustness - v Open

Privacy guarantee e-LDP |eLDP | e-LDP
Estimation accuracy Low High | High
Observed attack gain| Low Low Low
Computational cost High Low | High

two output symbols, leading to the smallest communication and computational
overhead among the three mechanisms.

PM-HO preserves the original perturbation interval more faithfully than
GRR-HO and achieves estimation accuracy comparable to SR-HO. However, a
formal proof of mean robustness for PM-HO remains an open problem because
the harmless opening procedure is constructed by discretizing the continuous
output interval.

Table 2 summarizes the characteristics of the three approaches. GRR-HO
provides robustness for frequency estimation, whereas SR-HO achieves mean ro-
bustness for numerical attributes with substantially lower computational cost.
PM-HO experimentally exhibits similar behavior to SR-HO, although its theo-
retical robustness is left for future work.

5 Conclusion

This paper investigated the applicability of Harmless Opening (HO) to continuous-
valued Local Differential Privacy (LDP) mechanisms. While HO was originally
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proposed for discrete mechanisms such as GRR, its applicability to numerical
data has not been well understood.

To explore this problem, we considered three approaches: GRR-HO, which
applies HO after discretization of the input domain; SR-HO, which combines
HO with Stochastic Rounding; and PM-HO, which applies HO to the Piecewise
Mechanism through discretization of the output domain. We analyzed their se-
curity properties and evaluated their performance using the age attribute of the
UCT Adult dataset.

The experimental results showed that discretization plays an important role
in both estimation accuracy and poisoning resistance. GRR-HO inherits the ro-
bustness guarantee of VGRR but suffers from reduced accuracy as the discretiza-
tion level increases. PM-HO preserves high estimation accuracy and experimen-
tally exhibits resistance to poisoning attacks, although its formal mean robust-
ness remains an open problem. Among the mechanisms considered, SR-HO offers
an attractive practical trade-off between accuracy, efficiency, and robustness for
mean estimation. SR-HO provides a formal guarantee of mean robustness.

Overall, the results suggest that Harmless Opening can be extended beyond
discrete LDP mechanisms and remains effective in mitigating poisoning attacks
for numerical data. Among the mechanisms considered, SR-HO offers an attrac-
tive practical trade-off between accuracy, efficiency, and observed resistance to
poisoning attacks, despite the absence of a formal robustness guarantee.

A promising direction for future work is the design of a verifiable perturbation
protocol that directly enforces the probability distribution of continuous-valued
LDP mechanisms. Such a protocol could provide both the accuracy of SR and
PM and the robustness guarantee achieved by VGRR.
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Abstract. Optimized Local Hashing (OLH) is a widely used hash-based
Local Differential Privacy (LDP) protocol, and simulation-based experi-
mentation is the standard approach for evaluating OLH and OLH-based
applications in research. However, the existing OLH simulations have
O(nd) computational complexity, where n is the user population size
and d is the domain size, and can lead to significant execution times as n
and d grow. In this paper, we propose two fast simulation algorithms for
OLH (2-Binom and 3-Binom) grounded in Binomial modeling. Our key
insight is that, for any domain value v, the total number of users whose
perturbed reports support v can be decomposed into a sum of two or
three Binomial random variables. Using this insight, our algorithms re-
duce the simulation complexity to O(n + d) without hurting statistical
equivalence. In particular, we theoretically prove that both algorithms
yield unbiased frequency estimations with variances identical to those of
the original OLH simulations. Experiments on real-world datasets con-
firm that both approaches reduce execution times from several minutes
to milliseconds, yielding significant speedups with no change in utility.

Keywords: Local differential privacy - optimized local hashing - privacy-
enhancing technologies - privacy protocols.

1 Introduction

The growing adoption of data-driven services has increased concerns around
user privacy, making privacy-preserving data collection an increasingly critical
challenge. Local differential privacy (LDP) has emerged as a response to this
challenge, offering mathematically rigorous guarantees that protect individual
users without relying on a trusted server [6,9,15,20]. Optimized Local Hashing
(OLH) [15] is among one of the most widely adopted LDP protocols — in OLH,
each user encodes their true value by applying a randomly drawn hash function
before perturbation. This hash-based design makes OLH particularly attractive
for large domains; as a result, it has been used extensively in subsequent works
and downstream tasks [7,14,16,17,19], and it has been implemented in several
LDP benchmarking platforms [1,8,13].

Evaluating LDP protocols and applications built on top of them requires
simulation-based experiments. A researcher wishing to assess a new application,
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e.g., one that uses OLH as a building block, typically simulates the entire process
on a single machine by iterating through each of the n users one by one, accu-
mulating their perturbed outputs, and finally performing server-side estimation
to obtain frequency estimates f,, for all values v in domain D. This approach
accurately reflects real-world deployments but carries a computational burden
that grows with both the number of users n and the domain size d. For OLH
specifically, there is an O(nd) time complexity, which can cause simulation times
of several minutes on moderately sized datasets.

In this paper, we propose two fast simulation algorithms for OLH (called 2-
Binom and 3-Binom) that replace the costly user-by-user simulation with draws
from a small number of Binomial random variables. Our key insight is that, for
any domain value v € D, users can be partitioned into two groups based on
whether their true value equals v or not. The contribution of the first group to
the support of v (Sup(v)) follows a Binomial distribution. For the second group,
although each user can contribute to Sup(v) through two ways (a hash collision
between their true value and v, or a perturbation to H,(v)) these two sub-cases
can be algebraically combined into one Binomial random variable. This yields
our 2-Binom algorithm, which reduces the O(nd) complexity to O(n+d), or even
O(d) if per-value counts are precomputed and cached. We further propose an
alternative algorithm (3-Binom) that keeps the two sub-cases in the second group
separate, modeling the number of colliding users as an intermediate Binomial
draw before conditioning the remaining perturbation outcomes on it.

We prove that both 2-Binom and 3-Binom yield unbiased frequency estimates
with variance identical to that of standard OLH simulation, and that the two
algorithms are statistically equivalent to each other despite their different de-
composition structures. We also perform experiments on four real-world datasets
across a range of privacy budgets and metrics. Results show that 2-Binom and
3-Binom reduce empirical simulation times from several minutes to milliseconds,
with no change in the correctness or utility of the simulation results.

In short, our main contributions are as follows:

— We propose two simulation algorithms (2-Binom and 3-Binom) for OLH,
in which the collective behavior of n users is captured by drawing random
samples from appropriate Binomial random variables.

— We formally prove that both 2-Binom and 3-Binom algorithms yield unbiased
frequency estimates with variances equal to the original OLH simulations.

— We empirically validate 2-Binom and 3-Binom on multiple real-world datasets,
demonstrating orders-of-magnitude reduction in execution time while pro-
ducing estimates that are statistically indistinguishable from those of the
existing OLH simulation.

2 Background and Preliminaries

2.1 Data Model and Notation

We denote the population of users by P, and the number of users in the popu-
lation by n = |P|. Each user u € P holds a single private value v, drawn from a
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discrete domain D, and we denote the cardinality of the domain by d = |D|. For
any value v € D, we denote by n, the number of users whose true value equals
v, i.e.,, ny, = |{u € P: v, =v}|, and by f, = n,/n the true frequency of v in the
population. Note that ) —rn, =nand ) 5 fo = 1.

2.2 Local Differential Privacy (LDP)

LDP is a widely adopted framework for collecting user data while preserving
individual privacy. In a typical LDP setting, a server (data collector) wishes to
gather statistics from a population of users without learning any individual user’s
true value v,. To protect privacy, each user applies a randomized mechanism 1
to their true value v, locally on their own device, and transmits the perturbed
result to the server. Upon receiving perturbed reports from the entire population,
the server applies estimation techniques to recover aggregate statistics.

Definition 1 (e-LDP). A randomized mechanism 1 satisfies e-local differential
privacy (e-LDP) if and only if, for any two input values vi,ve € D:

Prly(v1) =yl
=y

v
Prlp(v2) ]

where Range(v¢)) denotes the set of all possible outputs of 1.

Vy € Range(v) : < €%, (1)

Intuitively, e-LDP ensures that an observer of the perturbed output y can-
not distinguish between any two true values v; and v, with a likelihood ratio
exceeding e®. The privacy budget € controls the strength of privacy: smaller ¢
yields stronger privacy protection, while larger values permit higher utility.

2.3 Optimized Local Hashing (OLH)

OLH [15] is a hash-based LDP protocol in which each user encodes their true
value by applying a randomly chosen hash function that maps domain elements
into an integer range {0,1,...,g—1} of size g > 2. The parameter g controls the
trade-off between encoding resolution and perturbation likelihood. The choice of
¢ that minimizes estimation variance was shown to be g = e® + 1 [15].

Let H denote a universal family of hash functions, where each H € H satisfies
H:D—{0,1,...,9 — 1}. The OLH protocol proceeds as follows.

Encoding and Perturbation. Each user u € P independently and uni-
formly samples a hash function H, from H and computes the hash of their
true value: x, = Hy(v,). The hashed value x, is then perturbed by reporting
x, € {0,1,...,9 — 1} according to:

p=—t—, ifi=ug,
Pr[xLi]{ el (2)

_ 1 :
s otherwise

The user sends the pair (H,, z/,) to the server.

54



4 Balioglu, Khodaie, and Gursoy

Server-side Estimation. Upon receiving reports from all users, the server
estimates the frequency of each value v € D. For a given v, the server first
computes the support of v:

Sup(v) = {u € P: z), = Hy(v)}| (3)

which counts the number of users whose reported hash output is consistent with
v under their hash function. The estimated frequency f, is then obtained by:

: (ef+g— 1)(g~Sup(v) —n)
h (e =1)(g—1)n

(4)

2.4 Simulating OLH: Existing Approach

To empirically evaluate LDP applications, including those involving OLH, re-
searchers rely on simulation-based experiments, i.e., the encoding, perturbation,
and estimation steps of all users and the server are executed on a single ma-
chine. The representative pseudocode for simulating OLH is given in Algorithm
1. The simulation begins by initializing the values of parameters g and p, as well
as an empty list of reports L, which will store the perturbed (H,, ) pairs of
each user. Then, in the user-side encoding and perturbation phase (lines 4-12),
the simulation iterates through each user u; € P one by one. For each user, a
random seed s, is sampled to determine H,, (this is the default strategy to
sample each user’s hash function H,, randomly from # in a way that conforms
with typical hash libraries in Python, e.g., xxhash). The user’s true value v,, is
hashed to produce z,,, and the hashed value is perturbed according to Equation
2 to determine 7, . The perturbed pair (27, , Hy,) is stored in L (line 12). After
all users have been simulated, the server-side estimation phase begins (lines 13-
18). For each value v € D to be estimated, its Sup(v) is computed by iterating
through all stored reports in L and counting those whose perturbed hash output
is consistent with v under the reported hash function (lines 16-17). Then, Sup(v)
is fed into the OLH estimator to compute fv.

The overall complexity of Algorithm 1 is O(nd). The user-side phase is O(n)
since it iterates over all n users, but the server-side phase dominates the total
runtime with O(nd) complexity because it needs to compute Sup(v) for all d
values. Computing Sup(v) requires iterating over the list L, which contains n
elements. In practice, this dominates the total runtime because of the many hash
computations that need to be performed (line 17 is performed O(nd) times). As
n and d grow — for instance, n in the order of millions and d in the order of
hundreds — this O(nd) cost causes simulation times to grow. Addressing this
scalability problem is the primary motivation of our paper.

3 Proposed Methodology

3.1 Mathematical Intuition

We first analyze how the collective effect of OLH can be modeled using Binomial
random variables. For value v € D, we observe that each user u; € P indepen-
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Algorithm 1 Existing OLH Simulation

Input: Domain D, budget e, values of users in P (Vu,, Vugy - - - Vun )
Output: Estimated frequencies fu for all v € D
Compute g < [e° + 1], p+ #
Initialize empty list of reports L
> User-side encoding and perturbation
for each user u; € P do
Sample a random seed s,, and initialize H,,; accordingly
Zu,;  Hy,;(vy;) mod g
r < sample a random float in [0, 1]
if r < p then
Ty,  Tu;
else
11: z,, + sample uniformly from {0,...,9 — 1} \ {zy,}
12: Store (x5,,, Hy;) in L
13: > Server-side estimation
14: for each value v € D do
15: Initialize Sup(v) « 0
16: for each (z,,, Hy,) in L do
17: Increment Sup(v) by +1 iff z;,, = Hy, (v) mod g

(ef+9—1)(g-Sup(v)—n)
(e=—D(g-Dn

19: return fu for allv e D

,_.
o ©

18: Compute fv —

dently contributes either 0 or 1 to Sup(v), and we partition the n users into two
groups based on their true value:

Group 1: Users with true value v (n, users). For a user u; with v,, = v,
their hashed value is z,, = H,,(v,,) mod g = H,,(v) mod g. This user con-
tributes +1 to Sup(v) if and only if the perturbed output satisfies 2, = w,,,
which by the perturbation rule in Eq. 2 occurs with probability p. Therefore,
each user in Group 1 contributes an independent Bernoulli(p) random variable
to Sup(v), and summing over all n,, such users yields:

X ~ Binomial(n,, p) (5)

Group 2: Users with true value # v (n — n, users). For a user u; with
Uy, # v, their hashed value is x,, = Hy,(v,,) mod g. This user contributes +1
to Sup(v) if and only if 2}, = H,,(v) mod g, which can occur via two mutually
exclusive sub-cases:

Sub-case A: Hash function H,, causes a hash collision between v,, and v,
i.e., Hy,(vy,) mod g = H,,(v) mod g, and also, the perturbation in Eq. 2 retains
this value. By the universality of H, the probability of such a hash collision is
%, and the perturbation retains the value with probability p. The probability of
this sub-case is therefore g.

Sub-case B: There is no hash collision, i.e., Hy,(v,,) mod g # H,, (v) mod
g, but the perturbation in Eq. 2 flips x,,, to specifically become 2, = H,, (v) mod
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g. The probability of no hash collision is 9;, and the perturbation outputs
a specific other value with probability gq. The probability of this sub-case is
therefore %.

Combining the two sub-cases and substituting p = ﬁ and ¢ =

the total probability that a user in Group 2 contributes +1 to Sup(v) is

1
es+g—17

e -1
U RS TE  = R = ST T B R
g g g g glecs+g—1) g

The two sub-cases therefore combine into a single Bernoulh( ) per user, and
summing over all n — n, users in Group 2 yields:

Y ~ Binomial (n — Ny, 1) (7)
g

Finally, since X and Y are independent, combining Groups 1 and 2, the
total support for any value v € D can be expressed as:

1
Sup(v) = X + Y, where X ~ Binomial(n,, p), ¥ ~ Binomial (n — Ny, > (8)
g

This decomposition is the key insight underlying our proposed methodology.
Rather than simulating all n users individually to compute Sup(v), we only
need to draw two Binomial random variables per domain value v € D. The only
inputs required are n, n,, p, ¢, and g, all of which are either determined by the
dataset or by the protocol parameters. In the next subsection, we show how this
insight translates into a fast simulation algorithm.

3.2 Proposed Simulation Algorithm (2-Binom)

We now translate this mathematical insight into a fast simulation algorithm
for OLH. Our proposed 2-Binom simulation algorithm is given in Algorithm
2. 2-Binom replaces the user-by-user simulation with draws from two Binomial
random variables. It proceeds in three phases: First, it computes g and p. Second,
between lines 2-4, it iterates through the user population once to compute the
per-value counts n, for all v € D and the total population size n. Third, between
lines 5-10, it iterates over each value v € D and applies the Binomial approach
from Eq. 8. For each v, two independent Binomial random variables are created
and samples are drawn from them: X ~ Binomial(n,,p) and ¥ ~ Binomial(n —
Ty, %) The sum of the drawn samples gives Sup(v), from which the estimated

frequency fq, is computed via the estimator on line 10.

The time complexity of 2-Binom is O(n + d). Computing ¢ and p are O(1).
Tterating over all n users to compute the per-value counts n, is O(n). Iterating
over all v € D to compute f, using the Binomial approach is O(d) because the
loop iterates d times, and the computations performed within each iteration are
O(1). Therefore, the overall complexity of Algorithm 2 is O(n + d). Note that
this is lower than the O(nd) complexity of Algorithm 1.
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Algorithm 2 Proposed 2-Binom Simulation Algorithm

Input: Domain D, budget e, values of users in P (Vu,, Vugy - - - Vun )
Output: Estimated frequencies fu for all v € D
: Compute g + |e*+ 1], p<+ #
: > Find n, and n from user values
for each user u; € P do
Ny, < Nu,, +1, n<<n+l
> Binomial approach
for each value v € D do
z + draw a random sample from Binomial(n.,, p)

y < draw a random sample from Binomial(n — n,, %

Sup(v) <+ z+y
7 Sup(v)—(n/g)
fo = So=ase

: return fv for all v € D

—_ =
= o

The complexity of Algorithm 2 can be further reduced to O(d) with a sim-
ple but practically important observation. In many LDP experiments, the same
dataset is used across multiple simulation runs, e.g., when experiments are re-
peated to achieve statistical significance, or when ¢ is varied across a range of
values on a fixed dataset. In such cases, the per-value counts n, and the pop-
ulation size n are identical across all runs. Therefore, lines 2-4 of Algorithm 2
need to be executed only once, and its result can be stored and reused. Subse-
quent simulation runs then only execute the last phase (lines 5-10), which has
complexity O(d). This means that after a one-time O(n) pre-processing cost, an
arbitrary number of simulation repetitions can each be completed in O(d) time.

3.3 Utility Analysis of 2-Binom

To formally establish that Algorithm 2 produces correct results (i.e., equiva-
lent to existing OLH simulations), we prove two properties: (i) estimations are
unbiased, and (ii) estimation variances are identical to that of Algorithm 1.

Theorem 1 (Unbiasedness). The frequency estimations fv produced by Algo-
rithm 2 are unbiased, i.e., E[f,] = f, for allv € D.

Theorem 2 (Variance). The variance of the frequency estimations fv produced
by Algorithm 2 is:

Var[f,] = i _3’)2 . (1_})1_;) )
n(p-2) n(r-3)

Due to the page limit, proofs of the theorems are given here. To verify the
correctness of Theorem 2, we substitute the optimal OLH parameters g = e® 41

+
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_ e . . . . 1 _ 1 1
and p = g1 nto Eq. 9. Under this parameterization, ;= &t and p ;=
1 1 ef—1

27 e T e Plugging these into Eq. 9 and simplifying yields:

R de® fv
vl = T - o - 1
Varlfo] = 2 + 2 (10)
This matches the known variance of the OLH protocol derived in [15], confirming
that Algorithm 2 preserves the variance of the original OLH simulation exactly.

3.4 Alternative Approach: 3-Binom

Recall that in Section 3.1, we divided Group 2 into two sub-cases, and then
merged them into a single Y ~ Binomial (n — Ny, é) at the end. In this section,

we present an alternative approach that keeps the two sub-cases separate. Thus,
instead of two Binomial random variables, we have three Binomial random vari-
ables (hence the name 3-Binom). We show that this alternative formulation also
produces unbiased frequency estimates and have identical variance to 2-Binom.

Recall that sub-case A consists of users whose true value is not equal to v,
but they have a hash collision. Let n. denote the number of users who have such
a hash collision. A key observation is that n. is not a fixed quantity, but rather,
a random variable. Taking into account the collision probability %, we have:

n. ~ Binomial (n — Ny, é) Given the value of n., the n —n, Group 2 users are

split into two sub-cases. Sub-case A consists of n. users who experienced a hash
collision; each such user contributes to Sup(v) if and only if the perturbation
keeps their hashed value, which occurs with probability p. Sub-case B consists
of the remaining n — n,, — n. users who did not experience a hash collision; each
such user contributes to Sup(v) if and only if the perturbation flips their output
to the specific value H,, (v) mod g, which occurs with probability ¢. Then, in 3-
Binom, summing the contributions of each group yields: Sup(v) = X + Y7 + Yo,
where: X ~ Binomial(n,,p) represents Group 1 users (same as in 2-Binom),
Y1 ~ Binomial(n., p) represents sub-case A of Group 2, and Y5 ~ Binomial(n —
Ny — Ne, q) represents sub-case B of Group 2.

Algorithm 3 shows the simulation algorithm for 3-Binom. It follows the same
structure as Algorithm 2; the main difference is between lines 8-11. Here, to
simulate the two sub-cases in Group 2, we first draw n., then use it to draw
samples for y; and yo, and finally, Sup(v) is the summation of 3 random samples.
The time complexity is O(n + d).

3.5 Utility Analysis of 3-Binom

We perform a utility analysis for 3-Binom which is similar to 2-Binom. In contrast
with 2-Binom, the proofs for 3-Binom require careful treatment of the conditional
randomness introduced by n., and rely on the law of total expectation to handle
the two layers of randomness. We provide the following theorems; due to the
page limit, the proofs of the theorems are available here.
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Algorithm 3 Proposed 3-Binom Simulation Algorithm

Input: Domain D, budget e, values of users in P (Vu,, Vugy - - - Vun )
Output: Estimated frequencies fv for all v € D
Compute g < [e° + 1], p+ eff;—u q <+
> Find n, and n from user values
for each user u; € P do

N, < Nu,, +1, n+<n+1

1
ef4+g—1

> 3-Binom approach
for each value v € D do
z + draw a random sample from Binomial(n.,, p)

ne < draw a random sample from Binomial (n — Ny, %)

©

y1 < draw a random sample from Binomial(n., p)
y2 < draw a random sample from Binomial(n — ny, — ne, q)

Sup(v) <z +y1 + Y2
7 Sup(v)—(n/g)
fo = Soare

: return fv for all v € D

— = = e
w M2

Theorem 3 (Unbiasedness). The frequency estimates f, produced by Algo-
rithm 3 are unbiased, i.e., E[f,] = f, for allv € D.

Theorem 4 (Variance). The variance of the frequency estimates fv produced
by Algorithm 8 is identical to that of Algorithm 2, given by:

Var|[f,] = % <1 _ ;)2 + . (1 _pl_ %> (11)
n(r=3)

n(r=13)

4 Experimental Evaluation

In this section, we present the experimental evaluation of our Binomial-based
simulation methodologies (2-Binom and 3-Binom) by comparing them against
existing OLH simulations (Algorithm 1). Our evaluation has two main goals:
(i) to verify that the outputs of 2-Binom and 3-Binom are statistically indistin-
guishable from those of existing OLH simulations, and (ii) to demonstrate that
our methods achieve substantial execution time improvements.

4.1 Experiment Setup

All algorithms were implemented in Python. Simulations were performed on an
Intel Core i9-14900K CPU with 64 GB RAM, running Ubuntu 22.04.5 LTS. We
used four real-world datasets that are frequently used in the LDP literature:

Adult contains individuals’ census-related information'. We used the age
attribute as users’ values, which range from 17 to 90, yielding a domain of size
d = 74. The dataset contains n = 45,222 records.

! https://archive.ics.uci.edu/dataset/2/adult
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MSNBC consists of browsing activity logs of users who visited msnbc. com
on September 28, 19992. Each record corresponds to a sequence of page visits
for a user, where each visit is represented by a content category (e.g., news,
technology, weather, sports). The domain size is d = 17 categories. For each
user, we consider only the first entry in their sequence (i.e., the first visited
category) as their v,,. The population size is n = 989,818.

Kosarak is a clickstream dataset derived from a Hungarian online news
portal®. Each record represents the sequence of URLs visited by a user. Due to
the sparsity of many URLs, we restricted the domain to d = 128 most frequently
visited URLs. For users with multiple URLs, the URL with the highest frequency
in their sequence was selected as their v,.

BMS-POS comprises market basket transaction data collected from a large
electronics retailer, containing n = 500,000 transactions and 1,657 distinct items?.
We applied the same preprocessing procedure as in Kosarak, retaining the d =
256 most frequently purchased items.

Simulations were conducted for privacy budget values ¢ € {0.5, 1.0, 1.5, 2.0,
2.5, 3.0, 3.5, 4.0}. Execution time experiments are repeated 10 times, and the
estimation error and variance experiments are repeated 5,000 times to ensure
statistical significance.

4.2 Execution Time Experiments

OLH versus 2-Binom and 3-Binom. We evaluate the execution time of OLH
versus 2-Binom and 3-Binom across all four datasets and all € values. For each
configuration, we measure the total time over 10 simulation repetitions. The
results are reported in Table 1. It can be observed that 2-Binom and 3-Binom
achieve execution times multiple orders of magnitude lower than OLH, complet-
ing every configuration in under 5 milliseconds, while OLH ranges from seconds
to several minutes. For example, on the MSNBC dataset, OLH requires between
54 and 63 seconds, whereas 2-Binom and 3-Binom complete the same task in
under 0.5 milliseconds. On larger datasets such as BMS-POS and Kosarak, OLH
times exceed 3-4 minutes, whereas both Binomial methods still finish in well
under a second.

The results are consistent with the algorithms’ computational complexities.
OLH exhibits an O(nd) cost, causing execution time to increase with both the
number of users and the domain size. In particular, datasets with large do-
mains, such as BMS-POS and Kosarak, incur substantially higher runtimes than
MSNBC despite MSNBC having the largest population. In contrast, both Bi-
nomial methods have lower complexity. It should be noted that 3-Binom incurs
a small additional time overhead compared to 2-Binom due to the extra Bino-
mial draws per v € D, but the effect of this is very small. Overall, these results

2 https://archive.ics.uci.edu/dataset/133/msnbc+com+anonymous+web+data

3 https://www.philippe-fournier-viger.com/spmf/index.php?link=datasets.
php

4 https://github.com/cpearce/HARM/blob/master/datasets/BMS-P0S. csv
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Table 1. Total execution times (in seconds) for 10 repetitions across different ¢ values.

Dataset Method £=0.5 £=1.0 =15 £=2.0 £=2.5 £=3.0 =3.5 £=4.0

OLH 8.6496 8.3656 8.1026 7.8320 7.7127 7.6063 7.4373 7.3598
Adult 2-Binom 0.0008 0.0009 0.0008 0.0008 0.0008 0.0008 0.0008 0.0008
3-Binom 0.0012 0.0014 0.0013 0.0013 0.0013 0.0013 0.0012 0.0013

OLH 63.037 60.954 59.021 57.635 56.345 55.832 54.491 54.867
MSNBC  2-Binom 0.0004 0.0004 0.0004 0.0004 0.0004 0.0004 0.0004 0.0004
3-Binom 0.0004 0.0004 0.0004 0.0004 0.0004 0.0004 0.0004 0.0004

OLH 159.75 151.31 147.21 141.59 138.33 135.33 133.87 133.36
Kosarak  2-Binom 0.0015 0.0015 0.0015 0.0015 0.0015 0.0015 0.0015 0.0015
3-Binom 0.0018 0.0019 0.0019 0.0019 0.0019 0.0019 0.0018 0.0019

OLH 304.37 289.84 284.95 274.70 265.88 262.16 257.32 252.03
BMS-POS 2-Binom 0.0025 0.0025 0.0029 0.0025 0.0025 0.0027 0.0025 0.0025
3-Binom 0.0036 0.0036 0.0041 0.0036 0.0036 0.0036 0.0036 0.0036

demonstrate the substantial efficiency advantage of 2-Binom and 3-Binom over
existing OLH simulations.

Impact of parallelizing OLH. The previous experiments used the stan-
dard single-threaded OLH simulations as the baseline. To understand whether
the gap between OLH and our methods can be closed by parallelizing the OLH
simulations, we implemented a multi-threaded version of Algorithm 1 in which
the user population is partitioned into n disjoint chunks, and each chunk is as-
signed to a different CPU thread. Each thread independently computes Sup(v)
and fv for its population subset, and the results are combined at the end. We
report, execution times with n € {1,2,4,8,16} and € = 1 over 10 repetitions in
Table 2, where 2-Binom and 3-Binom remain single-threaded.

We observe that parallelization reduces OLH’s execution time, but its benefit
diminishes as more threads are added, and the reduction is not sufficient to
close the gap between OLH versus 2-Binom and 3-Binom. Even at n = 16, OLH
still requires several seconds to tens of seconds on every dataset, whereas single-
threaded 2-Binom and 3-Binom complete in well under a millisecond throughout.
Our methods therefore remain several orders of magnitude faster than OLH at
every thread count we tested.

Variability of execution times. To assess run-to-run variability and verify
the stability of the reported speedups, we measured the standard deviations of
execution times across 10 experiment repetitions. The full results are available
here due to the page limit; here, we briefly comment on the takeaways. We
observe that OLH exhibits low standard deviations across all configurations. This
stability is intuitive because each OLH run lasts several seconds, which reduces
the impact of transient system effects. In contrast, 2-Binom and 3-Binom exhibit
relatively larger standard deviations compared to their means. Our inspection
of individual runs showed that this is caused by a small number of isolated
slow executions. It should also be noted that microsecond-scale system-related
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Table 2. Total execution times (in seconds) for 10 repetitions at e = 1.0, comparing
2-Binom and 3-Binom against parallel OLH implementations across a varying number
of threads n. The 2-Binom and 3-Binom methods are single-threaded.

OLH (parallel, n threads) Binomial

Dataset n=1 n=2 n=4 n=8 n=16 2-Binom 3-Binom

Adult 8.55631 4.3803 2.6380 1.7852 1.4543 0.0005 0.0010
MSNBC 62.739 34.907 20.468 14.625 12.581 0.0002 0.0003
Kosarak 155.14 78.902 48.702 32.588  25.403 0.0009 0.0017
BMS-POS 304.15 154.50 91.823 65.495 52.596 0.0018 0.0034

Table 3. Memory consumptions (in MB) of simulations across different & values.

Dataset Method £=0.5 =10 e=1.5 £=2.0 £=2.5 ¢=3.0 £=3.5 £=4.0

OLH 3.8444 3.8434 3.8434 3.8433 3.8446 3.8435 3.8433 3.8435
Adult 2-Binom 0.0157 0.0151 0.0152 0.0158 0.0152 0.0158 0.0150 0.0151
3-Binom 0.0152 0.0157 0.0158 0.0157 0.0157 0.0151 0.0153 0.0157

OLH 83.591 83.591 83.593 83.591 83.591 83.593 83.590 83.591
MSNBC  2-Binom 0.0150 0.0150 0.0150 0.0152 0.0151 0.0151 0.0153 0.0153
3-Binom 0.0151 0.0150 0.0150 0.0152 0.0152 0.0151 0.0151 0.0153

OLH 42.138 42.140 42.138 42.142 42.138 42.140 42.140 42.138
Kosarak  2-Binom 0.0161 0.0161 0.0157 0.0157 0.0156 0.0161 0.0161 0.0154
3-Binom 0.0157 0.0160 0.0160 0.0161 0.0161 0.0162 0.0161 0.0161

OLH 42.143 42.139 42.143 42.139 42.139 42.139 42.143 42.139
BMS-POS 2-Binom 0.0165 0.0170 0.0171 0.0166 0.0164 0.0170 0.0170 0.0172
3-Binom 0.0166 0.0172 0.0169 0.0171 0.0170 0.0171 0.0165 0.0166

impacts are more pronounced in 2-Binom and 3-Binom, since their execution
times are on the order of microseconds. More importantly, considering that the
2-Binom and 3-Binom standard deviations are on the order of microseconds, the
observed standard deviations are far too small to account for the reported gains.
This supports the conclusion that the improvements arise from the proposed
algorithms rather than from measurement artifacts.

4.3 Memory Consumption Experiments

Beyond execution time, the memory footprint of simulations can also be im-
portant. We compare the peak memory of OLH against 2-Binom and 3-Binom
across all four datasets and ¢ values, measured using Python’s tracemalloc on a
preloaded dataset so that only the simulation phase is captured. The results are
given in Table 3. Across all datasets and privacy budgets, both Binomial meth-
ods consume several orders of magnitude less memory than OLH: every Binomial
configuration completes within tens of kilobytes, whereas OLH ranges from a few
megabytes on Adult to tens of megabytes on MSNBC. Importantly, the effect of
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n and d on OLH’s memory differs from their effect on its runtime. Algorithm 1
stores the report (a},, H,) of every user in L, giving O(n + d) memory which is
dominated by n. This is visible in the results: Kosarak and BMS-POS consume
a near-identical 42.14 MB memory despite their domains differing by a factor of
two (d = 128 versus d = 256), because both contain n = 500,000 users. On the
other hand, MSNBC is the most memory-intensive dataset due to its large n.
In contrast, 2-Binom and 3-Binom store only the per-value counts n, and
the support array, both of size d, so their memory is O(d). Consumption grows
only modestly from MSNBC (d = 17) to BMS-POS (d = 256), even though
MSNBC’s population is nearly twice as large. Unlike the execution time results,
2-Binom and 3-Binom are indistinguishable in memory, since the extra Binomial
draw in 3-Binom does not require much additional storage. All methods are
stable across varying e, confirming that 2-Binom and 3-Binom offer substantial
memory benefits compared to OLH, alongside their execution time benefits.

4.4 Comparison of Estimation Error

To verify that the outputs of 2-Binom and 3-Binom are statistically indistin-
guishable from those of existing OLH simulations, we compare their estimation
errors across all datasets and privacy budgets. We measure error using ¢; and
/5 distances between the estimated frequencies and the true frequencies:

¢y distance = Z\fv — fol ¢y distance = Z(f” — f)? (12)

veD veED

We report the results in Figure 1. It can be observed that the curves for
OLH, 2-Binom, and 3-Binom are nearly indistinguishable across all datasets
and privacy budgets, indicating that the proposed simulations accurately repro-
duce the behavior of OLH. For all methods, both ¢; and ¢y distances decrease
as ¢ increases, reflecting the reduction in perturbation noise and the resulting
improvement in estimation accuracy. Overall, the proposed methods achieve the
same estimation results as OLH while providing the substantial time savings
shown in Table 1.

To further examine the distributional similarity of the three methods, we use
kernel density estimation (KDE) to visualize the full distribution of ¢; and ¢
distances across the 5,000 repetitions at ¢ = 2.0. The resulting density plots are
shown in Figure 2, with ¢; distributions in the top row and /5 distributions in
the bottom row. In all plots, the three density curves for OLH, 2-Binom, and 3-
Binom overlap closely. This indicates that the distributions of estimation errors
produced by OLH, 2-Binom, and 3-Binom are nearly identical. Furthermore,
the KDE plots reveal that the distributions are approximately bell-shaped in all
datasets, with the three methods sharing the same center and spread. Any visi-
ble separation between the curves is minor and plausible due to the randomized
nature of OLH. The tightest agreement is observed on MSNBC (d = 17), where
the small domain causes each method’s per-repetition noise to be highly con-
centrated, while on BMS-POS and Kosarak the distributions are slightly wider
owing to the larger domains.
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Fig. 1. Average ¢1 and {2 estimation errors of OLH, 2-Binom, and 3-Binom across
varying € values. Datasets from left to right: Adult, MSNBC, Kosarak, BMS-POS.
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Fig. 2. KDE of ¢; and /2 distances across 5,000 repetitions at ¢ = 2.0. Datasets from
left to right: Adult, MSNBC, Kosarak, BMS-POS.

4.5 Comparison of Empirical Variance

Finally, we verify that OLH, 2-Binom, and 3-Binom agree in terms of per-value
variances. We perform 5,000 repetitions for each method at ¢ = 2.0 and compute
the empirical variance of fv for each v € D. The results are shown in Figure 3,
where domain values on the z-axis are sorted in descending order of their true
frequency f,, so that high-frequency values appear on the left and low-frequency
values on the right.

Across all four datasets, the empirical variance curves of OLH, 2-Binom, and
3-Binom track each other closely and follow the same decreasing trend. This is
consistent with our theoretical result in Section 3.3, and the fact that variance is
positively correlated with f,,. We note that the shapes of the variance curves may
differ across different datasets, which is caused by the frequency distributions of
the datasets. On MSNBC, the variance drops sharply from index 0 to index 2 and
then flattens into a nearly horizontal plateau, since the dataset has two dominant
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Fig. 3. Empirical variances of OLH, 2-Binom, and 3-Binom at £ = 2.0. Datasets from
left to right: Adult, MSNBC, Kosarak, BMS-POS.

categories whose high f, causes a distinctly elevated variance for those values.
On Kosarak and BMS-POS, the initial drop is steep but the curves decay more
gradually over the wider domain, reflecting the long-tail frequency distribution
of the datasets. On Adult, the decay is more gradual and uniform, consistent
with the smoother age distribution in that dataset.

Overall, in all cases, the empirical variance curves of 2-Binom and 3-Binom
closely follow those of OLH. This confirms that both methods preserve not only
the mean estimation accuracy of OLH but also its per-value variances, providing
empirical validation of the theoretical guarantees established in Section 3.3.

5 Related Work

LDP has been an active area of research [6,20], with several frequency estimation
protocols proposed and studied in the literature, including Generalized Random-
ized Response (GRR) [11], RAPPOR [9], Optimized Unary Encoding (OUE),
and Optimized Local Hashing (OLH) [15]. Among them, OLH is particularly
attractive for large d due to its per-user communication cost and optimized vari-
ance, and it has become one of the most widely adopted protocols in the LDP
literature. For example, Wang et al. [16,17] used OLH in frequent itemset mining
and heavy hitter identification. Cormode et al. [7] proposed methods for hierar-
chical range query answering via LDP frequency estimators such as OLH. Xu et
al. [18] used OLH for analyzing data jointly from multiple services under LDP.
Qian et al. [14] used OLH for multi-dimensional value collection under LDP. Xu
et al. [19] proposed MLPKYV for private key-value data collection using OLH.

There were also studies conducted regarding the fairness and adversarial
robustness aspects of LDP protocols, including OLH. Gursoy et al. [10] analyzed
protocols, including OLH, from a Bayesian adversarial perspective. Arcolezi et
al. [3] demonstrated the risks of collecting multidimensional data under LDP and
used OLH as one of the protocols. Cao et al. [5] demonstrated data poisoning
attacks on LDP protocols, and used OLH as one of the protocols. Balioglu et
al. [4] specifically studied OLH by focusing on the privacy and poisoning-related
impacts of hash function choice. Many other works can also be found which
utilize OLH; thus, many works would benefit from our contribution of increasing
the speed of OLH simulations.

Several simulation and benchmarking platforms for LDP protocols have been
developed. Cormode et al. [8] introduced PURE-LDP, a Python benchmarking
package implementing OLH, OUE, and other protocols. Arcolezi et al. [1] devel-
oped MULTI-FREQ-LDP, a toolkit supporting one-time, multidimensional, and
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longitudinal frequency estimation with local hashing. Arcolezi and Gambs [2]
built LDP-Auditor, a framework for empirically auditing the privacy loss of LDP
protocols through distinguishability attacks across eight frequency estimation
protocols. Khodaie et al. [13] introduced a benchmarking platform evaluating
LDP protocols and post-processing methods across multiple datasets and util-
ity metrics. The existing OLH implementations in all of these platforms follow
the standard O(nd) simulation approach; our proposed method can serve as a
drop-in replacement to improve their execution times.

Finally, our work builds on Karatas and Gursoy [12], who proposed Binomial
modeling for bitvector-based LDP protocols (RAPPOR and OUE), reducing
their simulation complexity from O(nd) to O(n + d). Extending their approach
to OLH is non-trivial, as OLH has a different perturbation mechanism: users
whose true value differs from v can contribute to Sup(v) through either a hash
collision or a perturbation event, requiring a distinct Binomial decomposition.

6 Conclusion

In this paper, we addressed the O(nd) simulation cost of OLH, a widely used
hash-based LDP protocol, by introducing two Binomial-based simulation algo-
rithms: 2-Binom and 3-Binom. Our algorithms replace user-by-user simulation
with draws from a small number of Binomial random variables, reducing com-
plexity to O(n+d) and potentially further to O(d) per repetition when counts are
precomputed. We formally proved that both algorithms yield unbiased frequency
estimates and carry variance identical to that of the original OLH simulation.
Our algorithms were also validated empirically using four real-world datasets
and a range of € budgets. Results show that 2-Binom and 3-Binom match the
estimation results of standard OLH simulation while reducing execution times
from several minutes to milliseconds. In future work, we plan to incorporate 2-
Binom and 3-Binom into LDP benchmarking platforms and apply the speedup
to downstream OLH-based applications.
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Abstract. Federated Learning (FL) enables collaborative model train-
ing without direct access to decentralized client data but because of the
shared global model it still remains vulnerable to privacy leakage. In this
work, we study post-hoc data reconstruction attacks, where an adversary
recovers training data using only the final trained global model under
heterogeneous (non-I1ID) data distributions across clients. We propose
an anchor-guided reconstruction framework that initializes reconstruc-
tion from partially preserved regions of auxiliary images, referred to as
anchors, rather than from random noise, and further guides optimiza-
tion using auxiliary feature priors. Our method realy solely on the global
model without accessing the client data, updates or training dynamics.
We evaluate the framework on CIFAR-10, a standard 10-class image clas-
sification benchmark, across multiple heterogeneity regimes ranging from
IID to extreme non-IID settings. Results showed that moderate non-11D
settings produced the highest reconstruction fidelity and semantic con-
sistency whereas extreme non-IID settings reduce reconstruction quality
primarily because of reduced model quality rather than enhanced pri-
vacy. Overall, our results reveal a non-monotonic relationship between
data heterogeneity and privacy leakage under the evaluated CIFAR-10
FL setting, showing that federated models retain recoverable training
information under strong distribution shifts.

Keywords: Federated Learning - Data Privacy - Model Inversion - Re-
construction Attack

1 Introduction

Federated Learning (FL) is a promising paradigm for collaborative model train-
ing that avoids centralizing sensitive user data [26,13]. In cross-device FL, each
client trains their own model using private data and sends the update to a cen-
tral server that combines it into a global model. This decentralized approach is
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increasingly adopted in privacy-sensitive domains such as healthcare, mobile ap-
plications, and personalized recommendation systems [4,14]. Despite its privacy-
preserving motivation, FL. does not necessarily provide data privacy on its own.
Information regarding the local training data may be embedded within the model
updates, which can then be used by adversaries who monitor the training pro-
cess [22,7]. Privacy risks include membership inference [20], attribute inference,
and data reconstruction attacks, challenging the assumption that FL alone en-
sures privacy [18,19]. It is, therefore, essential to analyze these threats in practical
deployment scenarios, especially those involving heterogenous client datasets.

A key challenge in understanding privacy leakage arises from non-independent
and identically distributed (non-IID) client data, which naturally results from
differences in user behavior, environments, and device usage [27]. Such hetero-
geneity affects model convergence, accuracy, and learned representations [28,1],
potentially changing the information retained by the global model and its suscep-
tibility to recomnstruction attacks. Therefore, evaluating different heterogeneity
levels is important for understanding privacy leakage under realistic FL condi-
tions. Existing reconstruction attacks in FL primarily rely on gradient leakage,
feature matching, or optimization-based inversion techniques [6,5,10]. These at-
tacks have shown that shared gradients and updates may leak confidential train-
ing data. However, such approaches can suffer from unstable optimization and
limited semantic consistency [10]. For example, reconstruction from purely ran-
dom initialization often yields semantically weak results, especially under non-
IID data distributions commonly observed in practice [23].

In this work, we focus on a post-hoc reconstruction setting: the attack oc-
curs after federated training, and the adversary has access only to the final global
model, not client gradients, updates, or training information. This lets us study
how much private information remains embedded in the deployed model inde-
pendently of the training process. We introduce an anchor-guided reconstruction
framework, where an “anchor” is an auxiliary image from the same semantic
domain that provides partial visual and feature-space guidance. Rather than
starting from random noise, our approach initializes reconstruction using par-
tially preserved anchor regions combined with stochastic noise. By combining
internal feature representations, Batch Normalization statistics, perceptual con-
sistency, and anchor-preservation constraints, this strategy guides optimization
toward realistic, class-representative reconstructions. We evaluate our method on
CIFAR-10, a standard 10-class image classification benchmark, under IID, mild
non-IID, strong non-IID, and extreme non-IID settings. Our results show that
anchor initialization and feature-bank guidance, which uses auxiliary model rep-
resentations as semantic priors, primarily improve reconstruction quality, while
multi-anchor aggregation improves consistency across anchor locations. Existing
work has largely focused on IID or mildly non-I1ID conditions, leaving recon-
struction attacks under stronger heterogeneity insufficiently understood. Our
findings show that model representations retain recoverable information even
under highly heterogeneous training conditions, highlighting persistent privacy
risks. The main contributions of this paper are summarized as follows:
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1. We conduct a systematic study of privacy leakage in FL across multiple het-
erogeneity regimes ranging from IID to extreme non-IID settings, revealing
an underexplored non-monotonic relationship between data heterogeneity
and reconstruction vulnerability within the evaluated experimental setting.

2. We propose an anchor-guided reconstruction framework for post-hoc global
model inversion that combines partial-anchor initialization, auxiliary feature-
bank guidance, and multi-objective optimization using only the final trained
global model.

3. We demonstrate that reconstruction fidelity peaks under strong non-IID con-
ditions rather than under IID or extreme non-IID settings, challenging the
assumption that increasing heterogeneity inherently improves privacy.

4. Through quantitative evaluation, statistical significance testing, ablation
studies, and qualitative analysis, we show that federated models retain se-
mantically meaningful information about training data even when adver-
saries have no access to gradients, local updates, or training dynamics.

The remainder of this paper is organized as follows. Section 2 reviews prior work
on FL and privacy leakage. Section 3 defines the adversarial assumptions con-
sidered in this work. Section 4 presents the proposed reconstruction framework.
Section 5 describes the experimental setup and results. Section 6 discusses the
implications of the findings, Section 7 outlines limitations and future work, and
Section 8 concludes the paper.

2 Related Work

Federated Learning under Data Heterogeneity. FL enables multiple clients to col-
laboratively train a shared global model without exchanging raw data [13,17].
Federated Averaging (FedAvg) is the most widely used optimization method due
to its simplicity and communication efficiency [21]. However, its performance de-
grades significantly under non-IID data distributions, which naturally arise from
differences in user behavior, device characteristics, and data availability [27]. To
simulate such conditions, prior work commonly uses Dirichlet-based partitioning,
where the concentration parameter « controls the degree of heterogeneity [11].
To mitigate performance degradation, several optimization techniques have been
proposed, including proximal regularization methods such as FedProx [15] and
variance reduction approaches based on control variates [12]. While these meth-
ods improve convergence and model utility, their privacy implications remain
less explored.

Privacy Leakage in Federated Learning. Even though FL does not disclose the
raw data, there is a possibility of leakage through model parameters and updates.
This is because membership inference attacks and attribute inference attacks
have been proposed previously, where the former attack determines whether a
given sample is used in the training phase [2]|, and attribute inference attacks
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recover statistical properties of client datasets [16]. The severity of leakage de-
pends on multiple factors, including model architecture, optimization dynam-
ics, and attacker assumptions [22,7]. However, despite increasing efforts towards
studying privacy leakage in FL, most existing studies consider a limited level of
heterogeneity in their experiments. As a result, the impact of realistic non-I11D
distributions on privacy leakage remains insufficiently understood.

Reconstruction Attacks. The most serious privacy concerns associated with FL
include reconstruction attacks, which seek to recover training data by exploiting
gradients, model parameters, or intermediate representations. Initial attempts
like Deep Leakage from Gradients (DLG) [29] along with more recent techniques
based on gradient matching and optimization-based inversion [8,3] demonstrated
that perfect reconstructions could be achieved with minimal information leakage.

More recently, optimization-based model inversion methods have explored
post-hoc reconstruction directly from trained models without requiring access
to gradients or client updates. For example, DeepInversion [25] synthesizes rep-
resentative images by optimizing random noise using Batch Normalization statis-
tics and prediction consistency encoded in a pretrained model. While such ap-
proaches demonstrate that trained models retain recoverable semantic informa-
tion, they typically initialize reconstruction from random noise and focus on
image synthesis or knowledge distillation rather than analyzing privacy leakage
under heterogeneous FL settings.

Later studies extended reconstruction attacks to FL by exploiting correla-
tions between client updates and local data distributions [19,9]. Additional work
further explored reconstruction under partial observability and aggregated up-
dates [24].

Limitations in Prior Work. Existing studies of FL privacy leakage exhibit three
main limitations. First, most evaluations focus on IID or a single heterogeneity
level, limiting understanding under realistic non-I1ID conditions. Second, recon-
struction quality is often measured primarily by optimization success, without
sufficient emphasis on semantic consistency and stability. Third, relatively little
attention has been given to post-hoc reconstruction attacks that rely solely on
the final deployed global model without requiring gradients, client updates, or
training dynamics.

However, existing reconstruction methods either assume access to gradients,
client updates, intermediate activations, or other training-time information, or
focus on generic optimization-based inversion without considering heterogeneous
FL settings. Such assumptions are not always realistic once federated training has
completed and only the deployed global model remains available. In contrast, we
consider a strictly post-hoc threat model in which the adversary has access only
to the final trained global model. Rather than proposing reconstruction solely as
an end goal, we use it as an empirical tool to investigate how data heterogeneity
influences model invertibility and privacy leakage across FL deployments.
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Fig. 1. FL threat model. After training, either the server or a participating client may
act as a post-hoc adversary with white-box access to the final global model.

3 Threat Model and Attack Setting

We consider the FL setting illustrated in Figure 1. A central server coordinates
training across K distributed clients, where each client & holds a private dataset
Dy.. Clients perform local optimization and periodically send model updates to
the server, which aggregates them using FedAvg. Raw training data never leaves
client devices.

3.1 Adversary and Data Assumptions

We consider a post-hoc adversary, either the server or a participating client,
with white-box access to the final trained global model fy, including all model
parameters, Batch Normalization statistics, and intermediate feature represen-
tations, as well as the ability to query the model for output logits given ar-
bitrary inputs. The adversary has no access to other clients’ private datasets,
local gradients or model updates, optimizer states, or any intermediate training-
time information. This setup isolates privacy leakage originating from the final
global model parameters, rather than from client updates or training dynamics.
Client data distributions are either IID or non-IID. We model heterogeneity us-
ing Dirichlet partitioning [11], where client class proportions are sampled from
a Dirichlet distribution controlled by concentration parameter «; smaller a pro-
duces more skewed client distributions. This assumption is consistent with prior
data-assisted model inversion and representation-guided reconstruction litera-
ture, where publicly available data from the same semantic domain is used as a
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Fig.2. Overview of the proposed anchor-guided reconstruction framework. Yellow
blocks denote the stages of the reconstruction pipeline, while blue blocks denote the
trained global model and the final evaluation/retrieval stage.

weak prior rather than as a source of private information. The auxiliary dataset
is disjoint from all client training data and serves only to provide semantic initial-
ization and feature-space guidance. Consequently, any successful reconstruction
reflects information retained by the trained global model rather than direct ac-
cess to private client samples. The auxiliary dataset is used to construct the
feature bank described in Section 4.

Attack Objective. The adversary’s objective is to reconstruct class-representative
inputs by minimizing the multi-objective loss defined in Section 4.

4 Methodology

This section presents the proposed anchor-guided reconstruction framework for
FL under the post-hoc threat model defined in Section 3. Given a trained global
model fp and an auxiliary dataset drawn from the same semantic domain, our
goal is to reconstruct class-representative inputs by optimizing directly in the
input space.

Our framework consists of three stages: (i) construction of an auxiliary fea-
ture bank, (ii) anchor-based initialization via stochastic masking, and (iii) multi-
objective optimization-based reconstruction. An overview is illustrated in Fig-
ure 2. The attacker constructs a feature bank from auxiliary data and uses it
for anchor selection and initialization. The reconstructed inputs are then refined
via gradient-based optimization under multiple model-consistency constraints.

4.1 Anchor-Guided Reconstruction Framework

Auzxiliary Feature Bank Construction. We construct a feature bank using
an auxiliary dataset drawn from the same semantic domain as the FL task.
The dataset is independent of all client training data and serves solely as prior
knowledge.
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Algorithm 1 Anchor-Guided Federated Model Reconstruction

Require: Global model fy, feature bank B, target classes C, samples per class N,
number of anchors per sample A, optimization steps 7', restarts R

Ensure: Reconstructions &

1: for each class c € C do

2 for each sample index i = 1,..., N do

3 construct anchor set A.; from B

4 for each anchor z, € A.; do
5: for each restart r =1,..., R do
6.
7
8

sample binary mask M
sample noise x,
o+ MOz, +(1—M)Oz,

9: initialize u < xo
10: fort=1,...,7 do
11: z + o(u)
12: compute L(z; fo)
13: u < u—nV,L()
14: end for
15: compute score s < fo(z)c
16: store e ia,r ¢ T
17: end for
18: end for
19: select final reconstruction:
20: Te,i ¢ arg MaXee (i, o4} fo(z)e
21: end for
22: end for

Each auxiliary sample x; is processed using the frozen global model fy to
extract intermediate and output representations:

zi = ¢g(x;), pi = fo(xi),

where ¢g(-) denotes the penultimate-layer feature extractor. The resulting fea-
ture bank is defined as:

B = {(xiaziapi)}i]il'
This bank encodes semantic class structure and is used for anchor selection
during reconstruction.

Partial- Anchor Initialization. To improve optimization stability, reconstruc-
tion is initialized using an anchor sample z, selected from the feature bank.
Instead of directly using the anchor, we apply stochastic spatial masking:

xo=MQOuz,+(1—-M)Oz,,

where x,, is randomly sampled noise used only in the masked regions and M is a
binary mask selecting the regions preserved from anchor x,. This preserves par-
tial semantic content while introducing diversity for optimization. We optimize
a reparameterized variable w, initialized as uy = zg, such that z = o(u) maps
the latent variable to the image space.
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Multi-Objective Reconstruction. Given initialization xq, reconstruction is
formulated as:
& = argmin L(z; fo),
x

where the objective combines multiple model-consistency and prior constraints:
£($) = £ce + )\bn['bn + /\fﬁfeat + /\p[-:perc + )\tv['t'u + Ac['color + Aa‘canchor-

Herea Lcea ‘Cbna ‘Cfeata ﬁperca Etva ﬁcolom and Eanchor denote classiﬁcation,
Batch Normalization, feature consistency, perceptual, total variation, color regu-
larization, and anchor preservation losses, respectively; Ayn, Af, Ap, Ato, Ac, and
Ao control their relative contributions.

4.2 Optimization Procedure

Optimization is performed via gradient descent in the input (reparameterized)
space. At iteration ¢, the input is updated as:

mt — O'(Ut), ut+1 — ut _ ’I7vut£($t).

where o(-) maps the optimization variable to valid image space. Multiple ran-
dom restarts are employed to mitigate local minima sensitivity. At each restart,
optimization is performed independently, and the final reconstruction is selected
based on maximum target-class confidence under fy. The full procedure, includ-
ing anchor selection, initialization, optimization, and restart-based selection, is
summarized in Algorithm 1. The reconstruction requires O(|C|NART) opti-
mization iterations, where |C|, N, A, R, and T denote the numbers of classes,
samples, anchors, restarts, and optimization steps, respectively; thus, the cost
scales linearly with each parameter.

5 Experimental Results

We evaluate four heterogeneity regimes: E1 (IID), E2 (mild non-IID), E3 (strong
non-I1ID), and E4 (extreme non-I1ID). For each setting, we reconstruct sam-
ples from all CIFAR-10 classes using multiple anchor positions, yielding a to-
tal of 100 reconstructions per experiment. We evaluate reconstructions using
MSE (lower is better), SSIM (higher is better), feature distance (lower indicates
greater feature similarity), and and Unique Nearest (lower indicates stronger
concentration around fewer training samples). All settings use the same CIFAR-
adapted ResNet-34 and training configuration: 10 clients, 100 rounds, 3 lo-
cal epochs, batch size 128, SGD (n = 0.05, momentum = 0.9, weight decay
=5 x 107%), and 60% client participation. Only data partitioning varies across
E1-E4 (o = 00,0.5,0.3,0.1), with no setting-specific tuning. The federated mod-
els used for reconstruction achieved classification accuracies of 94.11%, 93.18%,
89.51%, and 65.39% under E1-E4, respectively. To support reproducibility, the
complete implementation, experimental configurations, and analysis scripts are
publicly available at: https://github.com/imhamzasajjad/anchor_guided_
fl_reconstruction.

76



The Privacy Peak: Non-Monotonic Leakage in Federated Learning 9

Table 1. Results are reported as mean + standard deviation (SD), together with the
corresponding 95% confidence intervals (CI) of the estimated mean (N = 100).

Setting Metric Mean + SD 95% CI
MSE 0.01323 £ 0.00556 [0.01213, 0.01433]
El SSIM 0.69808 £ 0.09616 [0.67900, 0.71716]
Feature Distance 0.31286 + 0.08546 [0.29590, 0.32982]
Unique Nearest 1.55+0.95 [1.36, 1.74]
MSE 0.01434 £ 0.00750 [0.01285, 0.01583]
B2 SSIM 0.70477 £ 0.10810 [0.68332, 0.72622]
Feature Distance 0.36841 4+ 0.14018 [0.34060, 0.39623]
Unique Nearest 1.59 £ 1.00 [1.39, 1.79]
MSE 0.01011 £ 0.00577 [0.00896, 0.01125]
B3 SSIM 0.74033 £ 0.10346 [0.71980, 0.76086]
Feature Distance 0.22329 + 0.07368 [0.20867, 0.23791]
Unique Nearest 1.20 +0.49 [1.10, 1.30]
MSE 0.03111 £ 0.01523 [0.02809, 0.03413]
o SSIM 0.53105 £ 0.14430 [0.50242, 0.55969]

Feature Distance
Unique Nearest

0.17414 £ 0.08665
1.76 £ 0.83

[0.15694, 0.19133]
[1.60, 1.92]

5.1 Reconstruction Fidelity and Leakage Trends

Across all settings, reconstruction fidelity varies significantly with data hetero-
geneity. Table 1 reports reconstruction consistency metrics across heterogeneity
settings, including the mean, standard deviation, and the corresponding 95%
confidence intervals (CI) of the estimated mean performance.

Strong non-IID setting (E3) achieves the lowest Mean Squared Error (MSE)
(0.01011) and the highest Structural Similarity Index (SSIM) (0.74033), indicat-
ing superior pixel-level accuracy and structural preservation compared to other
settings. The reduced feature distance further suggests that reconstructions in
E3 are semantically closer to their original inputs. In contrast, extreme non-
IID (E4) leads to degraded pixel-level quality, suggesting unstable optimization
dynamics. Leakage-level classification further supports this trend, with E3 ex-
hibiting the highest proportion of high-leakage reconstructions, while E4 shifts
toward medium and low leakage cases.

To facilitate interpretation, we categorize reconstruction groups into leakage
levels using anchor-consistency statistics derived from multiple anchor-guided
reconstructions of the same target class. A reconstruction group is classified as
High Leakage when the mean pairwise SSIM among generated samples is at least
0.70, the number of unique nearest-neighbour training images is at most two, and
the mean pairwise feature distance does not exceed 1.00. A reconstruction group
is classified as Medium Leakage when the mean pairwise SSIM is at least 0.45,
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the number of unique nearest-neighbour training images is at most three, and
the mean pairwise feature distance does not exceed 1.60. All remaining groups
are classified as Low Leakage. These thresholds are applied uniformly across all
heterogeneity settings. The threshold values were selected empirically through
exploratory analysis of the anchor-consistency distributions and visual inspec-
tion of reconstructed samples. Their purpose is not to define universal privacy
categories, but rather to provide a consistent and interpretable framework for
comparing leakage behaviour across federated heterogeneity regimes. Leakage-
level classification in Table 2 further supports these observations. E3 exhibits
the highest proportion of high-leakage reconstructions (66%), indicating stronger
semantic concentration and more stable reconstructions under strong non-IID
conditions. In contrast, E4 shifts toward medium and low leakage (54% and
36%, respectively), suggesting that extreme heterogeneity disrupts optimization
stability and reduces the highly confident reconstructions.

Table 2. Leakage-level distribution (%) across heterogeneity settings. Each entry rep-
resents the proportion of reconstructed samples classified as high, medium, or low
leakage based on reconstruction consistency metrics.

Setting High (%) Medium (%) Low (%)

El 52.0 42.0 6.0
E2 48.0 42.0 10.0
E3 66.0 34.0 0.0
E4 10.0 54.0 36.0

5.2 Statistical Significance of Heterogeneity Effects

To assess whether the observed differences across heterogeneity regimes are sta-
tistically meaningful, we perform Welch’s t-tests on per-sample reconstruction
metrics, specifically SSIM and feature distance. These metrics capture both
pixel-level similarity and semantic consistency of reconstructions. As shown in
Table 3, E3 exhibits statistically significant differences compared to both E1 and
E2 in SSIM and feature distance. We use a significance threshold of p < 0.05.
In particular, higher SSIM and lower feature distance in E3 indicate that re-
construction quality improvements under strong non-IID conditions are unlikely
to be due to random sampling variation. These results provide statistical sup-
port for the claim that data heterogeneity significantly influences reconstruction
stability and fidelity.

5.3 Class-wise Sensitivity Analysis

We further analyze reconstruction sensitivity at the class level to understand
how semantic content influences privacy leakage. Results indicate that leakage is
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Table 3. Welch’s t-test comparing E3 against E1 and E2 using per-sample SSIM and
feature distance (N = 100 per setting).

Comparison Metric p-value
E3 vs E1 SSIM 0.004
E3 vs E1 Feature Distance < 0.001
E3 vs E2 SSIM 0.018

E3 vs E2 Feature Distance < 0.001

strongly class-dependent and varies across heterogeneity settings. In E3, classes
such as aeroplane and deer exhibit higher reconstruction variability, while horse
remains stable. Under extreme non-IID conditions (E4), reconstruction perfor-
mance varies across classes, with bird exhibiting high feature distance. These
trends suggest that reconstruction vulnerability is jointly determined by class
semantics and data partitioning, rather than heterogeneity alone.

Table 4. Hardest and easiest classes under each setting, measured by mean feature
distance (N = 100 per setting).

Setting Hardest Feature Distance Easiest Feature Distance

El bird 0.4145 ship 0.2561
E2 dog 0.6890 cat 0.2609
E3 airplane 0.3012 horse 0.1664
E4 bird 0.3046 frog 0.0873

5.4 Ablation Study

In order to assess the contribution of the important parts of the proposed frame-
work, we consider anchor-based initialization and the use of feature banks in
our experiments. The results of experiments performed for each heterogeneity
case are provided in Table 5. Random initialization represents the conventional
optimization strategy adopted by existing optimization-based inversion meth-
ods, where reconstruction begins from noise without semantic priors. Compared
with this baseline, the proposed anchor-guided framework substantially improves
reconstruction quality across all heterogeneity settings. Furthermore, removing
the feature bank consistently degrades performance, demonstrating that both
anchor-guided initialization and auxiliary feature guidance contribute to the
overall effectiveness of the proposed framework.

5.5 Qualitative Reconstruction Results

Figure 3 presents qualitative reconstructions across heterogeneity settings. Re-
constructions consistently preserve class semantics and remain stable across dif-
ferent anchor positions, indicating strong convergence behavior of the global
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Table 5. Ablation study across heterogeneity settings comparing random initializa-
tion, anchor-based reconstruction without feature-bank guidance, and the full anchor-
guided framework.

Experiment Method MSE SSIM Feature Distance Unique Nearest
E1l Random Init 0.0628 0.0826 1.5128 1.00
E1l No Feature Bank 0.0655 0.1194 2.8718 2.56
E1l Full Method 0.0309 0.5166 1.5942 1.42
E2 Random Init 0.0678 0.1041 1.6942 1.00
E2 No Feature Bank 0.0663 0.1205 3.0111 2.52
E2 Full Method 0.0349 0.4963 1.6505 1.48
E3 Random Init 0.0514 0.0907 1.4547 1.00
E3 No Feature Bank 0.0549 0.1794 2.5508 2.08
E3 Full Method 0.0226 0.6385 1.4755 1.22
E4 Random Init 0.0609 0.0834 1.9147 1.00
E4 No Feature Bank 0.0626 0.1103 2.2731 1.66
E4 Full Method 0.0582 0.1369 1.9941 1.70

model. These qualitative results are consistent with quantitative observations,
indicating that federated models retain recoverable semantic information even
under heterogeneous training conditions.

6 Discussion

This section interprets the empirical findings and examines how data hetero-
geneity influences privacy leakage in FL under a post-hoc reconstruction threat
model. Rather than treating reconstruction quality as an absolute metric, we an-
alyze it as an indicator of the structure and stability of representations learned
by the global model. Throughout this paper, privacy leakage is operational-
ized through reconstruction fidelity and semantic consistency metrics. These
measures do not directly quantify information-theoretic privacy loss; rather,
they serve as empirical indicators of recoverable information retained within
the trained global model. Consequently, stronger reconstruction performance is
interpreted as evidence of increased leakage under the considered threat model.

Non-monotonic effect of data heterogeneity. A key observation from our
experiments is that privacy leakage exhibits a non-monotonic relationship with
data heterogeneity. Across our experiments, the strongest reconstruction per-
formance is observed under strong non-IID conditions (E3), rather than under
IID (E1), mildly non-IID (E2), or extreme non-IID (E4) regimes. In this set-
ting, the global model appears to learn representations that are both stable and
highly class-consistent, which in turn makes them more amenable to inversion
through gradient-based reconstruction. In contrast, IID and mildly heteroge-
neous settings produce comparatively weaker reconstruction signals, suggest-
ing less structured feature alignment across classes. This indicates that neither
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Fig. 3. Representative anchor-guided reconstructions across four data-heterogeneity
settings (E1-E4). Each panel shows five anchor locations and their corresponding re-
constructions and nearest CIFAR-10 training samples. As different classes are shown
across settings, the figure illustrates robustness to anchor placement rather than a con-
trolled class-wise comparison.

fully homogeneous nor highly fragmented data distributions maximize vulnera-
bility; instead, an intermediate regime induces the most favorable conditions for
reconstruction-based attacks.

Reconstruction stability and leakage. Our results associate stronger leak-
age with more consistent reconstructions, as reflected by higher SSIM, lower
feature distance, and the larger proportion of high-leakage cases observed in E3.
In E3, higher SSIM and lower feature distance indicate that the optimization
converges to more structurally and semantically consistent reconstructions. The
proposed reconstruction framework amplifies this effect by leveraging auxiliary
feature priors and anchor-based initialization. This approach limits optimization
to well-structured areas of the learned manifold, thus guaranteeing stable and
semantically consistent reconstructions.

Effect of extreme heterogeneity. When facing extremely non-IID conditions
(E4), there is a significant loss of reconstruction performance in both pixel-level
similarity and structural consistency. However, this degradation does not in-
dicate improved privacy. The federated model trained under E4 also exhibits
a substantial reduction in classification accuracy relative to the other hetero-
geneity settings, suggesting weaker representational capacity and reduced model
utility. Therefore, we can assume that this performance decline is most likely
associated with poor feature learning rather than information irrecoverability.
It should be noted that feature-space similarity remains relatively strong, in-
dicating that semantic information is still partially preserved even when visual
quality deteriorates.
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Class-dependent vulnerability. We further observe that vulnerability due to
reconstruction is highly diverse across the different types of semantic classes.
Feature-space reconstruction quality varies across classes and heterogeneity set-
tings, indicating class-dependent sensitivity to data partitioning. These differ-
ences suggest that class semantics interact with data partitioning strategies to
shape privacy leakage patterns. In extreme non-IID regimes, this imbalance be-
comes more pronounced, with certain classes degrading more severely than oth-
ers. This indicates that heterogeneity amplifies existing disparities in represen-
tation quality across categories.

Implications for federated learning security. Overall, our findings show
that increasing data heterogeneity does not monotonically reduce reconstruction
leakage under the evaluated post-hoc attack. Within our experimental setting,
strong non-IID training (E3) yields the highest overall reconstruction fidelity,
although individual metrics do not always rank all heterogeneity levels identi-
cally. This has important implications for privacy evaluation in FL. In particular,
benchmarking should not rely solely on IID or highly skewed settings, as these
may underestimate the true privacy risk. Even under strict post-hoc constraints
where the adversary has access only to the final global model, significant infor-
mation leakage persists through learned representations.

These results highlight the need for stronger privacy mechanisms that explic-
itly account for information encoded in model parameters, rather than focusing
solely on training-time leakage channels.

7 Limitations and Future Work

While the proposed anchor-guided reconstruction framework demonstrates con-
sistent performance across heterogeneous federated settings, we highlight several
controlled design choices that define the scope of this study and suggest direc-
tions for future extensions.

First, our evaluation is conducted on CIFAR-10, which provides a standard
benchmark for FL and reconstruction-based attacks. Although CIFAR-10 pro-
vides a controlled benchmark for systematically studying the effect of data het-
erogeneity, validating whether the observed non-monotonic leakage pattern gen-
eralizes to more complex datasets remains an important direction for future
work. Extending the analysis to datasets such as CIFAR-100, Tiny-ImageNet,
or domain-specific datasets would help assess the generality of the observed be-
havior. Second, the proposed reconstruction framework relies on an auxiliary
feature bank constructed from publicly available data drawn from the same
semantic domain as the target task. While consistent with prior representation-
guided inversion methods, this introduces a domain-level prior that may not be
available in data-scarce settings. Exploring alternatives that remove or learn this
prior in a data-free setting remains an open direction for future work. Finally,
the observed heterogeneity-leakage relationship is specific to the considered re-
construction framework and metrics; evaluating its generality across alternative
post-hoc attacks, privacy measures, and model families remains future work.

82



The Privacy Peak: Non-Monotonic Leakage in Federated Learning 15
8 Conclusion

We studied post-hoc data reconstruction attacks in FL under varying degrees of
data heterogeneity, focusing on a strict threat model where the adversary has
access only to the final global model. We proposed an anchor-guided reconstruc-
tion framework that combines partial-anchor initialization with auxiliary feature
priors to improve inversion quality without requiring access to client updates
or training trajectories. Ablation results confirm that anchor initialization and
feature-bank guidance both contribute substantially to reconstruction fidelity
and semantic consistency. Under the evaluated attack and metrics, reconstruc-
tion exhibits a non-monotonic trend: strong non-IID training yields the highest
reconstruction fidelity, whereas extreme non-IID training reduces reconstruction
effectiveness alongside substantially lower model accuracy. This research there-
fore shows that federated models can still retain much of the information about
their training data even when working in realistic non-IID settings.
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Abstract. Privacy-preserving machine learning inference via homomor-
phic encryption (HE) enables a server to evaluate a model on encrypted
client data without accessing plaintext inputs. Decision trees are at-
tractive for this setting, but their discontinuous comparisons and data-
dependent branches are difficult to evaluate with the arithmetic sup-
ported by CKKS. We study this problem by combining the existing
HBDT-SuMPATH traversal with SOFTSTEP polynomial comparisons.
We introduce a Soft-Adaptive degree-assignment strategy in which each
internal node receives a polynomial degree according to its calibrated
decision difficulty. We further provide a precision-impact analysis that
separates polynomial-approximation loss from additional CKKS-induced
loss and bounds their propagation through SumMPATH scores. The end-
to-end implementation uses Microsoft SEAL v4.1.2 at 128-bit security.
The evaluation covers seven single-tree benchmarks and a random-forest
extension on the cybersecurity workloads Road and Website Phishing.
Adaptive HE matches adaptive cleartext on all retained single-tree runs;
the remaining losses on Iris, Wine, and Website Phishing are therefore at-
tributable to polynomial approximation. Road RF and Website Phishing
RF preserve their retained cleartext accuracy under encrypted evalua-
tion. These results show that precision depends strongly on workload
and decision margins, while the forest experiments provide an initial
scalability stress test.

Keywords: Homomorphic Encryption - CKKS - Decision Tree - Ran-
dom Forest - Privacy-Preserving Inference - Polynomial Approximation
- Data Privacy

1 Introduction

The growing adoption of Machine Learning as a Service (MLaaS) raises a fun-
damental privacy challenge: clients often submit sensitive inputs to a service
provider in order to obtain predictions. In healthcare, finance, mobility, and cy-
bersecurity, these inputs may contain confidential or regulated information. Pri-
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vate inference addresses this problem by enabling a server to evaluate a model
over encrypted inputs without learning the client’s query.

Decision trees are compact, interpretable, and widely used, but their thresh-
old comparisons and data-dependent branches are difficult to evaluate under ho-
momorphic encryption (HE). This limitation is particularly visible under CKKS,
which efficiently supports approximate additions, multiplications, rescaling, and
rotations over encrypted vectors, but not native comparison or branching. A test
such as z;y < ¢ must therefore be replaced by an arithmetic surrogate, introduc-
ing polynomial-approximation error in addition to the numerical error of CKKS
arithmetic.

This paper studies the interaction between these two error sources. We build
on the HBDT-SUMPATH traversal of Shin et al. [20], which reduces tree traversal
to arithmetic aggregation of node indicators, and on the SOFTSTEP comparator
of Akavia et al. [1]. Our key observation is that internal nodes have different
decision difficulties: nodes whose samples remain far from the threshold can use
low-degree approximations, while nodes close to a decision boundary require
higher accuracy.

This paper provides the following contributions.

— Soft-Adaptive degree assignment. We introduce a node-wise degree-
selection rule that assigns the polynomial degree according to the calibrated
minimum feature gap, using low degrees for stable nodes and higher degrees
for sensitive nodes.

— Precision-impact analysis. We separate accuracy loss caused by polyno-
mial approximation from additional loss induced by encrypted CKKS eval-
uation and analyse how node-level errors propagate through the SUMPATH
mismatch score.

— End-to-end proof-of-concept evaluation. We compare hard cleartext,
Soft-Adaptive cleartext, and encrypted Soft-Adaptive inference on seven
single-tree benchmarks and extend the evaluation to small random forests
on two cybersecurity workloads.

— Comparative evaluation. We compare the proposed approach with rep-
resentative privacy-preserving decision-tree frameworks in terms of compar-
ison mechanism, traversal strategy, encryption setting, accuracy, runtime,
and precision—efficiency trade-offs.

The remainder of the paper is organized as follows. Section 2 introduces
decision trees, CKKS, SOFTSTEP, and SUMPATH. Section 3 reviews related work.
Section 4 presents the Soft-Adaptive method and discusses its scalability to
forests. Section 5 develops the precision-impact analysis. Section 6 reports the
experiments, and Section 7 concludes the paper.

2 Background

This section introduces the existing technical building blocks used by our ap-
proach. In particular, SOFTSTEP polynomial comparison and HBDT-SUMPATH
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traversal are prior mechanisms proposed respectively by Akavia et al. and Shin
et al. They are not contributions of this paper; rather, they provide the compar-
ison and traversal foundations on which our Soft-Adaptive degree assignment
and precision-impact analysis are built.

2.1 Binary Decision Trees

A binary decision tree T classifies an input 2 € R%eat by routing it from the root
to a leaf. Each internal node N; stores a feature index f; and threshold #; and
evaluates

(@) = 1fay, < 6] M

The left branch is selected when ¢;(x) = 1, and the right branch otherwise. Under
HE, the server cannot branch on ¢;(z) while it remains encrypted. Private tree
evaluation must therefore replace conditional control flow by an exact encrypted
protocol or by an arithmetic formulation.

2.2 CKKS and SIMD Arithmetic

CKKS [5] is a public key homomorphic encryption scheme that encodes approx-
imate real or complex values into ciphertexts over a polynomial ring. It supports
additions, multiplications, rescaling, and slot rotations. Its Single Instruction,
Multiple Data (SIMD) capability means that one ciphertext contains a vector
of up to N/2 complex slots, where N is the polynomial-modulus degree. Ho-
momorphic additions and multiplications act component-wise on all slots, while
rotations permute the packed values and enable aggregation across slots.

The main precision—performance parameters are the polynomial modulus de-
gree N, the scale A = 2% and the coefficient-modulus chain. Multiplication fol-
lowed by rescaling consumes one modulus level and introduces a small rounding
error. A simplified level-wise model is

g0~ VN AT (2)

where £ is the number of consumed multiplicative levels. The practical question
is not whether CKKS is exact, but whether its residual error is small compared
with the decision and leaf-score margins of the application.

Our implementation uses vertical packing. Features from one or several sam-
ples occupy contiguous slot blocks; the same encrypted arithmetic is then ap-
plied to several packed samples. This amortises polynomial evaluation and key-
switching costs, although rotations and unused slots can limit efficiency for small
batches.

2.3 SoftStep Polynomial Comparison

The Heaviside function is discontinuous and cannot be uniformly approximated
with low error by a low-degree polynomial on an interval containing the discon-
tinuity. SoftStep [1] excludes a neglected window (—§,4) around the threshold.
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Table 1. Representative SoftStep error and BSGS depth for 6 = 0.05.

Degree d 4 8 16 32
Epoly (d, 9) ~ 0.15 =~ 0.06 ~ 0.02 < 0.005
BSGS multiplicative depth £4 2 3 4 5

Let Ip(t) = 1[t > 0]. A degree-d polynomial ¢, is fitted on a normalised interval,
e.g., [-2,2], by minimising

a4 = arg min / (Io(t) — p(t)) *ws(t) dt, ws(t) = L[] > d]. (3)

PEPa J_o

The approximation error outside the neglected window is

5p01y(d7 5) = max ‘d)d(t) - IO(t)‘ (4)
[t|>6
Increasing d generally reduces approximation error but increases the number
of ciphertext multiplications and the required modulus levels. We evaluate the
polynomial using a Baby-Step Giant-Step (BSGS) strategy [11], rather than a
naive sequential evaluation.
At an internal node Nj, the hard comparison ¢;(z) = 1[zy, < 6] is replaced
by evaluating the polynomial on the signed margin ¢;(z) = 6; — zy,. The corre-
sponding approximate right-branch indicator is

Ii(x) = 1 = ¢a, (ti(x)). ()

With this convention, I;(x) = 0 represents a left decision and I;(z) ~ 1 represents
a right decision. The neglected window is therefore the region in which the soft
indicator may remain far from its Boolean target and where the final prediction
is most sensitive to approximation error.

2.4 HBDT-SumPath Traversal

HBDT-SuMPATH, introduced by Shin et al. [20], removes data-dependent tree
traversal by evaluating every candidate leaf arithmetically. Using the approxi-
mate right-branch indicator from Eq. (5), consider a leaf Ly with path P, =
(Niyy--s Nip, ). Let by ; € {0,1} denote the branch expected by that leaf, with
0 for left and 1 for right. The SUMPATH mismatch score is

Dy

Smis(Lk) = Z [bk,j(l - Iz]) + (1 — bk,j)lij:| . (6)

j=1

In the Boolean case, the reached leaf has score 0 and every other leaf has score
at least 1. The prediction is

k= arg min S (Li). (7)
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Once all node indicators are available, Eq. (6) is affine: additions, plaintext
multiplications by path masks, and rotations are sufficient. Therefore, tree depth
increases total work but does not multiply the polynomial-evaluation depth along
a root-to-leaf path.

Why HBDT-SumPath? We select HBDT-SUMPATH because it aggregates the
encrypted node indicators into a mismatch score for each candidate leaf without
requiring data-dependent branching. For a given leaf, each node contribution is
either I; or 1 — I;, depending on the expected branch. Consequently, once the
SOFTSTEP indicators have been evaluated, the leaf scores are obtained mainly
through additions and subtractions, without additional ciphertext—ciphertext
multiplications.

This property is particularly important under CKKS, since ciphertext cipher-
text multiplications consume multiplicative levels and typically require relineari-
sation and rescaling, thereby increasing both computational cost and numerical
error. As a result, the multiplicative depth of the complete tree evaluation is
primarily determined by the most expensive SOFTSTEP polynomial rather than
by the number of nodes along a root-to-leaf path. In addition, all candidate leaf
scores are evaluated arithmetically, so the server does not learn the sequence
of branch decisions. These properties make HBDT-SUMPATH well suited to our
Soft-Adaptive CKKS inference pipeline.

2.5 Illustrative SoftStep-SumPath Example

Consider the depth-two tree in Fig. 1. The server evaluates three encrypted
SoftStep indicators and obtains, after decryption for illustration only, I; = 0.95,
I, =0.70, and I3 = 0.10. SumPath evaluates all leaves:

S(Loo) =11 + I, =1.65, S(L01):Il+(1*]‘2) = 1.25,
S(Lig) =(1=N)+13=015  S(Li)=(1—-1)+(1—-13) =095 (8)

The selected leaf is L1g because it has the minimum mismatch score, which is
the closest to zero among all candidate leaves. The server never executes an
encrypted if statement and never learns whether an intermediate decision is
left or right: it computes every encrypted score and returns the score vector to
the client.

3 Related Work

Private decision-tree evaluation has been studied using secure multiparty com-
putation, garbled circuits, oblivious transfer, and HE. Exact approaches can
provide faithful comparisons but often require interaction or substantial com-
munication [13,22,21]. Under HE, bitwise and TFHE methods implement exact
Boolean decisions [10,18]; arithmetic comparison protocols operate on encrypted
signed differences [17,2,15]; and combinatorial encodings target amortised com-
parison cost and batching [6,7].
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Ny
I, =0.95
/ X

Loo Loy Lio Ly
S =1.65 S =125 S =0.15 S =0.95

Fig. 1. lllustrative SOFTSTEP-SUMPATH evaluation. All four leaf scores are computed
without data-dependent branching; L1 is selected because its mismatch score is min-
imal.

Approximate approaches replace hard comparisons by smooth or polynomial
functions. Xiao et al. [23] use a Chebyshev approximation of a steep sigmoid,
while Sarpatwar et al. [19] map tree ensembles to neural-network-like structures
with soft branches. Akavia et al. [1] introduce the neglected-window SOFTSTEP
comparator, and Shin et al. [20] reformulate traversal through HBDT-SUMPATH.
These mechanisms are reviewed in Section 2 and are used as building blocks
rather than claimed as contributions.

Our work differs in its focus on precision. Instead of using one global poly-
nomial degree, the proposed Soft-Adaptive strategy assigns degrees node-wise
from calibrated margins. We then decompose task-level loss into polynomial-
approximation and CKKS components and evaluate the same methodology on
both single trees and a small random-forest extension. Cross-project results are
treated as contextual rather than controlled benchmarks because implementa-
tions, models, backends, and execution modes differ.

4 Private Inference with Soft-Adaptive Polynomial
Degrees

Building on the SOFTSTEP comparator and HBDT-SUMPATH traversal intro-
duced in Section 2, this section presents the proposed Soft-Adaptive pipeline.
The method calibrates each internal node, assigns a polynomial degree accord-

ing to its local decision difficulty, and evaluates the resulting indicators and leaf
scores under CKKS.

4.1 Overview of the Proposed Pipeline

The protocol involves two roles: a client and a server, where the server also
acts as the model owner. The server transforms its trained decision tree into a
homomorphic-inference compatible form by extracting each node’s feature index
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Offline Phase — Model Owner

SoftSt
Train DT Node stats Degree map c;)ol :p

Python / sklearn extract g;,V; Soft-Adaptive v
fit pa,
Node N; Norm. gap g; Degree d; .

fiy 0; = gi/vi c {4,8 16,32} ~ Polynomial

Online Phase|— Inference
Client Server Client
encrypt x, hold sk CKKS inference decrypt g

Fig. 2. Soft-Adaptive workflow. Offline, each node receives a polynomial degree from
its calibrated feature gap. Online, encrypted SOFTSTEP indicators are computed and
aggregated through SUMPATH scores.

and threshold, computing calibration statistics, assigning a polynomial degree,
and fitting the corresponding SOFTSTEP polynomial.

At inference time, the client generates the CKKS keys, keeps the secret key
private, encrypts the query, and sends the ciphertext together with the public
and evaluation keys to the server. The server evaluates the transformed tree on
the encrypted query by computing soft node indicators and encrypted SUMPATH
scores. The client then decrypts the returned scores and selects the predicted leaf.
Figure 2 summarises the resulting Soft-Adaptive workflow, from offline node
calibration to online encrypted SUMPATH inference.

4.2 Security Model

We consider a two-party private-inference setting where the server also acts as
the model owner. The client owns the private input x, generates the CKKS keys,
keeps the secret key private, and sends the encrypted query together with the
public and evaluation keys to the server. The server owns the trained tree, trans-
forms it into its homomorphic-inference form, and evaluates it on the encrypted
query.

We assume a semi-honest server and rely on the IND-CPA security of CKKS
to protect the client’s input from the ciphertexts and encrypted intermediate
computations. Since the server owns the model, model privacy against the server
is not relevant. The privacy of the model against the client, malicious security,
hiding the full prediction vector, and verifiable computation are outside the scope
of this work.
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4.3 Soft-Adaptive Degree Assignment and Calibration

Nodes far from their thresholds can use low-degree approximations, whereas
nodes close to a decision boundary require higher accuracy. A single global de-
gree may therefore waste homomorphic depth on stable nodes while remaining
insufficient for sensitive ones.

For an internal node N;, let X a1, ; denote the calibration samples reaching
that node under hard cleartext traversal. We define the minimum feature gap
and the local margin range as

gi= Join fop =0l vi= max e =0 (9)
The quantity ¢g; measures the smallest distance between the samples reaching
node N; and its threshold: a large value indicates a stable decision, whereas a
small value indicates that at least one calibration sample lies close to the decision
boundary.
Although the input features are globally scaled to [—1, 1], the signed decision
margin

ti(x) = 0, — ay, (10)

can still vary substantially across nodes. In particular, even when both zy, and
6; belong to [—1,1], the raw margin may lie in [—2,2], and its effective range
depends on the threshold and on the samples reaching the node. Hence, v; does
not renormalise the input features; it normalises the local decision margin so
that node difficulties can be compared on a common scale.
We therefore define the normalised margin and minimum gap as
ng b — L — 9i
ti(x) = max(v;, €o)’ gi = max(v;, €)’ (11)
where ¢y > 0 avoids numerical instability when v; is very small. For the cal-
ibration samples reaching N;, this transformation gives [t;(z)] < 1. Thus, g;
measures the minimum distance to the threshold relative to the local margin
range and provides a scale-independent indicator of node difficulty.
The practical Soft-Adaptive degree map is consequently applied to the nor-
malised gap g;:

4, g >0.08,
8, 0.04<g < 0.08,
16, 0.015 < g; < 0.04,
32, g < 0.015,

raw __

d;lsed = min (dzr.aw7 dproﬁle) ) (12)

max

Stable nodes therefore use low-degree polynomials, whereas nodes whose samples
lie relatively close to their thresholds receive higher-degree approximations, sub-
ject to the multiplicative-depth budget of the active CKKS profile. All quantities
9i, Vi, and g; are computed exclusively from training-only or held-out calibration
data; test samples are reserved for the final accuracy and runtime evaluation.
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4.4 Encrypted Evaluation and Scalability

For each node N, the server evaluates the normalised encrypted margin and
computes I; = 1 — ¢ used (ﬂ) Node polynomials are independent and can be
evaluated without follo%ving a root-to-leaf control-flow path. The encrypted leaf
scores are then obtained from Eq. (6); because the score is affine in the node
indicators, this stage requires additions, masks, and rotations but no additional
ciphertext—ciphertext multiplication chain proportional to tree depth.

Let M denote the number of internal nodes and Cpoly(d) the cost of evaluat-
ing a SoftStep polynomial of degree d. Since all internal-node comparisons must
be evaluated, the total comparison cost is

M
Ccmp = Z Cpoly (dzused) . (13)

i=1

However, the node polynomials are independent and can be evaluated in
parallel. Hence, the multiplicative depth is primarily determined by the most
expensive node polynomial:

L = 12251(\/[ Lpoly (d;‘lsed) . (14)

Once the node indicators are available, SumPath aggregates them into leaf
scores using affine operations and therefore introduces no additional ciphertext—
ciphertext multiplication depth. The SUMPATH aggregation is bounded by O(LD)
node-leaf incidences; larger or deeper trees therefore increase work, rotations,
memory, and latency even when multiplicative depth remains governed by the
largest polynomial degree.

For a forest of F' independently evaluated trees, a first-order cost model is

F
Crr~)» C(T,), Lrr~ max £(T;,), (15)
r=1

provided that tree outputs are aggregated without introducing a deeper compar-
ison circuit. The cybersecurity forest experiments in Section 6 therefore serve as
an initial ensemble scalability stress test; a controlled study over depth, node
count, memory, ciphertext size, and communication is left for future work.

5 Precision Impact Analysis

We next separate the two error sources and study their propagation through
SUMPATH.

94



10 M.-D. Mbodj et al.
5.1 Accuracy-Loss Decomposition

Let Apard, Asoft, and Apgg denote the accuracies of hard cleartext, Soft-Adaptive
cleartext, and Soft-Adaptive HE inference. We decompose the total loss as

Aapprox = Ahard - Asof‘m (16)
Ackks = Asoft — AHE, (17)
Atotal = Ahard - AHE = Aapprox + ACKKS- (18)

The first term measures degradation already caused by replacing hard com-
parisons with polynomial indicators; the second isolates additional degradation
introduced by encrypted approximate arithmetic. This decomposition is central
to the experimental analysis below.

5.2 Error Propagation Through SumMmPATH

Let ¢; € {0,1} be the exact right-branch indicator. We separate polynomial and
encrypted errors as
[i =c;+ egdy’ j;[{E =c; + BZPOIy —+ EiCKKS7 (19)
with
POV 4 FKKS| < gtotal < o | (dy, 8) + Brsli2™%, (20)

where ¢; is the multiplicative depth of the node polynomial and B,y ~ N/2
models rescaling noise.

Theorem 1 (SUMPATH error bound). For any leaf Ly, with root-to-leaf path
Pi = (Nyy, ..., Nip), the difference between the encrypted score and the exact
Boolean score satisfies

D
§HE(Lk) o Sbool(Lk)‘ < ZEE;)tal < DmaXEEOtal. (21)
i=1 '

Proof. Substituting ﬁ:E = ¢;; + e;; into Eq. (6) yields SHE([,) — §Pool([,) =
Zle(l — 2bj)e;,;. Because b; € {0,1}, |1 — 2b;| = 1; the result follows directly
from the triangle inequality and |e;, | < 61?;’“’1.

In the Boolean case, the reached leaf has score 0 and any incorrect leaf has
score at least 1. A sufficient condition for preserving the selected leaf is therefore

total
%

1
< Epoly (du 5) + Brs£i2is < -= (22)

1
D e .
maxe 2’ 2D
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Table 2. Precision regimes as a function of the minimum feature gap.

Regime ‘Condition ‘Dominant risk ‘Mitigation

I: safe min_gap > ¢ negligible loss low degree

IT: approx.|e < min_gap < d|approximation loss |increase degree

III: critical|min _gap < § weak score separation|calibrate, raise precision, retrain

5.3 Precision Regimes

The behaviour of the pipeline is governed by the relation between the minimum
feature gap min_gap, the neglected-window width 4, and the effective CKKS
noise level €. Table 2 summarises the three main regimes.

Regime I corresponds to samples outside the neglected window, where both
approximation and CKKS losses are expected to be negligible. In Regime II, some
samples enter the neglected window and cleartext polynomial approximation be-
comes the dominant risk. Regime III contains samples very close to a threshold;
soft indicators can remain near 1/2, making leaf scores weakly separated and po-
tentially sensitive to both approximation and residual CKKS noise. Mitigation
may require stronger node-wise normalisation, increased precision, or retraining
with larger decision margins.

5.4 Optimal Degree Assignment

From Eq. (22), the minimum-cost degree at node N; can be written as

1 ,
d} = min {d € {4,8,16,32} : epoly(d, d) < min <2D -, g21> } , (23)

where
i = Blrséi27S

is the node-level CKKS noise term. Since epo1y(d, §) decreases with d, while the
depth cost ¢4 increases with d, the goal is to choose the smallest degree that
provides sufficient approximation accuracy at the node. The practical thresholds
in Eq. (12) instantiate this rule in a discrete Soft-Adaptive degree map.

6 Experimental Evaluation

This section evaluates the proposed Soft-Adaptive CKKS inference pipeline. We
first describe the experimental setup and benchmark scope, then report the
main accuracy and precision-decomposition results, and finally compare our im-
plementation with representative privacy-preserving decision-tree frameworks.
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Table 3. Runtime HE profiles used in the implementation.

Profile Feature range nmax Max adapt. deg.

Small d<4 4 32
Medium 5<d<16 2 16
Large d> 16 2 8

6.1 Experimental Setup

We evaluate our approach on seven single-tree datasets: Iris, Wine, and Cancer
from standard UCI/scikit-learn benchmarks [12], Breast, Heart, and Steel from
SortingHat [6], and Website Phishing from a locally prepared three-class dataset
export. The first three trees are trained with scikit-learn, the next three use
pre-trained SortingHat trees, and Website Phishing uses a local exported tree
retained for the final experimental section.

We compare three inference modes: Hard clear, which uses exact cleartext
comparisons; Adaptive clear, which replaces hard comparisons with node-wise
SOFTSTEP polynomial approximations; and Adaptive HE, which evaluates the
same adaptive pipeline under CKKS. This separation allows us to measure the
approximation loss Aapprox, the additional CKKS-induced loss Ackiks, and the
average encrypted inference time per sample.

Experiments run in a CPU-only Ubuntu 22.04 Podman container. The HE
layer uses Microsoft SEAL v4.1.2; the inference engine is implemented in C++17
with CMake, and data preparation uses Python/scikit-learn. We use three
CKKS runtime profiles according to the feature dimension: small for d < 4,
medium for 5 < d < 16, and large for d > 16. Samples are packed with verti-
cal SIMD packing: each sample occupies d - nyax contiguous slots and multiple
samples are batched in one ciphertext, with a maximum packed batch size of 32.

To support reproducibility, the source code of the proof-of-concept imple-
mentation is made publicly available online.?

6.2 Benchmark Scope

In addition to our implementation, we consider an Akavia-style SEAL pipeline,
SortingHat, and Concrete-ML as adjacent baselines. These comparisons are con-
textual rather than controlled: the frameworks differ in model source, backend,
sample count, batching, hardware assumptions, and execution mode. Our POC
and the Akavia-style baseline use real SEAL execution, whereas the available
Concrete-ML runs use FHE simulation; SortingHat relies on externally supplied
pre-trained trees. Consequently, the main precision conclusions are drawn from
our own hard-clear, adaptive-clear, and adaptive-HE modes, which share a com-
mon protocol.

3 Project repository

97



CKKS Decision Tree Inference 13

Table 4. Accuracy (%) across the retained inference modes. Timing is average adaptive
HE inference time per sample. n denotes the number of evaluated samples.

Dataset d n Hard Ad. clear Ad. HE ms/samp.
Iris 420 100.0 95.0  95.0 286
Cancer 30 32 100.0 100.0  100.0 151
Wine 13 26 100.0 96.2 96.2 224
Breast 30 32 90.6 90.6  90.6 320
Heart 1326 84.6 84.6 84.6 91
Steel 33 32 100.0 100.0  100.0 95
Website Phishing 9 32 81.25 75.0 750 239

Table 5. Decomposed adaptive accuracy loss.

Dataset min_gap Regime Aapprox Ackks
Iris 0.017 1I 5.0 0.0
Cancer 0.002 111 0.0 0.0
Wine 0.003 111 3.8 0.0
Breast < 0.02 111 0.0 0.0
Heart < 0.03 11T 0.0 0.0
Steel < 0.02 111 0.0 0.0

Website Phishing 0.005 11 6.25 0.0

6.3 Main Results and Precision Decomposition

Table 4 reports the main single-tree accuracy and runtime results for the three
retained inference modes: hard cleartext inference, adaptive cleartext inference,
and adaptive encrypted inference. Table 5 reports the two loss components de-
fined in Egs. (16) and (17). Table 6 then adds the retained random-forest runs
for Road RF and Website Phishing RF.

The adaptive configuration is the main reference point. On Cancer, Breast,
Heart, and Steel, adaptive HE matches the hard cleartext baseline, indicating
that neither the polynomial approximation nor the CKKS evaluation changes
the final prediction on these datasets. On Wine, Iris, and Website Phishing, the
loss is already visible in adaptive cleartext and remains unchanged under CKKS.
This shows that the observed degradation is caused by polynomial approximation
rather than by encrypted evaluation.

These results support the precision-regime analysis of Section 5.3. Wine, Iris,
and Website Phishing illustrate approximation-dominated cases, where replacing
hard comparisons with polynomial soft indicators changes some decisions close
to tree thresholds. By contrast, Cancer, Breast, Heart, and Steel remain stable
under the adaptive pipeline, and the equality between adaptive cleartext and
adaptive HE shows that the residual CKKS noise does not introduce additional
measurable accuracy loss in this experimental campaign.

On the retained Website Phishing run, the drop from 81.25% hard cleartext
accuracy to 75.0% adaptive cleartext and adaptive HE accuracy corresponds
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Table 6. Retained random-forest results in the experimental section. n denotes the
number of evaluated samples.

Dataset Trees n Hard Ad. clear Ad. HE / ms

Road RF 5 32100.0 100.0 100.0 /6061
Website Phishing RF 5 3284.38 84.38 84.38 / 1427

to two additional misclassifications over 32 evaluated samples, with no extra
CKKS-only degradation.

The random-forest extension shows stable behaviour on the retained Road
and Website Phishing runs. Road RF preserves the retained baseline, but its 32-
sample batch is class-degenerate and is therefore treated as an implementation
check rather than a balanced accuracy claim. Website Phishing RF remains
at 84.38% in hard cleartext, adaptive cleartext, and adaptive HE. These results
provide an initial scalability check showing that the retained forest configurations
can preserve prediction accuracy under encrypted evaluation, while a broader
evaluation on larger and more diverse forests remains future work.

6.4 Cross-Project Comparison

Tables 7 and 8 provide contextual comparisons with the available Akavia-style,
SortingHat, and Concrete-ML traces. Because backends, models, sample counts,
and execution modes differ, the values should not be interpreted as controlled
evidence of algorithmic superiority. On the shared standard datasets, our re-
tained traces show higher accuracy and lower latency than the Akavia-style
SEAL baseline. For Website Phishing, our POC reaches 75.0% accuracy with
239.2 ms/sample, compared with 84.375% and 329.198 ms/sample for Sorting-
Hat, and 85.98% and 168855.77 ms/sample for Concrete-ML. Thus, the retained
Website Phishing trace illustrates a precision—latency trade-off rather than a uni-
form advantage: SortingHat and Concrete-ML achieve higher accuracy, whereas
our POC has lower reported latency. Concrete-ML remains a simulation-based
reference and should not be interpreted as a directly comparable real-HE timing
baseline.
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W »

Table 7. Cross-project accuracy comparison (%). “~” indicates that no value is available

for that pair.

Dataset Ours Akavia SortingHat Concrete-ML
Cancer 100.0 78.1 - 93.3
Wine 96.2 61.5 - 100.0
Iris 95.0 90.0 - 100.0
Breast 90.6 - 90.6 100.0
Heart 84.6 - 81.8 81.8
Steel 100.0 - 100.0 100.0
Website Phishing 75.0 - 84.375 85.98

Table 8. Cross-project average HE inference time per sample (ms). Batch size is shown
in parentheses when available.

Dataset Ours Akavia SortingHat Concrete-ML
Breast 320.3 (32) - 154.6 190.5
Cancer 151.1 (32) 18996.3 - 430.5
Heart 90.5 (26) - 35.1 537.1
Iris 286.1 (20) 12695.2 (10) ~ 5613 (10)
Steel 95.4 (32) - 38.8 418.2
Wine 224.5 (26) 13274.6 - 417.7
Website Phishing 239.2 (32) - 329.198 168855.77

6.5 Runtime Discussion

For single-tree adaptive HE, average latency ranges from about 90 ms/sample on
Heart to 320 ms/sample on Breast, with Website Phishing at 239.2 ms/sample.
On Website Phishing, the retained SortingHat and Concrete-ML traces report
329.198 ms/sample and 168855.77 ms/sample, respectively, although the latter
corresponds to the available Concrete-ML simulation setting and is not directly
comparable to real CKKS execution. Iris remains relatively costly because its
smaller batch amortises rotations and key switching less effectively. RF latency
is higher: about 1427 ms/sample for Website Phishing and 6061 ms/sample for
Road. These results target offline or non-real-time use; lower-latency deployment
requires further optimisation.

7 Conclusion

This paper studied privacy-preserving decision-tree inference under CKKS using
HBDT-SUMPATH traversal and SOFTSTEP polynomial comparisons. We intro-
duced a Soft-Adaptive degree-assignment strategy that adapts the polynomial
degree to the local difficulty of each node, together with a precision-impact analy-
sis that separates polynomial-approximation loss from additional CKKS-induced
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loss. Across the retained single-tree experiments, adaptive HE matches Soft-
Adaptive cleartext inference, showing no additional measurable CKKS-induced
accuracy degradation under the evaluated settings. The observed losses on Iris,
Wine, and Website Phishing are already present in cleartext and are therefore at-
tributed to polynomial approximation. The random-forest experiments on Road
and Website Phishing further show that the approach extends to ensembles,
although at a higher computational cost.

Future work will investigate larger tree ensembles and gradient-boosted mod-
els such as XGBoost, with emphasis on ciphertext packing, tree-level parallelism,
and encrypted score aggregation. We also plan to extend the framework from
private inference to privacy-preserving training directly over encrypted data,
which raises additional challenges for split selection, encrypted comparisons,
gradient or statistic aggregation, and training-time efficiency. Furthermore, we
will strengthen the current semi-honest security model toward malicious se-
curity and verifiable private inference, for example through zero-knowledge or
other verifiable-computation mechanisms. Additional directions include stronger
model privacy, min-gap-aware training, improved calibration, and adaptive CKKS
parameter selection for larger and deeper tree-based models.
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Abstract. Multi-agent systems provide a convenient framework for the
massive deployment of agents based on Large Language Models (LLMs).
It provides a sound framework where agents can interact with existing
software to perform actions in an autonomous way. Agentic Al is the
new term to denote these Al-based autonomous systems.

In real multi-agent systems, agents need to deal with malicious agents
some of which can exploit security vulnerabilities to do harm. A memory
poisoning attack is an example of exploiting a vulnerability to modify
agents knowledge and, thus, affect its behavior. In an agent, there are
different types of memory systems (semantic, episodic, and short-term)
which have their own characteristics and for which different memory
poisoning attacks may be developed.

In this paper we focus on semantic memory, we discuss its attack, and
mitigation strategies. We introduce private knowledge retrieval and pri-
vate inference. We propose a signature system in the knowledge base to
prevent from undesired manipulation. This should avoid memory poison-
ing attacks by introducing security by design in the construction of the
semantic memory. In our architecture, an agent contains a local Prolog-
like inference system (i.e., using Horn clauses to represent knowledge)
which accesses an external knowledge base to get the required knowl-
edge. This externally signed knowledge base is accessed privately. We
provide different implementations in Python using different privacy lev-
els including k-anonymity and information-theoretical privacy (IT-PIR).

Keywords: Agentic Al - Memory poisoning attacks - Short-term memory

1 Introduction

Agentic Al is becoming the new methodology to develop distributed Al-based
systems taking advantage of Large Language Models (LLMs). Agentic Al re-
lates with the well-established field of Multi-Agent Systems (MAS), where au-
tonomous agents collaborate in solving problems together. That is, instead of an
agent solving a problem alone accessing other types of software tools, a myriad
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of agents collaborate and coordinate to solve problems. See discussions in [12]
and [5] on the connections between both fields. Multi-agent systems and agen-
tic AT allow us to build sophisticated software architectures. An example is the
Al-orchestrated cyber espionage campaign described by Anthropic [2] based on
Claude.

When implementing and deploying multi-agent systems, we need to take into
account that there may be malicious agents that can exploit both security vul-
nerabilities and design principles so that they can affect other agents behaviors
to do harm. It is also important to note that interactions between agents are
not one-shot. During the life-cycle of an agent, malicious agents can have long
interactions that can be exploited for long-term attacks.

Memory poisoning attacks are an important type of attack. They consist on a
non-authorized modification of agents memory to modify its behavior. Memory
is a key component in any agent, as it stores interactions, experiences, and
knowledge. Then, naturally, memory affects how agent’s decisions are made and
actions implemented. Memory poisoning, and its relation with LLMs and LLMs-
based agents, has a relationship with prompt hacking [11] (on both prompt
injection and jailbreaking) with the goal to cause unintended agent’s behavior.
Nevertheless, in prompt hacking the goal is to build prompts that cause a certain
(malfunctioning or unintended) behavior of the LLM-based agent. There is no
intended access to memory.

It is important to underline that memory is not a monolithic structure.
Agents have different memory systems, each of them with their own charac-
teristics, and memory poisoning attacks can be designed and implemented for
each of them. The three main types of memory systems are short-term, episodic,
and semantic memory. Their difference is in their duration and consolidation.
Le., from recent interactions to long term and consolidated knowledge.

Contributions. In this paper we focus on semantic memory and discuss and
propose mitigation strategies for semantic memory poisoning attacks.

We first argue that the formalization of memory poisoning as it is proposed
in the recent paper by Chen et al. [7] is not always meaningful. They formalize
poisoning in a way similar to data and model poisoning, which has been studied
for several years in e.g. the federated learning community. Such approach, based
on defining an optimization problem, looks for optimal modifications to produce
a certain agent’s behavior. We challenge their assumptions and discuss that there
are security solutions that help us to mitigate these attacks.

Second, we introduce private knowledge retrieval and private inference for
secure multi-agent systems as a way to mitigate semantic memory poisoning
attacks. Our threat model consists of malicious agents that want to poison the
memory of another agent. We want to protect semantic memory (both knowledge
and inferences) by means of preventing malicious agents to know what is stored
in memory, and make tampering difficult. Our approach is to keep the knowledge
base external but having logical inferences local. We develop a proof of concept,
based on private information retrieval, which permits us to store knowledge
in terms of Horn clauses, as in Prolog, and provide logical inference. Agents
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to implement local logical inferences can request external knowledge, which is
signed to avoid tampering, and supplied privately to the agent.

Our implementation demonstrates the technical solutions that can mitigate
memory poisoning. We have also implemented both strong and light solutions.
E.g., we have implemented both I'T-PIR and k-anonymity. Digitally signed knowl-
edge makes tampering more difficult; private knowledge retrieval reduces the risk
of unauthorized access to agent’s knowledge and inference processes. We evaluate
our approach experimentally and discuss computational costs.

Paper structure. The structure of the paper is as follows. In Section 2, we
describe memory systems and memory poisoning attacks in multi-agent systems.
Then, in Section 3, we introduce our private inference system, and, in Section 4,
we describe our experiments and present our analysis. The paper concludes with
a discussion and a description of some research directions.

2 Memory systems and their poisoning attacks in MAS

Agentic Al needs a memory to store available knowledge, partial results and
interactions with other agents. Memory, however, is not a single and compact
structure but it is often a composite element including different memory systems.
This discussion on memory is agnostic on the type of agents we are considering. It
is valid for both LLMs-based agents as well as for more classical architectures [35]
as deliberative agents based on BDI-architectures (Belief-Desire-Intention archi-
tectures) that may include knowledge in terms of logical expressions.

2.1 Memory systems

Existing literature [8,20,21,23,36| classifies different memory systems in differ-
ent ways. In this work, following recent trends, we distinguish three types of
memory systems based on its duration and consolidation. We classify them from
short-term to long-term memory. Next we describe these three types of memory
systems from our specific focus on symbolic semantic memory.

— Short-term memory. This type of memory stores the current conversation
and keeps track of existing interactions with other agents. Partial results as
well as partial inferences from existing knowledge can also be included in
short-term memory.

— Episodic memory. This type of memory stores past interactions and other
not-so-recent information. It is often a consolidation of short-term memory.
That is, summaries of previous short-term memories.

— Semantic memory. This type of memory system corresponds to domain-
specific knowledge or factual knowledge. It is typically a relatively permanent
structure with very low frequency updates. A typical example corresponds
to the capitals of countries (e.g., Paris is the capital of France), and estab-
lished medical knowledge about certain illnesses. There are different ways
to implement semantic knowledge. A common way is to use a symbolic ap-
proach [3,16]. In this case, knowledge is typically represented by means of
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logical expressions, ontologies, or Bayesian models (graphical models). In
this case, a knowledge base that contains domain-specific knowledge is com-
bined with an inference mechanism that allows the agent to infer about
certain facts (its desired queries) from already known information (facts
in the knowledge base or facts in short-term memory) and previously es-
tablished knowledge. Resolution and Prolog-like inference is the standard
mechanism for knowledge expressed by logical expressions. An alternative is
to use Retrieval-Augmented Generation (RAG) which permits us to incor-
porate specific knowledge into LLMs-based agents. Some references use the
term declarative memory [20,21] which can be seen as a synonym of seman-
tic memory. We may also consider procedural memory as a type of semantic
network. It corresponds to implicit knowledge to perform an action. It is
implicit in the sense that it is not possible to reason about how the action
is done.

2.2 Semantic memory poisoning attacks

A memory poisoning attack consists of an undesired modification of the agent’s
memory by another agent. The goal of memory poisoning is to modify on purpose
an agent’s behavior. Literature on memory poisoning is about studying possible
attacks as well as developing mitigation strategies. These attacks and strategies
typically follow the machine learning perspective, and are similar to existing
attacks and mitigation strategies for data and model poisoning in federated
learning. In this section, we describe the typical attack and object later about
its relevance. As we discuss in more detail in the rest of the section, agents secure
by design can overcome some of these problems.

For semantic memory, the literature considers attacks following the seminal
paper by Chen et al. in NeurIPS [7]. In this attack, an agent computes the
optimal modification of the semantic memory in order to affect agent’s behavior.
According to the authors [7] the “assumption aligns with practical scenarios
where the memory unit of a victim agent is hosted by a third-party retrieval
service or directly leverages an unverified knowledge base”.

The attack model considers a poisoned database Dyeison With a trigger z;
defined in terms of the clean database Dgeq, to which an attacker injects ad-
versarial key-value pairs. These injected key-value pairs are denoted by A(x;)
where .A(.Z‘t) = {(]{/‘1 (l‘t),’l)l), ey (k\A(xt)\(It)7 'U\A(a:t)l)} Then,

Dpoison (xt) = Dclean U A(I’t) (1)

Let us denote by £(g, D) the inference of the semantic memory given query ¢
and knowledge or database D. Then, the output of a query ¢ from the poisoned
database is denoted by £(q, Dpoison(t)), and, similarly, adding the trigger x;
to a query ¢ the output will be E(q @ ¢, Dpoison (T1)). Attacks are to cause a
modification of the output under the presence of x; so that instead of producing
a benign output a; we have a malign output a,, leading to a malign action.
Examples of malign actions are removing the whole home directory or buying a
wrong flight ticket.
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Under these assumptions, an attack is formalized as a multi-objective opti-
mization problem consisting of the following two objectives:

— Maximization of adversarial output. If a,, is the target malicious action, the
attacker wants to maximize this action for triggers. That is, given a sample
distribution of input queries , the retrieval of ¢ (where ¢ is drawn from a
query distribution g ~ ) poisoned with z; (i.e., ¢ & x;) produces a,, with
high probability. Formally,

Maximize Eqor[L(LLM (q ® x¢,E(q ® 4, Dpoison (1)) = am)],  (2)

where 1(-) denotes the indicator function. That is, a function that is one
when its argument is true, and zero otherwise.

— Minimization of the effect on non-targeted queries. That is, the output should
not be affected and the action produced by the LLM-based agent should be
the benign a;. Formally, with high probability it produces ap and not a,,,

Maximize Egmr[L(LLM(q, £(q, Dpoison(t))) = ab)). (3)

This model assumes that the clean database is known (see Equation 1),
updates are possible (i.e., that we can add these A(xz;) key-value pairs), and
we know local-agents’” LLM-s outputs (see £ in Equations 2 and 3). Mitigation
strategies need to address these key aspects. Our mitigation strategies directly
challenge these assumptions.

2.3 Mitigation strategies for semantic memory poisoning attacks

As we have explained above, semantic memory is about established knowledge
that is mainly static, and updates are only needed from time-to-time. We pro-
pose the following three strategies to avoid semantic memory poisoning: (i) se-
cure memory mechanisms to avoid internal memory poisoning attacks, (ii) secure
memory updating algorithms for knowledge bases and (iii) secure communica-
tions with external agents as well as communication logs. Each of these require-
ments is discussed below.

The semantic memory attack model assumes that the memory is external to
the agent and hosted by a third party. We discuss this fact, and we consider
below both the case of internal and external memory.

(i) Secure memory mechanisms. Internal secure memory can be imple-
mented using hashing and signatures. Hashing allows to detect any undesired
changes in memory, and signatures allow to ensure provenance of the memory
components. Moreover, cryptographic protocols can help us to make local mem-
ory private, and thus, make D, j.q, unknown to attackers, which prevents the
attacks associated to Equations 1, 2 and 3.

Same tools (hashing and signatures) apply when the semantic memory “is
hosted by a third-party retrieval service”. This would limit malicious manipula-
tion of the memory. In short, ensuring safe memory in trusted third parties is
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similar to the case of avoiding corrupted databases in the cloud. This approach
permits intruders to study the optimization problem above as D jeqn may be
accessed, but intruders will not be able to manipulate the knowledge base. We
have implemented this approach in our system. In our implementation, each
knowledge item (including its provenance information, see below) is signed to
avoid its manipulation.

In the case of external untrusted knowledge based servers providing infer-
ence, there are solutions for deep learning models. They are based [25] on Fully
Homomorphic Encryption (FHE). These solutions are costly and only available
in practice for small neural networks. For other types of data-driven models there
are some FHE solutions. See e.g. the case of decision trees. Up to our knowl-
edge, there are no private-inference models in the literature for knowledge base
inference as the one discussed here below. They would be costly in any case, and
more costly than decision trees.

Our alternative, discussed later in detail, is to keep the static part of the se-
mantic memory mechanism external and signed, while maintaining the inference
system protected and local to the agent. Formally, with respect to Equations 2
and 3, this requires £(-) to be local and protected, which prevents malicious
agents from computing £(q @ x4, Dpoison (x1)). Note that although our inference
engine is based on Prolog, the knowledge and knowledge-base servers are ag-
nostic to the inference engine (i.e., other forms of logical inference could also
be implemented). Moreover, digital signatures prevent unauthorized updates to
Deiean, thus preventing Equation 1 from applying. In other words, a malicious
server cannot modify the knowledge base without being detected, and local in-
ference is therefore performed over authenticated knowledge. This way inference
is expected to be reasonably correct. We introduce private knowledge retrieval
and private inference according to this design in Section 3.

(ii) Secure updating of knowledge bases. Knowledge bases need to be up-
dated from time to time. Provenance structures can ensure integrity for data but
also for the provenance structures themselves so that no agent can forge prove-
nance data. Note that data provenance can ensure completeness (i.e., that all ac-
tions that are relevant to computation are detected and represented). Provenance
structures [6,33] can provide both coarse-grained and fine-grained information
about updates and modifications of knowledge.

We have included basic provenance information in our knowledge base. Each
knowledge item (i.e., Prolog-like Horn clauses, rules, and facts, as explained
in more detail below) includes metadata specifying its source. Moreover, each
knowledge item, together with its provenance information, is digitally signed
by the provenance agent using its private key and a SHA-256-based signature
scheme. This allows agents to verify the integrity of the received information
before inference using the agent’s public key.

(iii) Secure communication and communication logs. Communication
with trusted agents should be secured so that information and knowledge are
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transmitted safely. Public-key encryption and digital signatures will ensure safe
transmission. However, our current system implements neither secure commu-
nication mechanisms nor communication logs. This limitation is less relevant in
our prototype as we do not support agents running in parallel, and everything
is executed on a single machine.

3 Private inference in tipp++

In this section we describe our architecture for private knowledge retrieval and
private inference as well as its components. In short, the architecture consists of
a set of agents deployed to do a task (or a set of tasks). It also includes agents
providing knowledge as a service. That is, there are knowledge base servers that
provide knowledge on demand. Agents include local knowledge base inference
mechanisms that may require access to this external knowledge.

We begin describing the Prolog-like mechanism which is implemented locally
within the agent, then the knowledge base client which is internal to the agent
and that can access the external knowledge base when local knowledge does not
suffice, and finally, we describe the implementation of the external database. Our
software is published online [37].

3.1 Prolog-like inference mechanism

We have implemented a Prolog-like inference mechanism in Python where knowl-
edge is represented in terms of Horn clauses (see Figure 1). Thus, we can rep-
resent both facts and rules (implications). Recursion is allowed in rules. A dif-
ference with Prolog is that disjunction is not implemented in our rules and only
pure Horn clauses can be used. Recall that from a logical perspective, this is not
a constraint on the logical expressiveness of the Horn clauses because a clause
with disjunction (e.g., p:- q V r) is logically equivalent to a set of Horn clauses
with only conjunction (e.g., p:- q and p:- r).

Predicates follow the syntaxis in Prolog, with the name of the functor and
number of arguments. We use the same convention used in Prolog, strings start-
ing with upper-case letters represent variables and those starting with lower-case
letters represent constants. The number of arguments of a predicate corresponds
to its arity. We do not implement the wildcard variable “ ” commonly used in
Prolog. Note that not implementing “ ” does not limit the expressiveness of our
knowledge representation formalism. For example, in Prolog the fact member (X,
[X]_]) can be implemented as well with member (X, [X|YY]).

In addition to constants (and variables) we have also implemented lists.
They are defined in terms of their constructors nil and cons. Recall that nil
defines the empty list, and cons adds an element to an already existing list
(i.e., nil corresponds to generating [], cons(a,nil) corresponds to [al, and
cons(a, [b,c,d]) corresponds to [a,b,c,d]). We have implemented a prepro-
cessing method so that the knowledge base can be defined using lists in the
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mortal/1 = [Vz, man(z) = mortal(z),
Va, woman(z) = mortal(z)]
woman,/1 = [woman (hypathia)]
man/1 = [man(socrates)]
vehicle/1 = [Vx, car(z) = vehicle(x)
Vz, bicycle(z) = vehicle(z)]

Fig. 1. Key-value pairs for the knowledge-base considering only Prolog-like inference
systems and queries. Key values correspond to predicate names and arity.

standard way (i.e., using expressions as [a,b,c]) and then internally translated
into lists using the standard constructors nil and cons.

The inference mechanism is implemented following standard Prolog resolu-
tion. A query, or in logical terms a request to prove or refute a logical expression,
can be a single predicate possibly with uninstantiated variables or a sequence
of predicates also possibly with uninstantiated variables. In other words, a se-
quence of one or more subgoals. Then, the engine selects the first goal and either
satisfies it with a fact (via appropriate unification of variables), or expands this
goal using a rule/implication. In the latter case the subgoal is replaced by a list
of other subgoal(s) and thus, possibly, enlarging the sequence of goals. The pro-
cess is repeated until all goals are satisfied. When the use of a certain rule leads
to a dead end (the sequence of goals cannot be fulfilled) the process backtracks
and another rule is selected. If there is no way to fulfill the original goals be-
cause there are no further rules to apply, the inference fails. Using the standard
closed-world assumption (CWA) in Prolog (i.e., standard Prolog semantics), this
means that the query is false.

Our implementation differs with respect to standard Prolog because by de-
fault we provide all possible instantiations of a predicate up to a given recur-
sion depth. For example, the output of a proof of mortal(X) would be a list
of elements X that are mortal. In our implementation this includes socrates,
aristotle, and hypathia. We use this approach for two reasons, (i) we do not
implement the cut operator (i.e., the ! in Prolog), and (ii) we do not require
facts and rules to be defined in a particular order. In Prolog, different orderings
can produce solutions in different order, and can even cause the program to loop
infinitely.

3.2 Knowledge base client

Our knowledge base inference system is run locally by the agent. That is, agents
have their own knowledge base client which can contain local knowledge as well
as provide access to the knowledge base server to obtain external knowledge.
When the local inference system needs to resolve a query, it queries the local
knowledge base using the pair (predicate name, arity). The knowledge base client
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will provide the corresponding Horn clauses to the inference system. Figure 1
illustrates key-value pairs indexed with the pairs (predicate name, arity) and
returning Horn clauses. If the knowledge-base client does not have any avail-
able Horn clause for this pair, or if the relevant knowledge has expired (each
knowledge item is assigned a time-to-live, or TTL), the query is forwarded to
the knowledge-base server. Results of external queries are then processed and
appropriately sent to the inference system.

In addition, the knowledge retrieved will be cached by the knowledge base
client, so that there is no need to query external servers again for the same
knowledge. Our main reason for applying caching is that solving a predicate
usually requires multiple access to the same facts, and because rules are recursive.
So, external access will increase computation time. Moreover, note that repeated
access to the same Horn clauses can give hints to intruders about which clauses
are being queried and can compromise privacy as well as give hints for knowledge
poisoning.

For example, when the agent queries append([al, L, [a,b]) to the local
inference system, it will try to retrieve all Horn clauses with signature “append/3”
from the knowledge base client. If no clause (no facts or rules) are found in the
local knowledge base, the query is forwarded to the external knowledge base
server(s). For this example, our knowledge base will return the following:

("append",3): [
{llheadll : [llappendll s Ilnilll s "X" s "X"] s llbodyll : [] s
"meta": {"predicates":"", "source":"db3"}},
{llheadll : [llappendll s (llconsll s nyn s IIXSII) s nyg" s ("cons" s nyxn s IIZSII)] s
llbodyll : [["append" s "Ys" s nyg" s IIZSII]] s
"meta": {"predicates":"other", "source":"db3"}}],

Additional possible improvements. We implement retrieval solely based
on predicate name and arity. It is possible to query taking into account the argu-
ments as well. This will reduce the amount of clauses transferred from knowledge-
base servers to knowledge-base clients. This approach is used by Just In Time
Indexing (JITI) utilities in SWI-Prolog [38]. Another optimization is tabling
(a memoization technique). Tabling consists of storing the results of predicate
calls. In other words, it is about caching and reusing answers. None of these
optimization techniques have been implemented in our system.

3.3 Knowledge base server

In our threat model, knowledge-base servers are not trusted, agents seek to pro-
tect their requests, and knowledge items must be protected. Protection of agent’s
requests is achieved through private knowledge retrieval, which is based on pri-
vate information retrieval (PIR) and described in the next section. Knowledge
items are protected together with their provenance information. Specifically, each
knowledge item, together with its provenance information, is digitally signed
by the provenance agent using its private key and a SHA-256-based signature
scheme, as described in Section 2.3 (ii). In our implementation, all knowledge
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base servers are initialized at system startup, and they are provisioned with all
the required signed knowledge.

3.4 On the implementation of private knowledge retrieval

As we have just mentioned, private knowledge retrieval is based on private infor-
mation retrieval. Chor et al. [9,10] proved that information-theoretical privacy
can be achieved with the assumption that there are copies of the same database
in at least two different queryable storage servers which do not communicate
with each other. When this is the case, each server gets no information on the
item retrieved by the user. In contrast, for a single server information-theoretic
privacy can only be provided when the whole database is retrieved.

There are relaxations of this approach. For example, Kushilevitz and Os-
trovsky [22] relaxed information-theoretical privacy to computational privacy
and presented a method for constructing single-database PIR based on the
Goldwasser-Micali public-key encryption scheme [15]. Many other single-database
PIR schemes have appeared since then. See the survey [24], and more recently
[18,4,34] and the survey [1].

In our implementation, we follow the approach of Chor et al. [9,10] to imple-
ment private knowledge retrieval using two copies of the database (see also [31]).
For this, we need to index knowledge items. We have already specified above that
the inference engine and the knowledge base clients request Horn clauses based
on the pairs (predicate-name, arity). We use these pairs to index knowledge,
and, therefore, we compute an index or hash from them. As the number of Horn
clauses (facts and rules) and their lengths associated with a given index will be
typically different, the database is padded so that all indices in the knowledge
base have the same length.

To access a given index ¢, the agent client builds two random queries differing
in the value associated to i. The agent submits one query to each knowledge base
server, each server provides a string of bits that are xor-ed bits of the received
query. These two responses are also xor-ed, and the resulting string is decoded
providing the desired result, i.e., facts and rules associated to index 1.

The agent’s knowledge-base client receives the requested knowledge, verifies
its integrity using the associated provenance information and digital signature,
caches it provided the verification is successful, and forwards it to the inference
engine for inference.

In addition to the approach that directly follows PIR, we have implemented
two other alternative solutions that are more light-weighted. They are as follows.

— Single server, k-anonymity [27]. Given k, the agent submits the desired in-
dex ¢ and k — 1 other random indices. The server provides all Horn clauses
associated to the k indices, and the client selects the desired one.

— Single server, buckets. All knowledge (Horn clauses) in the knowledge base
is divided into b buckets at the initialization stage. Then, for a desired index
i, the agent determines in which bucket this knowledge is, and retrieves all
associated knowledge (all Horn clauses) from the server. The agent then
selects the desired one.
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In what follows, we will use the following notation. We denote by n,, the
number of different pairs (predicate-name, arity) in the knowledge-base, by ny,
the number of Horn clauses in the knowledge base, and by r the number of bits
in the padded database.

In summary, we have implemented three alternative private knowledge re-
trieval protocols. Each implementation has different formal privacy and security
guarantees, as well as different computational requirements. The stronger pri-
vacy guarantees with the, in principle, largest computational time corresponds to
the implementation of non-colluding knowledge bases. In contrast, k-anonymity
and buckets are less computationally demanding but at the same time providing
less privacy and security guarantees. Among k-anonymity and buckets, its pri-
vacy guarantees and computation requirements depend on the parameter k£ and
the number of buckets. So, if b = np,/k then the privacy guarantees of the two
approaches are similar, as a query will return a similar number of items. Note
however that multiple access to the same index is deterministic for buckets but
not for k-anonymity.

3.5 Untrusted agents and agent collusions

In our implementation we have considered two servers to provide privacy pre-
serving knowledge retrieval. In addition, knowledge is digitally signed to pre-
vent tampering. Moreover, multiple servers provide interesting mechanisms for
guaranteeing robustness and reliability for information storage [29,30]. In this
paradigm, encoding of the information stored by the servers (mainly by the use of
maximum distance separable codes) prevents from the loss of information in case
some servers get damaged or incommunicated and ensures reliability of the infor-
mation, in case that a (small) number of servers send perturbed or directly fake
information. This would provide additional security guarantees against memory
poisoning attacks by some of the servers. However, when a number of servers
is used, some of them may collude. Some solutions against this kind of collu-
sions using error correcting codes can be found in [14,17]. In these references
information retrieval is generalized to file downloading. Another alternative is
peer-to-peer PIR [13] in which a user is cloaked in a peer-to-peer user community,
where peers submit queries on behalf of other peers and conversely.

Access to knowledge bases and ontologies can also be implemented using
these approaches. In this way, untrusted collusions of servers will not know which
knowledge items are accessed, and malicious actions could be mitigated. That
is, we could minimize compromising memory and future agent’s actions. Locally
repairable codes (LRC) [19,28], that are used for large databases in practice, can
be used for this purpose.

4 Experiments and analysis

As described in the previous section, we have implemented a prototype of our
architecture in Python. This prototype includes the local Prolog-like inference

113



12 V. Torra, M. Bras-Amoros

knowledge sent received selection/

bases communication communication computation

k-anonymity 1 KB k-64 k-r select 1 of k

b-buckets 1 KB 1-64 m-r select 1 of b
2-PIR 2 KB 2 Npa dr XOR(2r)
22 PIR d KB d-npl? dr XOR(dr)

Table 1. Costs on bits for private knowledge retrieval implemented using k-anonymity,
b-buckets, two non-colluding databases (2-PIR), and 24 knowledge databases. 64 above
represents the length in bits of integers (assuming long long int). Here, 7 is the number
of bits associated to each index in the knowledge base, k the parameter associated to
k-anonymity, b is the number of buckets and m = np,/b is the number of rows retrieved
by b-buckets.

mechanism. Although all components run on a single laptop, we simulate both
the knowledge-base server(s) and the knowledge-base client by providing sepa-
rate software implementations for each role.

We are assuming that the server is not trusted, nevertheless, we do not allow
severs to collude. The external knowledge base is indexed taking into account
the predicate name and its arity. Therefore, the size of the database in number of
records depends on how many distinctive pairs (name, arity) exist. Then, we have
implemented a set of queries and evaluated their execution time experimentally.
In addition, we assess the complexity of querying the system. We begin with
the analysis of the complexity of the private information retrieval approaches
introduced in Section 3.4.

4.1 Complexity analysis

In the case of two non-colluding knowledge bases, each one with n,, keys, the
agent is required to send nyp, bits to each server (so, communication requires
2npq bits) and this agent will receive 7 bits from each server (so, communication
requires 2r bits). Here r corresponds to the number of bits of a knowledge item of
the padded database. Then, the agent performs a xor of these 2r bits obtaining
a string of r bits. Our solution is not optimal. There are alternative solutions for
2¢ databases for a given d in which the protocol sends d - n,lgéd bits in total and
the agent receives from each database r bits (i.e., dr bits are received). Here the
agent applies a xor of these d - r bits obtaining r bits.

In the case of k-anonymity, the intruder sends k indices, say integers of 64
bits (so, it sends k-64 bits) and receives k knowledge items. Considering as above
that they are r bits long, this means that k - r bits are received. These strings
need to be filtered to obtain the final r bits.

In the case of buckets, the approach has a cost analysis similar to the one of
k-anonymity, except for the transmission from client to server, which is just the
number associated to a set of buckets. So, say, 64 bits. Then, for a number of
buckets equal to b we will have that each query will retrieve m = n,, /b indices
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KB Mean St. dev. Min Max

baseline 0.17787843 0.00276265 0.17516215 0.18181177

bucket  0.16892560 0.00250258 0.16619691 0.17300868

Anon k4 0.17944365 0.00301458 0.17585521 0.18262578

Anon k6 0.17852928 0.00138278 0.17638855 0.17977013

Anon k8 0.18061575 0.00335783 0.17653908 0.18402709

Anon k10 0.17887916 0.00275545 0.17525422 0.18126626

it2pir 0.22309446 0.00500567 0.21711705 0.22866296
Table 2. Execution time statistics for different knowledge base access mechanisms,
five runs, each accessing the knowledge bases as first time (i.e., case Non-cached).

from the knowledge base. So, the agent will receive m - r bits that need to be
filtered to obtain the final r bits. Costs are summarized in Table 1.

4.2 Computational experiments

To test our system, we have defined a knowledge base consisting of np = 99
facts and rules, which corresponds to n,, = 46 entries in the database. We
have included a variety of Horn clauses, including both facts and rules, with
non-recursive and recursive rules, and implementing as well two predicates that
are benchmarks from SICStus Prolog [39]. In particular, we have implemented
nreverse (naive reverse) which for a list of n = 30 elements requires a recursion
of depth (n+ 1) + 2n(n+ 1) = 31 + 465 = 496, and zebra.

Then, we have considered a set of 18 queries and executed them in differ-
ent configurations. We have also executed each configuration several times. The
configurations we have considered are the following ones.

— “baseline” which means that a single external knowledge base is used, no
privacy preserving access is applied,

— “pir_bucket” which means that we use a single external knowledge base
implementing private information retrieval with buckets,

— “pir_kAnon” which means that we use a single external knowledge base
implementing private information retrieval with k-anonymity, and

— “itpir 2servers” which means that we use the PIR protocol with two external
knowledge bases.

Note that each of these types of executions are implemented for each of the
above configurations. As queries in the external knowledge base are cached by the
knowledge client, we have repeated executions in different ways. Computation
times for each type of execution are provided.

— Non-cached. 5 executions of each query as if the query access was new
each time but allowing caching for recursion as well as within the set of
queries. For example, the first inference associated to nreverse requires
an external knowledge base access to retrieve the associated Horn clauses,
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KB Mean St. dev. Min Max

Baseline 0.0969 0.1119 0.0178 0.1761

Bucket  0.0919 0.1081 0.0154 0.1684

Anon k4 0.1006 0.1142 0.0198 0.1814

Anon k6 0.0976 0.1143 0.0168 0.1785

Anon k8 0.0978 0.1129 0.0180 0.1776

Anon k10 0.0987 0.1114 0.0200 0.1775

it2pir 0.1192 0.1503 0.0130 0.2255
Table 3. Execution time statistics for different knowledge base access mechanisms cor-
responding to two runs with cache. That is, first execution of the queries uses external
access, and the second never does (case Standard caching).

but no external access is required for recursive computation of nreverse.
Moreover, no external access is required for another call of nreverse within
the same set of queries.

— Standard caching. Two executions of a query with cache. That is, we
have executed each set of queries twice. Nevertheless, external access is only
applied once, and all the other executions use cached Horn clauses. Because of
that, even if the first execution required external access, the second execution
never requires this external access, and, thus, the overall time for executing
the set of queries takes much less time.

— All cached. Baseline with no external query. In order to assess the execution
costs using the external knowledge base, we also provide mean execution
times when no external knowledge base is used. These results are computed
using only cached Horn clauses.

The execution times for the first set of experiments with the minimum num-
ber of cached Horn clauses (case Non-cached) are provided in Table 2. Then,
execution times for the second set of experiments with partial caches (case Stan-
dard caching) are provided in Table 3. Finally, execution times for all Horn
clauses cached (case All cached) are provided in Table 4. As expected, the longest
execution time is for the case non-cached, Table 2.

The computational results displayed in these tables for the two PIR databases
are surprisingly good. In the case non-cached, its time is 0.17s for baseline and
0.22s for it2pir. It seems that the implementation of the XOR on the knowledge
base is extremely fast and comparable to the other expected-light-weight imple-
mentations that need to generate multiple queries, forward these queries, and
then filter the results of these queries. Query generation and post-processing is
implemented in Python.

Note that as all the query processing is performed by the knowledge base
client and knowledge base server, execution times are in fact independent of the
logical inference engine (our Prolog engine). In other words, the Prolog engine is
agnostic on the type of knowledge base server used and it only queries the local
knowledge base client and gets appropriate Horn clauses in return.
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KB Mean St. dev. Min Max

Baseline 0.0135 0.0027 0.0117 0.0176

Bucket  0.0149 0.0038 0.0120 0.0205

Anon k4 0.0158 0.0044 0.0121 0.0217

Anon k6 0.0140 0.0016 0.0125 0.0161

Anon k8 0.0126 0.0016 0.0116 0.0150

Anon k10 0.0144 0.0021 0.0131 0.0175

it2pir 0.0129 0.0007 0.0125 0.0140
Table 4. Execution time statistics for different KB access mechanisms corresponding
to five runs with no external access (i.e., baseline, case All cached).

5 Conclusions

In this paper we claim that the standard formalization of memory poisoning at-
tacks for semantic memory can be mitigated using secure memory mechanisms,
secure updating of knowledge bases, and secure communication and communi-
cation logs. We implemented a knowledge base which includes provenance and
digital signatures to avoid knowledge tampering. We introduced a private knowl-
edge retrieval and private inference as a way to provide secure inference. We
described our implementation and provided experiments and analysis of its cost.

We mentioned in the paper that there are some ways to improve the per-
formance of the inference system that were not considered and are left as pos-
sible extensions. In relation to knowledge retrieval, we considered retrieval by
predicate name and arity. More sophisticated retrievals are possible taking into
account the arguments of the predicates (e.g., as Just In Time Indexing, JITT,
utilities in SWI-Prolog). Also, it would be possible to use tabling, memoization
of inference results.

In our implementation we considered only a single external knowledge base,
or two knowledge bases with replicated content. Our approach can be easily ex-
tended to multiple knowledge base servers with different knowledge. Specialized
knowledge bases will offer their services listing their knowledge (i.e., providing
appropriate hashing functions). In this case, agent’s client would proceed in a
way analogous to our current system, but deciding first to which server it needs
to send a request. l.e., instead of having a single hash function providing an
index for the pair predicate name/arity we would have multiple hash functions,
one for each knowledge base.
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Abstract Digital identity technologies are increasingly used to replace
physical or paper-based credentials in online and offline interactions, en-
abling individuals to prove facts about themselves in secure, tamper-
resistant, and privacy-preserving ways. Within this field, Data Minimiza-
tion (DM) is a core privacy-by-design principle aimed at ensuring that
only strictly necessary information is shared. In practice, however, exist-
ing Verifiable Credential (VC) implementations include unnecessary at-
tributes or excessive data, creating tension with regulatory expectations
and privacy goals. Prior surveys acknowledge DM but do not examine
it systematically across the full VC lifecycle. This study addresses this
gap by categorizing and synthesizing existing DM techniques within a
role- and lifecycle-aware framework. Our analysis shows that DM in VC
systems is not a single design choice but a combination of Selective Dis-
closure (SD), Rule-Based DM, and Machine Learning-Based techniques,
each with distinct trade-offs across roles, lifecycle stages, and application
domains. This Systematization of Knowledge (SoK) provides a clear basis
for selecting and combining DM techniques in practice.

Keywords: Verifiable Credentials - Data Minimization - Selective Dis-
closure - Credential Lifecycle - Role- and Lifecycle-Aware Framework

1 Introduction

Verifiable Credentials (VCs) are World Wide Web Consortium (W3C)-standard-
ized digital identity documents such as driver’s licenses, passports, and aca-
demic degrees that users can store in wallet applications and present for verifi-
cation [55]. A core privacy feature of the W3C VC standard is Data Minimiza-
tion (DM), which means that only the minimum information necessary to fulfill
a specific purpose should be disclosed.

By enabling Selective Disclosure (SD) and Verifiable Presentations (VPs),
VCs support privacy-preserving interactions across education, healthcare, fi-
nance, and the Internet of Things (IoT) [4,13,18,19,30,45,55]. However, real-
world VC implementations fall short because issuers include additional attributes,
and verifiers request full credentials rather than only the minimum required at-
tributes [1,31]. Prior work has examined SD, Self-Sovereign Identity (SSI), Ma-
chine Learning (ML), and regulatory aspects of DM in VCs, but does not provide
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an integrated role- and lifecycle-aware systematization spanning issuer, holder,
and verifier responsibilities. The literature proposes several DM techniques, in-
cluding SD, Rule-Based DM, and ML-Based techniques, but these are usually
studied in isolation rather than within a VC- and lifecycle-aware framework.
This Systematization of Knowledge (SoK) synthesizes SD-based, Rule-Based,
and ML-Based DM. The initial search covered January 2020 to July 2025 and
was updated in August 2026. We paid explicit attention to the three core VC
roles: issuer, holder, and verifier. The analysis examines how DM can be achieved
across the VC lifecycle and is guided by the following research questions:

— RQ1: Which DM techniques have been proposed, and how can they be sys-
tematically organized into a role- and lifecycle-aware framework that includes
the perspectives of issuers, holders, and verifiers?

— RQ2: In which application domains have these techniques been applied, and
how transferable are they across domains?

In response, this SoK makes three main contributions:

— C1: A taxonomy of DM techniques for VCs (Section 5.1).

— C2: A role- and lifecycle-aware conceptual framework that organizes DM
techniques from the perspectives of issuers, holders, and verifiers, intended
to support analysis, comparison, and future system design (Section 5.2).

— C3: A mapping of DM techniques across key domains (Section 4.2).

2 Background and Conceptual Foundations

This section introduces VCs, outlining their core definitions, roles, ecosystem,
and lifecycle. It examines privacy provisions in VC standards, introduces our VC
threat model, and conceptualizes DM across the VC lifecycle.

Running example. In the proof-of-age use case, we illustrate the responsibil-
ities of the relevant roles. A state government agency issues a digital driver’s
license to the holder’s wallet. This VC is signed by the issuer and includes a
license identifier, date of birth, validity period, license class, and restrictions.
At checkout, the beer and wine store (verifier) requests proof-of-age (aged 18 or
over) from the customer (holder). The holder creates a Verifiable Presentation
(VP) that discloses only the claim "age > 18". The store verifies the government
agency’s signature and the driver’s license status, then approves the sale.

2.1 Verifiable Credentials: Definition, Roles, and Ecosystem

A VC is a tamper-evident digital credential that contains claims about a subject
and can be cryptographically verified. In the W3C data model, issuers create and
sign VCs, holders store them and generate VPs, and verifiers validate presented
claims [55]. Issuers may revoke or reissue VCs, and verifiers may log verification
events.
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VC deployments may use supporting components such as a Verifiable Data
Registry (VDR) and Decentralized Identifiers (DIDs). DIDs are optional and are
not required by the W3C VC data model [54,55]. Together with the core roles,
such supporting components form a VC ecosystem [38].

2.2 Privacy in the VC Standard

The VC standard supports privacy-oriented designs in which verifiers can re-
quest information at the claim level rather than full credentials and holders can
selectively disclose attributes from their VCs. For example, the VC data model
recommends that issuers include only essential claims and that holders present
only the claims a verifier needs. The standard defines a "spectrum of privacy",
ranging from "highly correlatable" to "non-correlatable". In our running exam-
ple, the verifier can request an age predicate without revealing the holder’s date
of birth. However, this may still enable holder identification [55]. Cryptographic
proofs can further reduce linkability, depending on the design of the credential
[55]. DIDs also affect privacy in VC ecosystems. When holders use different DIDs
across transactions, presentations made to one verifier become harder to link to
those made to other verifiers. This does not guarantee unlinkability, but it can
reduce the risk of correlation.

2.3 DM and Role-Based VC Threat Model

In this paper, DM is treated as a privacy principle that limits the collection,
storage, and disclosure of Personally Identifiable Information (PII) to what is
necessary for a specific purpose. DM techniques are the approaches used to op-
erationalize the DM principle throughout the VC lifecycle, including credential
issuance, wallet storage, and presentation. DM mechanisms are used to imple-
ment the techniques where relevant.

The threat model distinguishes between internal and external threat sources.
Internal threats arise from actors within the VC ecosystem, primarily issuers
and verifiers that deviate from intended DM practices, while external threats
originate from actors who compromise, intercept, or replay private data. Re-
play is DM-relevant because intercepted presentations may be reused without
the holder’s consent, resulting in unintended disclosure. The holder is treated
as the victim rather than a malicious actor, and the model focuses on issuer-
and verifier-side behaviors that violate DM, with the VDR considered a sup-
porting system rather than a primary threat source. Based on this setting, we
define six DM-relevant threats (T1-T6) across VC issuance, wallet storage, and
presentation. Table 1 captures issuer over-collection (T1), wallet breaches by an
external adversary (T2), verifier-side correlation (T3), excessive data requests
by the verifier (T4), replay of intercepted presentations (T5), and collusion of
multiple verifiers or issuers and verifiers (T6).
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Table 1. Adversarial Settings for the VC Ecosystem

Threat| Primary Threat Source |Adversarial Setting Threat Description
T1 |Issuer Issuer Over-Collection |[The issuer adds unnecessary attributes to a VC,
increasing the disclosure risk later in the VC life-
cycle.
T2 |External adversary Wallet Breach VC data is exposed from the holder’s local or
cloud wallet.
T3 |Verifier Presentation Correla-|The verifier links multiple VPs to re-identify the
tion holder across presentations.
T4 | Verifier Overreaching Request |The verifier requests unnecessary attributes.
T5 |External adversary Presentation Replay |Intercepted VPs are reused or replayed beyond the
holder’s intended usage.
T6 |Colluding issuers and verifiers|Cross-Transaction Multiple verifiers or colluding issuers and verifiers
Collusion share presentation data to re-identify holders or
infer additional information.

2.4 VC Lifecycle and Conceptualizing Data Minimization

Applying the big data lifecycle [43] to VCs begins with the issuer deciding,
based on the anticipated usage scenarios [55], which attributes to include in the
VC. The issuer then creates and signs the VC from source records. The holder
stores the VC in a wallet, where device-level security and local policies protect
its integrity and confidentiality. A VC is immutable once issued. Operationally,
updates are implemented by reissuing the VC. The verifier requests information
for a specific purpose, and the holder applies SD to disclose only the required
attributes. In the running example, the holder may prove they are "18 or over"
at a beer and wine store without revealing their date of birth. The verifier then
validates the presentation prior to using the data. Finally, VCs may expire or be
revoked by the issuer.

Conceptualizing DM across the VC lifecycle involves examining how much
identifying information is shared or collected at different stages of the lifecy-
cle, and how effectively the system mitigates vulnerabilities while preserving its
intended purpose. We assess DM across issuance, wallet storage, and presenta-
tion, because these are the stages at which claims are created, stored, requested,
disclosed, or reused. Yang et al. distinguish adequacy, relevance, and necessity.
Requested data must contribute to the purpose, be related to it, and be limited
to the least revealing information required to achieve it [58]. In the running ex-
ample, the age predicate may satisfy the purpose, whereas requesting the date
of birth requires additional justification.

A VC with fewer attributes at issuance reduces downstream exposure, be-
cause unnecessary claims are not in the VC at all. Reducing the number of
disclosed claims may lower exposure, but privacy risk can remain high if the dis-
closed claims are highly identifying. The VC threat model in Section 2.3 helps
locate where each risk appears. If an issuer avoids unnecessary claims, the leak-
age risk in later stages shrinks because the data are not present in the VC.
Verifier correlation affects presentation risks and replay, while collusion affects
reuse and aggregation risks across transactions.
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3 Methodology

We used Kitchenham and Brereton’s guidance to structure the review design [35],
and the Preferred Reporting Items for Systematic Reviews and Meta-Analyses
(PRISMA) framework to document the search and selection process [40].

3.1 Sources and Search Strategy

We identified IEEE Xplore and Scopus as primary databases. IEEE was selected
for its strong coverage of security research, and Scopus for its multidisciplinary
coverage. We also conducted forward and backward citation searches. Our search
string was designed as an intentionally broad query to capture both VC-specific
studies and transferable DM techniques. We searched titles, abstracts, and key-
words. Our search combined three concept groups: (A) VCs, decentralized iden-
tity, DM; (B) privacy, regulatory terminology; and (C) selective disclosure, zero-
knowledge proofs (ZKPs), ML. We combined the three concept groups (A, B, C)
into two logical blocks and used the structure A AND (B OR C). The conceptual
structured query is shown in Table 2. Relevance to DM in VC ecosystems was
then enforced through title and abstract screening and full-text assessment.

3.2 Inclusion, Exclusion, and Screening

We included peer-reviewed conference or journal papers published between Jan-
uary 2020 and August 2026. The initial search was conducted in July 2025 and
updated in August 2026. Our search retained papers that proposed, analyzed,
or evaluated DM techniques in VC ecosystems, as well as studies that applied
DM techniques transferable to VC needs. We excluded papers that discussed SSI
architectures, DIDs, blockchain, or privacy in general, unless they contributed
to DM in VC ecosystems. Studies retrieved using general privacy, machine learn-
ing, zero-knowledge, or data-minimization terminology were retained only when
full-text screening showed a transferable contribution to DM in VC ecosystems.

The initial database search returned 1,169 papers. We used Covidence? for
deduplication, screening, and study selection. After deduplication, 892 papers
remained. The titles and abstracts of these were screened against the inclusion
criteria, and the remaining papers were assessed at full text. Of the 352 full-
text papers assessed, 298 papers were excluded because they met one or more
exclusion criteria. The remaining 54 papers met all criteria and were included
in the qualitative synthesis. The supplementary search in August 2026 identified
three additional studies. The combined synthesis therefore contains 57 studies.

3.3 Data Extraction and Synthesis

For each of the 57 papers, we systematically extracted and analyzed information
on groups of DM techniques, the cryptographic mechanisms, evaluation evidence,

3 https://www.covidence.org/
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Table 2. Conceptual Boolean Search String.

Concept Group Search Terms

A "verifiable credential*" OR "attribute-based credential*" OR "anonymous cre-
dential*" OR "digital credential*" OR "decentralized identity" OR "data min-
imization" OR "data minimisation"

B "privacy" OR "privacy-preserving" OR "anonymity" OR "unlinkability" OR
"data protection" OR "GDPR" OR "CCPA" OR "CPRA"
C "selective disclosure" OR "zero-knowledge" OR "data minimization" OR "data

minimisation" OR "machine learning" OR "AI" OR "reinforcement learning"
Full query: A AND (B OR C)

and regulatory basis. We recorded how studies translated legal principles and
the application domains or use cases in which they were studied. Recurring
approaches, such as SD with ZKPs, were examined across multiple studies to
assess how their effectiveness is evaluated. To contextualize these findings, each
study was mapped to an application domain and one or more use cases.

4 Systematization of Techniques

We extracted key information related to the research questions and systemati-
cally analyzed the DM techniques and use cases to identify common categories.
Applicable studies were counted in multiple categories. Across the selected stud-
ies, we identified three groups of DM techniques: VC-specific SD, transferable
Rule-Based DM, and ML-Based DM.

4.1 DM Techniques and Usage in the VC Lifecycle (RQ1)

Selective Disclosure. VCs use SD as their primary DM technique. SD allows
the holder to reveal only the attributes required by the verifier [18,19,45,55].
In our review, 28 studies (49% of 57) use some form of SD, making it the most
common approach. The reviewed papers group SD in VCs into three mechanisms:
atomic credentials, commitment-based schemes, and ZKP-based schemes.

Atomic credentials allow the issuer to create a separately signed credential
for each claim [18]. They appear in five selected studies. Three earlier studies
describe the approach [18,19,45], while Buldini et al. and De Salve et al. imple-
ment atomic credentials as experimental baselines [5,14]. Their evaluations show
fast VP generation but increased storage, verification, and revocation costs as
the number of claims grows. Additionally, combining multiple atomic credentials
within a single VP may result in invalid presentations [45]. We therefore treat
atomic credentials as an experimental baseline rather than a scalable strategy.

Commitment-based schemes, covered in seven studies, hide undisclosed at-
tributes until the holder chooses to reveal them. Typically, the issuer commits
to each attribute in the VC, and the holder opens only the commitments re-
quired by the verifier. These schemes are conceptually simpler and can reduce
cryptographic complexity, but require additional handling of committed data
and presentation logic [19,45].
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ZKP-based SD is the most common mechanism, covered by 19 studies. Schemes
based on Camenisch-Lysyanskaya (CL) or Boneh-Boyen-Shacham+ (BBS+) sig-
natures allow holders to prove selected claims without revealing all VC data
[18,45]. Recent work improves efficiency: Guo et al. [27] use partial blind signa-
tures with a Zero-Knowledge Succinct Non-Interactive Argument of Knowledge
to achieve constant-size proofs, while Ramié¢ et al. [45] combine Boneh-Lynn-
Shacham signatures, Merkle trees, and Bulletproofs for multi-credential presen-
tations and range proofs. Architecturally, these mechanisms are used in systems
for decentralized identity, IoT data sharing, and VCs, enabling vehicles to share
attributes while maintaining privacy [21,59,60]. Yang et al. complement these
studies by linking VC formats to the GDPR requirements of adequacy, rele-
vance, and necessity. Their analysis finds that most common formats support
claim-level SD while BBS-+-based credentials and Anonymous Credentials addi-
tionally support predicate proofs.

Rule-Based. Rule-Based DM relies on predefined, deterministic policies or con-
straints to limit the personal data collected, processed, or disclosed [9]. We dis-
tinguish three minimization mechanisms in the reviewed literature: horizontal
DM (hDM), vertical DM (vDM), and transformative DM (tDM). We treat these
as mechanisms and Rule-Based DM as a technique for enforcing them.

hDM focuses on reducing the number of data records processed or disclosed
[33,32,50]. By lowering disclosure volume, hDM reduces exposure and the po-
tential for post-breach identification, although highly detailed records may still
allow holder identification. In IoT settings, related approaches limit the volume
or frequency of data exposed or processed [33,50]. Jaiswal et al. demonstrate
how this principle can be applied in combination with Federated Learning [32].

vDM focuses on collecting less detailed data, limiting or generalizing un-
necessary details. In a VC implementation, this means that issuers and holders
should protect individual privacy at the transaction level by limiting the num-
ber of claims disclosed, with verifiers excluding unnecessary attributes rather
than requesting full credential data. Returning to our running example, hDM
limits the claims presented to one identity document, while vDM restricts the
requested information to an age predicate rather than a full date of birth.

tDM goes a step further by transforming data to reduce its sensitivity while
preserving usefulness. Common approaches include generalization, such as record-
ing age ranges instead of exact ages or approximate locations rather than precise
coordinates. Pu et al. implement facial DM using ML-assisted tDM [42]. Park
[41] presents the "Protocol for Data Minimization" (DtMin) in healthcare, which
shares only patient-consented and requester-required medical attributes in read-
able form while keeping the remaining data encrypted. Unlike SD, which enables
selective presentation at verification time, DtMin controls data exposure through
transformation and policy enforcement. Garofalo et al. use tDM to share health
data with minimized re-identification risks [25]. tDM strengthens privacy by
making unnecessary data inaccessible, but it introduces additional complexity
and requires careful trade-offs between privacy and functionality.
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Machine Learning. We found no VC-specific study where an ML system
dynamically formulates minimal verifier requests within the standardized VC
workflow. We therefore treat ML-Based DM as a transferable rather than an
established VC-specific technique. Unlike deterministic Rule-Based approaches,
ML-Based methods may help estimate the necessity of attributes based on con-
text or task outcomes rather than on fixed policies.

Audit methodologies assess whether previously collected attributes affect out-
comes, supporting assessment in retrospect of minimization and evaluation of
initial data-collection strategies [23]. Rastegarpanah et al. [46], for example, test
whether inputs are necessary by replacing them with constants and observing
whether outcomes change, arguing that unchanged predictions indicate unneces-
sary inputs. Similarly, scaling-law-based approaches such as the Framework for
Inhibiting Data Over-Collection use scaling laws to identify diminishing returns
from additional data collection [49]. While these mechanisms help to prevent
over-collection, they do not generate minimal VC requests.

Real-time filters help users identify, withhold, or generalize sensitive data
before disclosure. SecureCheck introduces a privacy-enhancing framework to re-
duce data oversharing during verification by using user-verifier contracts to con-
trol shared information [31]. Tran et al. [52] show that accurate inference may
require as little as 10% of the attributes, and Zhou et al. [62] use a large language
model to flag PII before sharing. In a VC implementation, such approaches could
support holder disclosure decisions, but current work does not integrate ML into
VC presentation workflows.

Federated learning supports DM by ensuring that only model parameters are
shared, keeping sensitive data local [17,26,36].

Taken together, the VC literature is holder-centric and focuses on SD, while
support for issuers and verifiers remains limited. Rule-Based DM techniques
can help align issuers and verifiers with DM requirements. ML-related work
suggests potential future support for VC workflows, but there is no VC-specific
evidence that these methods can help issuers minimize VC schemas or help
verifiers formulate minimal data requests.

4.2 Application Domains and Transferability (RQ2)

We grouped the application domains as proposed by W3C [53] and added a
column for domain-independent studies. Table 3 contains representative studies
and summarizes how the selected studies apply DM techniques across applica-
tion domains. In education, VCs enable selective disclosure of data (attributes
and predicates) from diplomas or transcripts, allowing graduates to prove qual-
ifications without revealing additional personal data and supporting revocation
where necessary [45]. Hartmann et al. [28] present another example where col-
lected student click data revealed sensitive personal information, including aca-
demic achievement and demographic data, highlighting the challenges of DM
in practice. Financial institutions use ZKP-based range proofs to meet require-
ments such as know-your-customer (KYC) [24]. Retail use cases align closely
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with our running example, in which the verifier requires eligibility rather than
the holder’s identity [18,45,47].

In healthcare, DM is important due to the high sensitivity of the data [41].
The DtMin Protocol, for example, supports medical information sharing between
healthcare providers and health record providers, ensuring disclosure of patient-
consented and required attributes. In neuropsychological studies, a mobile health
(mHealth) app prioritizes data aggregation on the device, avoiding raw sensor
data collection [22]. Specialized auditing frameworks, such as MINDAEXT (for
browser extensions), are adaptable to multiple privacy regulations. Although
transferring these frameworks to domains such as IoT may require adjustments
to data collection techniques, their underlying approach remains adaptable [37].
Furthermore, techniques such as vDM remain limited to structured tabular data
(e.g., census data, loan data) [3,50]. Another challenge to broader adoption is
the lack of flexible, efficient implementations for diverse domain requirements.
Recent research has begun to close this gap by introducing architectures suited
to diverse use cases [24].

Table 3. Coverage of DM Techniques and Mechanisms across Application Domains.

Application Domain

Technique Mechanism Education|Retail|Finance| Healthcare I(;‘ng::;:{: 1 Tgcengt.ily IoT In(]i:::;)[::(lir;n "
Atomic credentials - - - - - - - [18,19,45,5,14]
SD Commitments/hash-based [34] [18] - - - [13] - [19,5,14,58]
ZKPs s | nsl | feal - [45] ['34924772)97‘21] [7,12,20,61]| [19,5,14,58]
hDM B B - [32] B - [33] 50
Rule-Based| vDM - - - [31] - [1.11] [9,10] 50
tDM 7 [22,25,41] - B 1)
Audit 28] - [37,23,46,49]
ML PII Filtering - - - - - - - [52,62]
Federated learning - - - [17,26,36] - - - [32]

"[]": Indicates coverage; "-": indicates no coverage among the selected studies.

Studies may appear under multiple mechanisms. Consequently, mechanism counts
do not add up to the number of unique studies.

Overall, the transferability of these techniques varies with the level of ab-
straction. Core cryptographic mechanisms, such as ZKPs, are highly transfer-
able across VC domains because DM requires holder control over shared claims.
Rule-Based mechanisms transfer when domain requirements can be generalized
and reused in different domains. ML-Based mechanisms remain the least mature
for VCs because there is no specific research on their use in VC workflows.

5 Discussion

5.1 Evaluation of DM Techniques Across Domains (C1, C3)

Table 4 shows our taxonomy of DM techniques and compares the identified DM
mechanisms using six criteria. Privacy impact indicates how much a technique
reduces attribute disclosure and linkability. Efficiency refers to the additional
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computational and communication costs incurred at issuance, presentation, or
verification. High efficiency means low computational and communication over-
head. Scalability indicates whether the technique remains usable as the number
of VCs, presentations, or actors grows. Domain transferability refers to evidence
that the technique can be used across multiple domains. Regulatory alignment
refers to whether the technique can support DM responsibilities under the Aus-
tralian Privacy Act [2], the General Data Protection Regulation [16], and the
California Consumer Privacy Act [6]. Following Yang et al. [58], high align-
ment requires limitation of data quantity to what is sufficient for the purpose.
Medium indicates that the technique can reduce data, but depends on external
policies. Low alignment indicates indirect or retrospective support. Quantum
resilience shows whether the underlying security mechanisms are likely to with-
stand threats created by future quantum computers. The high, medium, and low
ratings summarize how the reviewed work highlights trade-offs among different
DM techniques and mechanisms. These ratings synthesize the evidence discussed
in Section 4.1 and are indicative rather than precise. They should not be taken
as a benchmark for DM techniques.

Atomic credentials are rated low for scalability because the number of creden-
tials, signatures, and revocation operations grows with the number of claims [5,14].
De Salve et al. show that hash-tree presentation size and processing costs can
increase considerably with the number of disclosed claims [14]; hence, scalability
for hash-based commitments is rated medium. ZKP-based mechanisms justify
high privacy impact because they enable proofs about attributes or predicates
without revealing the underlying data [7,19,56,61]. However, they come with
increased complexity for proving and verification and therefore score lower on
efficiency, with scalability remaining medium due to design and implementa-
tion trade-offs [19]. Regulatory alignment is high because minimized disclosure
supports necessity and purpose limitation. Column n reports the number of se-
lected studies supporting each mechanism. The 19 ZKP-related SD studies are
regrouped into nine SD-signature studies and 10 broader ZKP studies, while com-
mitments remain a separate category. The comparison shows that SD techniques
and ZKP-based mechanisms provide the strongest VC support for minimization
at presentation time, but often involve higher cryptographic complexity. Rule-
Based DM better supports issuer- and verifier-side minimization. ML-Based DM
techniques remain the least mature for VC workflows. We found no VC-specific
study in which ML-Based techniques help to formulate minimal verifier requests
or issuer schemas. Table 4 reinforces the view that DM in VC ecosystems is a
lifecycle property with responsibilities for the issuer, holder, and verifier.

5.2 Role- and Lifecycle-Aware DM Framework (C2)

A key contribution of our work is a lifecycle-aware framework that maps DM
techniques to the VC lifecycle phases and to the roles of key actors, as shown in
Figure 1. We organize the framework by the three main lifecycle phases (issuance,
storage, presentation), highlighting how each participant (issuer, holder, verifier)
can support DM at each stage. This mapping clarifies that privacy-by-design in
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Table 4. Comparative Evaluation of the Taxonomy.

Criteria
Technique Mechanism n 1;:;:2{ Efficiency | Scalability ’I\-a]njsl;‘::lbnility Ixi‘:i:g:i’ Quantum
Atomic credentials 5 Medium Medium Low Low Medium Implementation-dependent
SD Commitments/hash-based 7 Medium High Medium Low Medium Medium
> SD Signatures 9 High Medium Medium Low Medium Low
g ZKP 10 High Low Medium High High Medium
g hDM 3 Low High High Medium Medium Not inherent
é Rule-Based vDM 6 High High Medium Medium High Not inherent
DM 1 | High | Modium | Medium Medium High Tmplementation-dependent
Audit 5 Low High High Low Low Not inherent
ML-Based | PII Filtering 3 | Medium | Modium Low Low Medium Not inherent
Federated learning 4 Low Low Medium Low Low Implementation-dependent

VC ecosystems depends on decisions made by different actors at different lifecycle
stages rather than on holder-side SD alone.

1. Issue/Reissue VCs

12 SD to minimize
= :' disclosed claims

Issuer

Holders

Check Validity

Metadata,
Rule-Based or ML- Public Key
Based schema Validity
minimization

Rule-Based or ML-
Based request
minimization

3. Present claims as a VP
Check Validity L3

5
N

2. Request claims

E Verifiers

Adversary £

ernal  Internal e

Figure 1. Role- and Lifecycle-Aware Framework of DM Techniques for VCs

Issuance Phase, Issuer Responsibilities. In the issuance phase, the issuer
creates and signs the VC. Here, DM means issuing VCs that include only the
attributes necessary for the intended purpose [55], avoiding unnecessary detail
(mitigating threat T1). While an issuer’s signature establishes trust, the choice
of signature scheme is critical for unlinkability, performance, and security [19].
If the issuer signs the entire VC as a single object, later verification may require
disclosure of the full credential, thereby undermining SD. By contrast, applying
standard digital signature primitives at the claim level allows claims to be proven
independently and supports SD [17,41,45,55]. Overall, the issuer’s responsibility
is to embed privacy-by-design into the VC’s design. Issuers should design VCs
with minimal, flexible schemas and signature and proof constructions that allow
the holder to create minimal, privacy-preserving presentations.

Storage Phase, Holder Responsibilities. After issuance, the VC is stored

on the holder’s device, typically in a digital wallet. The wallet protects data at
rest, aligning with Cavoukian’s principle of end-to-end security [8]. While holders
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must retain VCs for future use, a privacy-by-design wallet would mitigate the risk
of compromise (Threat T2). For example, a wallet might store only frequently
used VCs and archive or delete expired or unused VCs, thereby reducing the
amount of PII available to an attacker if the device is compromised. Our survey
did not identify any implementations of storage-phase DM. We identify this as
a direction for future research.

Presentation Phase, Holder and Verifier Responsibilities. At the start
of the presentation phase, a verifier requests information, and a holder proves
facts from their VCs. For verifiers, DM entails requesting only the data neces-
sary to provide the service. However, our analysis found that verifiers lack tools
to systematically minimize requests, with over-requesting remaining common
practice [31,52]. An ideal verifier would automatically derive the minimal data
requirements from service needs; for example, requesting proof that the account
balance exceeds a required threshold rather than a full financial report. While
ML-Based approaches to DM have been discussed in the literature [46,52], we
found no VC-specific proof-of-concept that uses ML to formulate or minimize
verifier requests within a standardized VC workflow, indicating a gap. Verifiers
are also responsible for minimizing data retention after presentation, ideally by
deleting or anonymizing the data received. Yet, the reviewed studies provide no
technical enforcement for such practices, relying instead on policy and organiza-
tional discipline.

A holder responds to a verifier's request by presenting the requested at-
tributes with a cryptographic proof, allowing the verifier to make an authoriza-
tion decision based on the policy. While such proofs enable privacy-preserving
verification of required claims, they do not themselves enforce access control.
The holder’s role in DM is therefore to use SD, typically via VPs, to disclose
the minimum information at presentation time [31,59]. The presentation phase
is where the privacy-utility trade-off is resolved: holders seek to minimize disclo-
sure, while verifiers must avoid excessive demands. Our DM framework shows
that without verifier cooperation, holder-side DM remains limited, highlighting
a gap in verifier-side DM techniques that support holder privacy.

DM Framework. Overall, DM is an ecosystem property. Issuers constrain
schemas, holders minimize disclosures in VPs, and verifiers constrain requests
and retention. Current work remains weakest on issuer schemas, verifier requests,
and quantum-resilient designs.

6 Related Work

Prior reviews treat DM as a privacy and security problem rather than as a life-
cycle problem. Mazzocca et al. [38] survey DIDs and VCs, list security threats,
implementations, and real-world applications, but they do not analyze DM tech-
niques or their trade-offs. Schardong et al. [48] conduct a systematic review of SSI
studies and propose an SSI taxonomy, but they do not focus on DM. Ramié et
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al. [44] review SD techniques in Anonymous Credentials, attribute-based creden-
tials, and VCs. Their review is helpful for designing cryptographic mechanisms,
but it focuses on SD rather than DM throughout the VC lifecycle. Staab et
al. [51] systematize DM in ML and classify techniques such as federated learn-
ing, differential privacy, synthetic data, data augmentation, and feature selection
as part of raw data pipelines. In contrast, VC ecosystems are based on the roles of
issuers, holders, and verifiers, which interact through cryptographically signed,
standardized VCs, defined in the W3C data model [55]. Recent studies provide
detailed experimental evidence for SD [5,14] and Yang et al. connect GDPR
requirements to credential formats [58]. Our SoK integrates these perspectives
into a role- and lifecycle-aware systematization of DM techniques, evidence, and
research gaps.

7 Gaps and Future Research

DM support for issuers is essential to achieving privacy-by-design, which assumes
privacy by default even when issuers cannot anticipate all of the verifier use
cases. The open challenge is to design VC schemas that avoid over-collection at
issuance while remaining adaptable to changes.

DM support for holders continues to rely primarily on SD. A key gap concerns
the transition to quantum-secure signature schemes that remain computationally
efficient and compact. Current schemes involve trade-offs between functionality
and quantum resilience [19,44,41].

DM support for verifiers remains particularly limited. Verifiers generally lack
mechanisms to formulate minimal, purpose-bound requests, resulting in system-
atic over-requesting. Even in our running example, the reviewed literature pro-
vides no VC-specific technical support for generating minimal verifier requests.
Promising directions are formal policy languages or decision-support tools that
translate service requirements into minimal claim requests.

Performance and scalability constraints further influence practical deploy-
ment. Buldini et al. and De Salve et al. quantify performance, storage, and
communication trade-offs among atomic, hash-based, SD signatures, and ZKP-
based DM mechanisms. However, they evaluate single mechanisms rather than
VC workflows. Future studies should evaluate end-to-end VC workflows includ-
ing performance across issuance, wallet storage, and presentation under realistic
workloads.

Usability and adoption present ongoing challenges. VC wallets are often dif-
ficult to use, leading to low adoption rates, which are intensified by limited
cross-platform integration [38]. Improved interaction design, user guidance, and
stronger integration standards are needed.

Revocation and post-disclosure control raise unresolved privacy concerns. The
goal is to enable verifiers to check the revocation status without compromising
holder unlinkability [48]. After disclosure, holders generally lack technical control
over the subsequent use of shared data [15,48].
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8 Limitations

This study is a time-bound snapshot of DM in VCs and should not be generalized
beyond VC ecosystems without further validation. The review prioritizes peer-
reviewed literature, W3C standards, and reproducible database searches, which
may omit relevant preprints, industry reports, or implementation repositories.
The analysis relies on evidence reported by the selected studies rather than a
benchmark conducted by this SoK. Although Buldini et al. and De Salve et al.
provide reproducible comparisons of DM mechanisms [5,14], their experimental
configurations differ and do not provide end-to-end VC lifecycle performance.
Yang et al. provide a detailed GDPR analysis [58]; our comparison of the Aus-
tralian Privacy Act and the CCPA focuses on technical support rather than legal
compliance.

9 Conclusion

This SoK critically examined DM techniques across the VC lifecycle, clarifying
the objectives, assumptions, and trade-offs of existing approaches. Our main
finding is that DM support in VC ecosystems remains uneven. Research has
concentrated on holder-side SD at presentation, while issuer-side minimization
at credential design and creation, verifier-side request minimization, and post-
quantum cryptographic readiness are comparatively underdeveloped. This SoK
lays a foundation for more privacy-preserving VC systems by situating these
techniques within the W3C VC standard and legally grounded DM principles.
By identifying where current approaches are mature enough and where they fall
short, the review offers a realistic account of how DM can be operationalized
across the VC lifecycle. We expect this to assist practitioners in distinguish-
ing techniques that are mature enough for deployment from those that require
further research or governance attention to meet regulatory requirements.
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Abstract. Inter-hospital consultations require a specialist to see enough
of a patient’s record to answer a concrete clinical question, yet current
sharing mechanisms often disclose more than the question requires. The
European Health Data Space (EHDS) adds a further constraint: patients
must be able to learn who accessed which categories of their data, and
when. Full anonymity of the accessing clinician is therefore incompati-
ble with the required transparency functionality, just as cleartext iden-
tification is unnecessary for routine scope enforcement and should be
avoided under GDPR data minimisation. We present a consult-scoped
delegation protocol designed from the outset around the resulting de-
sign point: pseudonymous access with auditor-controlled resolution. A
treating physician obtains a case-bound policy token, then delegates a
fresh credential to the consulted specialist, who proves possession to the
hosting gateway while disclosing only the scope values needed for enforce-
ment. Each access is logged under an encrypted identity that an auditor
can resolve, aligning the protocol explicitly with the EHDS transparency
obligation it serves.

Keywords: anonymous credentials, accountable transparency, delega-
tion, EHDS, health data access

1 Introduction

When a treating physician Dr. A at hospital H1 consults a specialist Dr. B at
hospital H2, existing record-sharing workflows are often coarse grained relative
to the consultation question. In pull-style models, Dr. B commonly accesses ex-
ternal information through a portal to retrieve documents from H1 [7,19]. In
push-style/document-exchange workflows, H1 may generate and send a stan-
dardised clinical summary, such as a Continuity of Care Document (CCD) or
Consolidated CDA (C-CDA), to H2 [7,14]. These patterns are clinically useful,
but the accessible content is largely shaped by portal/document organisation,
exchange policy, and C-CDA templates rather than the specific consultation
question. As a result, they may require clinicians to review information beyond
what is needed and may contribute to information overload [7,14,19].

The European regulatory context sharpens this problem. The General Data
Protection Regulation (GDPR) requires data minimisation, purpose limitation,
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and transparency, among other principles [10,16]. Where the GDPR states these
principles in general terms, the European Health Data Space (EHDS) Regula-
tion makes access transparency concrete for the health domain. For primary use,
that is the delivery of care itself rather than secondary research or policy use,
patients should be able to learn which healthcare provider or other individual
accessed their data, when, and which personal electronic health data were ac-
cessed [11]. This is what makes the setting specific to the EHDS rather than a
generic external-sharing problem such as supply-chain disclosure. This creates a
design tension between minimal disclosure during authorisation and accountable
transparency after access: the gateway should enforce the case, categories, and
expiry without learning the accessor’s professional identity, and no more about
the delegator than the short-lived authorisation token it must verify, while the
access log must still carry a pseudonymous entry an authorised auditor can re-
solve when transparency policy requires. The central question is how to combine
minimal disclosure, consult-specific delegation, and resolvable accountability in
one workflow.

We answer this question with a protocol that combines delegatable anony-
mous credentials (DACs) [3,4], verifiable encryption [6], and non-interactive
zero-knowledge proofs [12]. Unlike generic anonymous-credential and delegation
schemes, which optimise for unlinkability alone, our design is shaped through-
out by the EHDS requirement that each access remain resolvable to the clinician
who performed it. Full anonymity of the consulted specialist is thus not the de-
sign goal: Art. 9 EHDS requires every access to remain resolvable to a natural
person, while GDPR data minimisation favours avoiding unnecessary cleartext
identification at access time. Pseudonymity with auditor-controlled resolution is
therefore the design point the two regulations strongly motivate, and the proto-
col is built around it from the outset rather than around anonymity subsequently
weakened for compliance. The treating physician obtains a case-bound authori-
sation from her hospital, then delegates a fresh consult-scoped credential to the
specialist. At access time the specialist proves possession to the hosting gateway
while revealing only the scope values needed for enforcement, and the access
is logged under an encrypted identity that an auditor can resolve for EHDS
transparency.

The contribution is therefore not a new anonymous-credential primitive in
isolation, but an EHDS-specific protocol composition for primary-use health-
data access. Delegation is tied to a concrete clinical case, purpose, scope, and
expiry, the gateway learns only the values it must enforce, and the result-
ing access log remains resolvable to the clinician who actually performed the
access. This combination distinguishes the protocol from generic anonymous-
credential delegation, where unlinkability is typically the main design goal, and
from encryption-based health-record sharing, where the central problem is data
release rather than accountable live access. More broadly, it follows the view
that PETs in the EHDS should operationalise legal and governance requirements
rather than stand apart from them [9].
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The remainder of the paper is organised as follows. Section 2 reviews the
EHDS transparency obligation and cryptographic primitives. Section 3 describes
the participants, the threat model, and derives the security and privacy require-
ments from the EHDS transparency obligation. Section 4 specifies the protocol,
and Section 5 argues that it meets the requirements. Section 6 reports indicative
performance figures. Section 7 discusses related work, Section 8 covers deploy-
ment and the patient-transparency policy question, and Section 9 concludes the

paper.

2 Background and Design Ingredients

In this section we set out the two ingredients the protocol is built from, the
EHDS transparency obligation that motivates its design, and the cryptographic
building blocks it relies on. We keep the explanation informal and refer to the
original works for formal definitions, focusing instead on the properties each
primitive provides and how they fit together in the consult-scoped access path.

The European Health Data Space (EHDS). Regulation (EU) 2025/327
governs electronic health data in the EU and, for primary use, strengthens
patient-facing access rights. Beyond a general right of access to one’s own health
data (Art. 3), it gives patients the right to obtain information about access to
their electronic health data: under Art. 9 this information must cover at least who
accessed the data, when, and which data were accessed, and must be retained for
at least three years. Recital 16 reinforces that access by providers or other indi-
viduals should be transparent to the patient. Pure anonymity is therefore not the
right design point, but neither is full identification. An access event must remain
attributable to the accessing clinician (the consulted specialist Dr. B) after the
fact. At the same time, the GDPR data-minimisation principle requires that at
access time the gateway and any network observer learn no more than is needed
to enforce the consult, so the accessor’s professional identity should not be ex-
posed in the clear. Taken together, the two obligations point to a narrow design
point: pseudonymisation in the sense of GDPR Art. 4(5), where attribution is
impossible without additional information held separately under controls. This
is the technical meaning we assign to the legal requirement, and it is why the
protocol escrows an encrypted, resolvable identifier rather than either exposing
or irreversibly hiding the accessor.

A zero-knowledge proof of knowledge lets a prover convince a verifier
it knows secret witnesses satisfying a public relation while revealing nothing
else [13]. In ZPK{(a,B) : y = g*h®} the quantities in parentheses are the
secret witnesses, and all other symbols are public. A signature proof of knowledge
on message m, SPoK{...}(m), is the non-interactive variant Fiat—Shamir [12],
which binds m’s integrity to the proof.

Attribute-based and delegatable credentials. ABCs let a user authen-
ticate while disclosing only the needed attributes [8,5]. We write Cy(ao,...,ar)
for a credential issued by I to a user with private key ap = ki and attributes
ai,...,ay. Presentation reveals a chosen subset A, while hiding A, (including
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ku), proved by PK{A), : Ci(Ap; Ag)}(m). Delegatable anonymous credentials
(DACs) additionally let a holder pass a credential on [3,4]. We follow the con-
struction of Camenisch et al. [4]. At a high level, issuer I (root) signs user A’s
public key together with an attribute set to give A a Level-1 credential. A may
then sign B’s public key together with a delegated attribute set a’ (chosen by
A) to give B a Level-2 credential, and B presents a non-interactive proof of
possession of the chain that hides the public keys and non-disclosed attributes
from third-party verifiers and requires only pk; to verify.

Verifiable encryption [6] lets a party encrypt a value and, at the same
time, prove that the ciphertext is well-formed and that the plaintext satisfies a
stated relation, all without revealing the plaintext. We use it for identity escrow.
The accessing doctor’s identifier idpg is encrypted as 1) <— enc(pka,g, idp) under
the auditor’s public key pka,q, and the access proof carries a well-formedness
relation showing that ¢ encrypts the same idp that appears in the delegatee’s
credential. Gateways and network observers see only . The auditor can resolve it
when policy requires patient-facing transparency. We use the term pseudonymous
throughout in the sense of GDPR Art. 4(5): ¢ cannot be attributed to a specific
clinician without the additional information ska.q, which is kept separately by
the auditor under its own controls. The design therefore relies on encryption
rather than hashing, because the EHDS transparency right requires the link to
be recoverable when policy demands, so the identifier must be pseudonymous
and resolvable rather than anonymous.

3 System and Requirements

This section defines the protocol model. We describe the participants and the
trust assumptions for each role, state the threat model, and identify the EHDS
transparency obligation that motivates the design.

3.1 Participants and Trust Assumptions
Figure 1 shows the architecture. The six entities are described below:

— Credential issuer Cl. Enrols licensed doctors, issuing each a Level-1 cre-
dential together with a matching identity certificate. In practice this role can
be played by a national or regional health-professional authority.

— Delegator and delegatee. The treating physician (delegator) and the con-
sulted specialist (delegatee) carry these credentials and run the consult be-
tween them. These are ordinary clinicians typically at different hospitals.

— Access gateway GW. Operated by each hospital, it verifies access proofs
and logs accesses. It corresponds to the access-control front end of a hospital’s
EHR or health information exchange endpoint.

— Policy decision point PDP. Also hospital-operated, it authorises out-
bound consultations for cases under the hospital’s custody. This maps onto
a hospital’s existing case-management or authorisation engine, which already
knows which clinician is responsible for which case.
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Scheme authority

registers registers
Credential issuer Auditor
V4
issues issues logs transparency

Dr. A (H1)
delegator

Dr. B (H2) .| Hospital H1 .
delegates present proof Patient
delegatee GW, PDP, EHR

authorised for case

Fig. 1. System architecture for consult-scoped delegation and transparency. Dr. A
(Hospital H1) is authorised by H1’s policy decision point for the case and delegates
a consult-scoped credential to Dr. B (Hospital H2), who presents an access proof to
H1’s gateway. Same-hospital consultations use the same flow with the local PDP and
GW.

— Auditor Aud. The only authority able to resolve the pseudonymous access-
log identifier back to the accessing doctor. A natural real-world home for this
role is an EHDS access-information service or a data-protection authority
that patients can later query.

— Scheme authority SA. Oversees the others: it registers the credential is-
suer, auditor, and hospitals and publishes the public parameters they share,
so every party has one trusted reference point. This logical role may be
co-located with Cl under distinct keys.

Our trust assumptions follow the role each party plays. We assume SA is
honest during setup and Cl is honest during enrolment and revocation, meaning it
assigns each doctor a consistent identifier across the credential and the certificate.
Gateways and the auditor are honest-but-curious: GW enforces scope and expiry
as specified but may try to infer hidden attributes from what it sees, and Aud
resolves identifiers only under defined controls, though by design its key is the
capability that makes recovery possible at all. Doctors, by contrast, may be
corrupted. The adversary may observe the network, collude with a gateway, and
obtain the long-term secret of at most one of Cl and Aud after enrolment. A
holder of skaug can naturally decrypt routine logs. Section 8 discusses threshold
deployment to reduce this concentration of trust.

3.2 Requirements

Table 1 summarises the requirements. Several follow directly from the regulatory
tension of Section 2: every access must stay attributable after the fact (G7), yet
at access time the gateway needs only the case, category, and validity window,
so disclosing the accessor’s identity would reveal on every routine access which
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Table 1. Security and privacy requirements.

Goal Requirement

G1 Minimal disclosure: an access reveals nothing about the accessing
specialist beyond the scope the gateway enforces.

G2 Scope and freshness: access is confined to the authorised case

and data categories, is valid only within the consult’s lifetime, and
a captured access cannot be reused later or redirected.

G3 Delegation integrity: only enrolled clinicians can take part, the
specialist cannot be impersonated, and a consult received from a
colleague cannot be passed on further.

G4 Case-bound authorisation: a consult is permitted only when the
treating physician is genuinely responsible for the named case and
the requested sharing fits the stated purpose. Holding a valid clini-
cian credential is not by itself sufficient.

G5 Routine-log pseudonymity: ordinary access logs do not reveal
the accessing doctor to the gateway or to network observers.

G6 Cross-consult unlinkability: separate consults by the same spe-
cialist cannot be linked to one another from what verifiers see.

G7 Patient transparency: a patient can later obtain a record of who

accessed their data, and the accessor can, when policy requires, be
resolved to the actual clinician who performed the access.

specialist treats which patient (G1, G5, G6). The consult workflow itself adds
scope and freshness (G2), delegation integrity (G3), and case-bound authorisa-
tion (G4), the last requiring that the treating physician be genuinely responsible
for the case and that the sharing match a stated purpose, so that a valid clinician
credential is not on its own enough to open a consult. Section 5 returns to each
requirement.

4 Protocol

This section specifies the protocol. We first fix notation and the setup that
the scheme authority and credential issuer establish once. We then describe
the consult itself in two parts: how a treating physician obtains a case-bound
authorisation and delegates a fresh consult-scoped credential to the specialist,
and how the specialist later presents that credential to the gateway, which checks
it, enforces only the consult scope, and logs a pseudonymous entry that an
auditor can later resolve for transparency.

4.1 Notation and Setup

Let Cy be doctor d’s Level-1 credential, C4_,p a Level-2 credential delegated
from Dr. A to Dr. B, and scope 4 g = (case_id,C, tep) the consult scope, where
the permitted category set C is defined by exact-node or subtree selectors in
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(ExxD)} D

Blood test Complete blood
results count

(€] [ExXD)

Haemoglobin

Medical test
results

‘White-cell count

Fig. 2. Example category hierarchy, not a prescribed clinical vocabulary. Arrows go
from broad to narrow, and ellipses indicate omitted sibling categories. A subtree grant
covers all descendants. An exact-node grant covers only the named node.

a versioned hierarchy H¢ and stored as the scope hash (C) = H(version,C).
Figure 2 illustrates these two selector types. Credential attributes are position-
bound, so an equality in a proof is checked against a specific attribute and cannot
be satisfied by the right value sitting in the wrong field. The maximum delegation
depth is fixed to two.

During setup, SA establishes the common parameters and public keys that all
later proofs and verifications rely on. It publishes the bilinear-group parameters
for the DAC system, hash functions H and Hg,,, the auditor’s escrow public
key pka,q4, the issuer public keys pk¢, and pkc, , and certified gateway and PDP
keys. A certified trust registry supplies their identifiers, validity periods, and the
signed hierarchy version. Parties reject expired keys and unknown versions. At
enrolment, Cl issues each doctor d a Level-1 credential

C’d — ((UCI,d7 ad, pkd)v Skd)y

where o¢ 4 is the issuer’s signature binding the attributes a4 and the credential
key pk,, and skq is d’s credential secret. Cl also issues an identity certificate
Certy carrying the same identifier idy as ag4, and the access proof relies on this
consistency to bind the escrowed identifier to a certified clinician identity.

Design rationale. The protocol deliberately keeps three authorities apart,
each answering a different question. The issuer attests that a credential belongs
to a licensed doctor. The policy decision point attests that a particular physi-
cian is entitled to open a consult for a particular case. The auditor is the sole
party able to recover an accessor’s identity from routine logs. Were any of these
roles folded into the gateway, the gateway would either learn more than it needs
at access time or become trusted for both enforcement and identity recovery,
defeating the minimal-disclosure goal. Keeping them separate also lets a deploy-
ment swap one component without disturbing the rest: a national PKI can serve
as Cl, a hospital policy engine as PDP, and an EHDS access-information service
as Aud.

4.2 Consult Delegation

A consult proceeds in three delegation phases, after which the specialist presents
the result to a gateway (the access presentation, treated separately in Sec-
tion 4.3):
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1. Policy authorisation: Dr. A obtains a signed authorisation token auth s
from H1’s PDP, binding her to the case, scope, purpose, and validity window.
2. Certificate exchange: Dr. A and Dr. B exchange identity certificates, so
that Dr. A learns the delegatee key pk and identifier idp.
3. Delegation: Dr. A issues Dr. B a fresh Level-2 credential scoped to the
consult and bound to auth 4.
Policy authorisation. Dr. A requests a token from H1’s PDP before dele-
gating:
req = (pk 4, case _id, C, texp, purpose),
where purpose is a purpose-of-use drawn from a hospital vocabulary for ex-
ample specialist-consult or second-opinion. The PDP checks against H1’s reg-
istries that Dr. A is a clinician responsible for case id, that the categories in
C may be shared externally for the stated purpose, and that te, respects lo-
cal policy. On success it generates a fresh nonce n and a short validity window
[not _before, not _after], and signs

body 4 = (pk 4, case_id,C, texp, purpose, n, not_before, not _after),

and returns autha = (body ,, sig,), where sig, = sign(skppp,1,body,). The
token is short-lived: it authorises construction of the consult delegation, not
open-ended access.

Certificate exchange. Dr. A and Dr. B exchange identity certificates over a
mutually authenticated and confidential clinical channel. Dr. A verifies Dr. B’s
certificate under pkc,,, extracts pkp and idp, and requires proof that Dr. B
controls the matching signing key. A separate challenge-response is run only if
the authenticated channel does not already provide equivalent key-possession
assurance. This check establishes only that Dr. B is present at handshake time
and does not by itself prevent the delegation from later being misused. That
guarantee comes from the access proof instead: because presenting the credential
requires proving knowledge of skp, only Dr. B can ever use the delegation, even
if the credential material is intercepted or forwarded.

Delegation. Dr. A can now issue the Level-2 credential for Dr. B. To tie
it to the specific authorisation auth 4 she obtained from PDP, she computes a
binding tag ha = Hgom(auth ), a hash of the PDP token, and places it inside
the credential. She forms the Level-2 attributes

a' = (idp, case_id, (C),texp, ha),

which records Dr. B’s identifier, the case, the scope hash, the expiry, and the
binding tag. She delegates to Dr. B by signing (pk 5, a’) with her credential key,
producing the delegation signature o 4.

Dr. B receives (04, d’, autha,oci 4,04, pk ) and verifies that everything is
consistent: the DAC chain is valid, the PDP signature on auth 4 verifies, the tag
in the credential matches the token she was given (a'[tag] = Hgom (auth )), and
the token body and a’ agree on case, the scope hash, expiry, and delegating key.
On success Dr. B stores the consult credential

CAHB - ((UC|,A7 aA, pk‘A)» (aAv alv pkB)v SkB)
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The key property is that a later access is accepted only when all three hold
together: a valid clinician credential, a delegation signature, and a matching
case-bound PDP token. No one of them suffices on its own.

4.3 Access Proof

To access category c of case case id at gateway gw id, Dr. B chooses a times-
tamp ts, sets m = case_id || c|| ts||gw_id and ¢ = H(“EHDS-access” || m), and
computes a fresh-labelled escrow ciphertext ¢ = enc(pka,q,idp;r, £). She then
produces the following signature proof of knowledge:

T = SPoK{(0c,5,0c1,4,04, skp, Pk, ap,aa,d  idg,7) :
Cp = ((oa,B,aB, pkg), skp) N aglid] = idp
A Cassg = ((ca,a.aa,pk4), (0a,d,pkp), skp)
A d'[id] =idg A d'[tag] = Hgom(auth )
A d'[case] = case_id A a'[cat] = (C) A a'[exp] = texp
A = enc(pkayg, idp; T, 0) }(m, auth a,1)).
The proof establishes four things:

— Dr. B holds her own Cl-issued Level-1 credential, and the identifier inside it
is idB.

— She holds a Level-2 delegation whose root is the delegating key named in
auth 4, so the delegation belongs to the case the PDP authorised rather than
to some other token.

— The case, category, and expiry carried in the delegation equal the values
Dr. B discloses to the gateway, so the scope the gateway enforces is exactly
the scope signed into the credential and cannot be widened.

— The escrow ciphertext ¢ encrypts that same idpg.

The proof shows that whoever produced this proof is a legitimately enrolled
clinician, acting under a genuine case authorisation, within the scope that au-
thorisation allows, and is the very person whose identity is sealed in 1) for later
transparency. Algorithm 1 shows how the gateway checks this proof, performing
the cleartext scope and freshness tests before verifying m itself.

Algorithm 1 Gateway verification, abbreviated

Require: (case id,c,C, texp, ts, auth a, 1, m) and public keys
1: reject unless [now — ts| < &y, , ¢ € Allowy, (C), and ts < texp
2: reject if H(w||1]|case id||c||ts) is already in the replay cache
3: parse autha = (body 4, sig 4) and reject unless the token scope matches the request
and its validity window contains ts
4: reject unless verify(pkppp 1, body 4, 819 4) = T
5: set gw _id to this gateway’s certified local identifier and recompute m; verify m
against pkc,, pkaygs Pk 4, autha, m,
6: check local case status; cache the replay key; log; release D[case id, ¢] through the
authenticated response channel
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In this pull flow, GW queries Hl’s EHR and returns matching resources. A
FHIR adapter maps selectors to FHIR types, profiles, codes, or labels and writes
an AuditEvent.

4.4 Logging, Transparency, and Revocation

Logging. For every granted access, GW records a log entry
L = (case_id,c,ts, ¢, o6w),

where ogw is the gateway’s signature over the preceding fields. The entry is
stored locally and forwarded to Aud, indexed by a patient correlation identifier
so that the auditor can later retrieve all accesses to a given patient’s record.
A hash chain or Merkle log and signed checkpoints replicated to Aud detect
deletion, rollback, and alteration without a blockchain. These fields line up with
what EHDS Art. 9 requires of an access record: the category ¢ records which
data were accessed, ts records when, and ¢ carries who, in encrypted form. The
log uses the most specific released hierarchy code, not only a broad parent.
The purpose checked at authorisation stays inside auth 4 and is deliberately not
copied into the log, since Art. 9 does not require it and a purpose value can itself
reveal sensitive context such as the specialty involved; a deployment that wants
purpose in the patient-facing record can surface it as a policy choice. Only the
delegatee is recorded as the accessor, sealed in ).

Transparency. When a patient requests access information, Aud authenti-
cates the patient out-of-band, retrieves the relevant entries, and returns, for each
entry, the tuple (case id, ¢, ts, accessor). The form of accessor is a policy choice:
a pseudonymous reference, a role or institution summary, or the fully resolved
identifier idp = dec(skaud, ). Whichever form is used, the resolution is faithful.
Because the access proof binds ¥ to the identifier in Dr. B’s own credential,
a resolved entry names the doctor who actually accessed the record and never
Dr. A, even though Dr. A created the delegation. Section 8 discusses which of
these forms a deployment should expose by default.

Revocation. Revocation operates at the two credential levels independently.
A doctor’s Level-1 credential is revoked through the issuer’s standard mecha-
nism, for example a revocation accumulator or short-lived validity attributes,
which GW checks at access time. A Level-2 consult credential normally expires
on its own at fexp, S0 no explicit revocation is needed in the common case. For ex-
ceptional early revocation, a short revocation token for scope 45 can be pushed
to the gateway, which then refuses further accesses under that scope. Folding
non-revocation witnesses directly into 7 is compatible with the underlying DAC
construction [4], but we treat it as a deployment extension rather than part of
the core protocol. Revocation blocks later access but cannot undo disclosure. Its
log remains evidence.
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5 Security and Privacy Analysis

We argue informally that the protocol satisfies G1-G7 under the assumptions
of Section 3 and the security of the DAC, verifiable-encryption, signature, and
proof systems.

Minimal disclosure (G1). The access proof discloses only case id, ¢, C,
texp, 1S, auth 4, and 9. It hides Dr. B’s Level-1 attributes apart from the equality-
bound identifier, hides the non-disclosed attributes in Dr. A’s credential, and
keeps the delegatee identifier from GW behind the escrow ciphertext. The gate-
way therefore learns only the scope information it needs to enforce the consult,
and no other specialist attribute or cleartext identity. Section 8 notes that auth 4
exposes the delegator key and consult context.

Scope and freshness (G2). The scope values Dr. B hands the gateway
in the clear are not just unverified claims. Soundness of the SPoK binds them
to the signed Level-2 attributes a’[case], a’[cat], and a'[exp], so an adversary
cannot substitute a broader case, category set, or expiry without producing
a fresh proof. The gateway runs the checks ¢ € Allowy(C) and ts < tep in
the clear (Algorithm 1), but they apply to values cryptographically tied to the
delegated credential. The fresh timestamp, the gateway identifier inside m, and
the replay cache together ensure that a captured proof cannot be replayed later
or redirected to another gateway. Each verifier uses its certified gw id in m,
preventing redirection. Only replicas of one logical gateway share a replay cache.

Delegation integrity (G3). Unforgeability of the DAC scheme implies
that an accepted chain must originate in a Cl-issued Level-1 credential and
contain a valid second link signed by the delegator’s credential key [3,4]. Non-
transferability follows because presentation requires skp: lending the delegation
would mean lending the delegatee’s own professional credential secret. The setup
fixes the maximum depth to two, so any attempt to re-delegate further fails the
verification predicate.

Case-bound authorisation (G4). This is the main difference between
a generic delegation mechanism and a consult-safe one. The gateway accepts
a proof only if the disclosed PDP token verifies, the token body matches the
visible request, the Level-2 tag equals Hjom (auths), and the proof fixes the
first-link key of the DAC chain to pk 4, the key named in the token. A clinician
therefore cannot pair a delegation with a token issued to a different key, and
a valid clinician credential on its own is not enough to delegate a case. The
guarantee still depends on an honest PDP registry, since a compromised PDP
can authorise according to a false view, but the protocol is strictly stronger than
role-only delegation because it requires explicit case binding.

Routine-log pseudonymity (G5). Ordinary log entries carry ¢ in place of
the doctor’s identifier. Under the privacy of the verifiable-encryption scheme [6],
a gateway or network observer without ska,q cannot distinguish encryptions
of candidate identifiers, so routine logging reveals nothing about which doctor
performed the access.

Cross-consult unlinkability (G6). Each access uses fresh encryption ran-
domness under an access-context label, so two consults by the same specialist
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produce unrelated ciphertexts. An honest verifier sees no stable per-doctor han-
dle across consults. The auditor sits intentionally outside this privacy boundary,
as it must be able to resolve identifiers for transparency, and threshold or dual-
control decryption can reduce but not remove that residual trust.

Patient transparency and faithful resolution (G7). The auditor can
recover idp = dec(skaud,?) and return a patient-visible access record, satisfying
the transparency requirement. Crucially, the resolution is faithful even against a
malicious delegator. A delegator might try to place an innocent doctor’s identifier
in a’[id] so that the log resolves to the wrong accessor, but the proof forces a sin-
gle witness idp to satisfy three relations at once: aglid] = idg in Dr. B’s own Cl
credential, a'[id] = idp in the delegated credential, and 1) = enc(pka,qg,idp; 7, L).
If Dr. A writes any identifier other than Dr. B’s certified one, Dr. B cannot pro-
duce a verifying proof. A resolved entry therefore names the doctor who actually
accessed the record, never Dr. A. This threat is specific to a delegator-supplied
identifier and does not arise in escrow schemes where the accessor encrypts its
own identity, such as the inspector-based VANET constructions [1,2].

6 Performance

This section evaluates the cost of the consult access path. We measure each
cryptographic primitive, combine the measurements with the operation counts
of proof generation and verification, and report the resulting access-proof-stage
timings.

We instantiate the pairing group with BLS12-381 and the Camenisch—Shoup
identity-escrow group with a 3072-bit modulus, matching the curve’s ~ 128-
bit security level'. All costs are measured® on an Apple M4 laptop inside the
python:3.10-slim Docker image (Linux ARM64, kernel 6.12 aarch64), with the
pairing group provided by petrelic/RELIC, the escrow group by GMP 6.3.0 via
gmpy2, and hashing by SHA-256. We size the access path with attribute-vector
lengths k1=5 and ko=5 at the two credential levels, w=Fki+ko+3=13 hidden
witnesses, four disclosed scope attributes, and fixed delegation depth L=2. We
report unit costs and phase totals as the mean and sample standard deviation,
using 200 samples for unit costs and R = 1000 runs for phase totals.

Table 2 reports the measured costs. The measured cryptographic stage to-
tals about 144 ms, with proof generation at ~ 83 ms and gateway verification
at ~ 61 ms. Complete authorisation, delegation, network, lookup, and EHR-
retrieval stages await the full implementation and are not measured. The addi-
tional protocol-specific overhead of these stages is expected to be limited because
authorisation and delegation are performed once per consult rather than for ev-
ery subsequent access, while network, lookup, and EHR retrieval are deployment-
dependent costs that also arise in conventional remote EHR access. This cost

! Following the comparable-strength guidance of NIST SP 800-57 Part 1 Rev. 5,
https://csrc.nist.gov/pubs/sp/800/57/pt1/xr5/final.

2 The operation-count measurement script is available at https://github.com/
mahdi-akil/consult-scoped-ac-benchmark.
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Table 2. Per-operation unit cost (mean and sample standard deviation) and the num-
ber of times each operation is used in proof generation and verification, with the totals.

Operation Unit (ms) Generate Verify
G1 exponentiation 0.056 4+ 0.002 20 19
G2 exponentiation 0.170 + 0.001 3 0
G exponentiation 0.293 £+ 0.003 13 13
Pairing 0.765 4+ 0.081 0 6
Exponentiation modulo n? 12.89 + 0.08 6 4
Hash ~0 4 4
Total (ms) 82.7+0.2 61.0+0.1

is dominated not by the credential machinery but by identity escrow. The ex-
ponentiations modulo n? of the verifiable encryption account for roughly 77 of
the 83 ms of generation and 52 of the 61 ms of verification, whereas the en-
tire three-signature credential presentation costs only about 5 and 10 ms. Cost
grows linearly in the signed-attribute counts k1, ko, and w, while the fixed depth
L=2 keeps the chain short. Escrow is therefore the natural optimisation tar-
get. It could be moved into the credentials’ prime-order group using a discrete-
log verifiable-encryption scheme such as that of Takahashi and Zaverucha [21],
which supports efficient decryption of the escrowed identifier without the sepa-
rate mod n? arithmetic and without touching the credential layer. A full end-to-
end implementation integrated with FHIR/EHR infrastructure remains future
work.

7 Related Work

Our protocol draws on two lines of healthcare work, namely access control for
collaborative e-health and cross-domain encryption-based record sharing.

The closest line of work concerns access control for collaborative e-health,
in which clinicians across administrative domains reach a record held elsewhere.
Pussewalage and Oleshchuk develop this extensively, from attribute-based ac-
cess with controlled delegation [17] to, closest to us, an anonymous delegat-
able attribute-based credential scheme with optional anonymity revocation [18§].
Anonymous role-based schemes pursue similar goals while keeping accessors
traceable [22]. These works establish the requirements we adopt, and are our
most direct comparison. They differ in two ways: First, they delegate attributes
or rights, so a suitably attributed credential suffices to act, whereas our delega-
tion is bound to a specific case authorisation, so a valid clinician credential alone
never opens a consult (G4). Second, all three predate the EHDS Art. 9 obligation
and so do not target the patient-facing transparency it now requires (G7).

A parallel healthcare line shares records across organisational or cloud bound-
aries by encrypting them under attribute policies. Single-authority attribute-
based encryption was applied to e-health records early on [15], and later work
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Table 3. Comparison with the selected related healthcare schemes across the proper-
ties our setting requires. v’ denotes the property is provided, x that it is not, and ~
partial support. Disclosure, minimal disclosure at access time. Deleg., controlled delega-
tion. Unlink., cross-access unlinkability. Account., accountable de-anonymisation. Case-
bound, authorisation tied to a specific case rather than to attributes alone. Transp.,
resolvable patient-facing transparency, the capability required by EHDS Art. 9.

Scheme Disclosure Deleg. Unlink. Account. Case-bound Transp.

[17] v v X X X X
[18] v v v v X X
[22] v ~ v X X X
[15] v X X X X X
[20] v X ~ X X X
Ours v v v v v v

moved to multi-authority and hierarchical constructions for cross-domain shar-
ing [20]. These schemes control who may decrypt stored data, which is comple-
mentary to our problem. We do not encrypt the record under a policy but instead
govern a live, case-scoped access at a hosting gateway while keeping the accessor
pseudonymous, so encryption-based sharing and our consult-scoped delegation
address different points in the inter-hospital workflow.

Table 3 positions our protocol against the relevant healthcare schemes along
the properties our setting requires. The two right-most properties, case-bound
authorisation and resolvable patient-facing transparency, are the ones that dis-
tinguish a generic delegation mechanism from a consult-safe one under the
EHDS, and to our knowledge no prior healthcare scheme provides both.

8 Discussion

What should the patient see? The cryptographic mechanism deliberately
leaves the form of the patient-visible accessor to policy. A strong-transparency
setting decrypts 1 for every patient request and returns the doctor’s identifier.
A strong-minimisation setting returns only a pseudonymous handle unless the
patient asks for it. A practical middle ground is tiered transparency, where the
default view reports the time, category, and case context together with a role or
institution summary, and a separately logged resolution step reveals the doctor’s
identifier only when the patient, a regulator, or local policy requires it. Our pro-
tocol design supports all three choices. We prefer the tiered design as a default
since it preserves a meaningful patient-facing log while making identity resolu-
tion an auditable event. It also gives Member States room to interpret EHDS
transparency consistently with local professional-confidentiality rules.
Deployment choices. The single-auditor model is simple but politically
sensitive, since one party holds the capability to resolve every access. A deploy-
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ment can instead split ska,q across, for example, a national authority, a pro-
fessional body, and a data-protection office using threshold decryption, so that
identity resolution requires several independent approvals. The auditor key can
also be rotated periodically. The threshold shares for an old key can be retained
for as long as access logs created under that key need to remain resolvable. As
long as the required number of shares remains available, the auditor can still
recover the encrypted identities in those logs. Compromise of an old key exposes
the identities encrypted under that key. Multiple credential issuers can be sup-
ported by certifying issuer keys under the scheme authority and including issuer
identity in the proof policy. A further choice is where to maintain the patient
correlation identifier the auditor uses to retrieve entries.

Residual disclosure. The gateway sees auth,, whose body contains the
delegating credential key pk 4, the case scope, the purpose, and the validity
window. This is a conscious trade-off: verifying the PDP token in the clear avoids
the cost of proving its signature inside the zero-knowledge layer. The key is not
a real-world name unless the gateway also holds a name-to-key mapping, but
repeated use of the same short-lived token can correlate the accesses within a
single consult. A deployment needing stronger delegator privacy could replace
the cleartext token with a zero-knowledge proof that a valid authorisation was
signed, at higher cost.

Limitations. The paper gives a design and an informal analysis, not a
full UC proof or a production implementation. Formal proof and a complete
FHIR/EHR prototype remain future work. The PDP is trusted for case assign-
ment, and the auditor remains an empowered recovery authority unless threshold
controls are deployed. Finally, the protocol targets primary-use consult access.
Emergency “break-glass” access is outside the consult flow and must be sepa-
rately authenticated and logged. Revocation cannot undo prior disclosure, and
applicable law, including GDPR, Art. 17 where applicable, governs log retention
or erasure. Secondary use, lawful basis, consent capture, and patient-identity
federation are surrounding governance problems rather than cryptographic sub-
routines the protocol solves on its own.

9 Conclusion

Inter-hospital consultations need finer-grained sharing than today’s portal and
document workflows provide, yet EHDS transparency also requires every access
to remain attributable after the fact. We presented a consult-scoped delega-
tion protocol combining delegatable anonymous credentials, case-bound PDP
authorisation, zero-knowledge presentation, and verifiable identity escrow. The
design minimises routine disclosure at the access gateway while preserving a
patient-visible audit path through an auditor. Its two central technical points
are the binding of each delegation to an explicit case authorisation, so that role
membership alone cannot open a consult, and the triple binding of the accessor
identifier across credential, delegation, and escrow ciphertext, which prevents a
delegator from framing another doctor in the transparency log. Throughout, the
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protocol is explicitly aligned to the EHDS provisions it serves: the resolvable
escrow is derived from the Art. 9 transparency right rather than bolted onto
an anonymity scheme, and minimal disclosure at the gateway operationalises
GDPR data minimisation. We have given a design and an informal argument
rather than a full proof or a deployed system, and both remain open, alongside
a cheaper identity escrow and the governance question of how to split auditor
trust. As the EHDS moves electronic health records toward patient-facing access
transparency across the EU, the harder question is no longer whether minimal
disclosure and accountable transparency can coexist, but how they should be
balanced in practice, what a patient should see by default, and who decides.
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Abstract. Verifying cryptographic protocols provides mathematical as-
surance of their correctness. It enables system designers and engineers to
place trust in their security and privacy guarantees prior to deployment
and mass adoption. Given that security and privacy vulnerabilities are
often expensive or impossible to remedy once systems are operational,
formal verification is widely regarded as a prudent and necessary step
in protocol development. This paper explores the integration of Cover-
crypt, an ETSI-standardised post-quantum attribute-based encryption
(ABE) scheme, into a post-quantum secure protocol, by combining Cov-
ercrypt with post-quantum secure authentication and key-encapsulation.
The protocol is designed to provide quantum-safe protection for privacy-
critical data at rest while maintaining practical usability in enterprise
environments. The proposed system targets cloud-based document stor-
age and processing, where centralized policy enforcement, fine-grained
access control for privacy, and long-term confidentiality are essential.
Documents remain encrypted while stored yet can be accessed by autho-
rized users. To assess the security and privacy of the protocol, several
key properties are formally verified using ProVerif, a cryptographic model
checker.

Keywords: Formal Verification - Post-quantum cryptography - Mod-
elchecking.

1 Introduction

Recent advances in quantum computing are expected to fundamentally impact
modern cryptographic systems. IBM predicts that by 2033 the full potential of
quantum computers will be unlocked, enabling significant progress across indus-
tries such as healthcare, finance, and materials science. These advances pose a
serious threat to classical public-key cryptographic schemes, particularly for data
that must remain confidential over long periods of time. This has led to growing
concern over the long-term security and privacy of cloud-hosted data and the
need for cryptographic mechanisms that remain secure in a post-quantum set-
ting. To aid in the transition from classical to quantum security, several forms
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of encryption are being redesigned to protect against quantum capable attack-
ers. One form of public-key encryption that needs post-quantum attention is
Attribute-Based Encryption (ABE) [3]. ABE is a form of public-key encryption
in which access to encrypted data is determined by a set of attributes possessed
by a user, rather than by a specific user identity [18]. This approach contrasts
with traditional role-based or identity-based access control models and allows for
more expressive and fine-grained authorization policies. When combined with
post-quantum cryptographic primitives, ABE offers a promising foundation for
enforcing cryptographically verifiable access control while maintaining long-term
data confidentiality.

Cryptographic primitives serve as the foundation of protocols which use them
to secure communication over the Internet. The security capabilities of these
protocols must be validated before widespread adoption. Formal methods play a
critical role in the design and validation of secure systems like protocols. Model
checking is a verification technique that explores all possible system states in a
brute-force manner to determine whether specified properties hold [2]. Verifying
cryptographic protocols provides mathematical assurance of their correctness
and enables system designers and engineers to place trust in their security guar-
antees prior to deployment and mass adoption. Given that security and privacy
vulnerabilities are often expensive or impossible to remedy once systems are op-
erational, formal verification is widely regarded as a prudent and necessary step
in protocol development. In 2025, a company called Cosmian released a new pub-
lic key cryptographic scheme known as Covercrypt [4]. It promises post-quantum
security alongside attribute-based encryption. In addition, this scheme has been
standardized by ETSI [16]. Although a lot of work has been done with regard to
post-quantum and ABE cryptographic primitives and schemes, application-layer
protocols have been largely ignored by the community. Furthermore, there are
very few formally verified post-quantum protocols which provide ABE.

To this end, this paper addresses the following research questions:

— RQ1: How can Covercrypt be integrated into a protocol to provide attribute-
based access control while remaining resistant to quantum attacks?

— RQ2: Which security properties of such a protocol can be formally verified
using ProVerif?

By combining only certified post-quantum secure cryptographic primitives of
authentication and key exchange into our protocol, we provide a post-quantum
secure protocol. This custom protocol will then be verified by the cryptographic
model checker ProVerif, which uses the Dolev-Yao model[6]. After a short overview
of Post-Quantum Cryptography in Section 2, we give an overview of our protocol
together with key encapsulation algorithm ML-KEM and the digital signature
algorithm ML-DSA as well as Covercrypt in Section 4. In the same section, we
first introduce the ProVerif formalisation of some key concepts of post-quantum
cryptography. Next, we present our protocol in the simple Alice-Bob notation to
highlight the authentication steps using ML-DSA-signed nonces as well as the
ML-KEM key distribution. In the remainder of Section 4, we present in detail
the body of our work: a formal model of our custom protocol in ProVerif with a
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detailed discussion of the verified security guarantees. These guarantees include
mutual authentication, correctness of decryption, and confidentiality.

This paper is mainly based on the MSc Dissertation of one of the authors [§].
All ProVerif formalisations and implementations are available on GitHub [9].

2 Background

This section presents the foundational concepts underpinning the proposed pro-
tocol. We begin with an overview of a cryptographic verifier and its uses with
regards to post-quantum protocols, followed by an examination of post-quantum
cryptographic schemes which will be used in the protocol, and conclude with a
discussion of attribute-based access control and its role in modern access control
architectures.

2.1 ProVerif

ProVerif is a popular model checking tool that has been used to verify many
communication protocols. It works on the Dolev-Yao formal model [7]. This
model assumes that the attacker controls the network, meaning the attacker
can eavesdrop, intercept, and construct their own messages based on previous
messages seen. The second assumption is that cryptography is assumed to be
perfect. The attacker cannot break any encryption unless they have a key that
enables them to do so. This assumption can be difficult to translate into the real
world; however, such assumptions serve effectively when reasoning about pro-
tocols symbolically. ProVerif was used to verify Signal’s post-quantum upgrade
to its communication protocol [5]. This new protocol, known as Post-Quantum
Extended Diffie-Hellman (PQXDH), provides post-quantum forward secrecy in
addition to the other guarantees provided by the previous version of the pro-
tocol. To properly secure information systems against the quantum threat, all
forms of encryption must be considered and upgraded.

2.2 Post-Quantum Schemes

Post-Quantum cryptography [14] has made several leaps over the past few years.
In 1998, the computer scientist Ajtai [1] realised that mathematical structures
known as lattices can be used as a foundation for new crypto-primitives. Another
development in the post-quantum space was the Learning with Errors (LWE)
problem, which was discovered by Oded Regev [17] in 2005. LWE was improved
upon, and this led to new variants known as Ring-LWE and Module-LWE. Most
existing post-quantum crypto primitives depend on Module-LWE, like ML-KEM
formerly known as Kyber. It has been standardized by the National Institute
for Standards and Technology (NIST) and work is currently being done to inte-
grate it into popular communication protocols like TLS. As our communication
systems are being upgraded with new and powerful algorithms, care must be
taken to ensure that post-quantum protocols work as expected. To this end,
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model checking can be seen as a useful tool to ensure the correctness of these
upgraded protocols. Tools like ProVerif and Tamarin can be employed to ensure
the correctness of these protocols.

ML-DSA Module-Lattice Based Digital Signature [15] is a post-quantum digi-
tal signature scheme standardized by NIST in 2024. The scheme has three main
operations that enable it to function. The first is Key Generation, which creates
a public and private key pair. The second operation is signing, which generates
a signature using the private key and the third is verification, which checks the
signature using the public key. The scheme also provides non-repudiation, which
means that the signer cannot deny signing a message.

ML-KEM To establish a shared key between two users, ML-KEM takes ad-
vantage of three different algorithms. The first of these is a key generation algo-
rithm that is probabilistic in nature. A key pair is generated, with one being kept
private and the other being public. The second algorithm is the encapsulation
algorithm, which is also probabilistic in nature. This algorithm results in the
creation of a key and an associated ciphertext, and uses the public key created
in the key generation algorithm. The ciphertext can then be sent to owners of
the public keys used in the encapsulation algorithm. The owners of the public
keys will have their corresponding private key, and can run the third function
which is the decapsulation algorithm. This algorithm is deterministic in nature,
and produces the shared key generated by the encapsulation algorithm while
taking in the ciphertext and the private key as parameters.

2.3 Attribute-Based Encryption

An Access Control Mechanism (ACM), as defined by NIST[12], refers to the
logical component that serves to receive the access request from the subject, to
decide and then enforce the access decision. In this case, the subject can refer
to any entity that desires to perform an action. It can be a user logging on
to a system, an application trying to open a file, or a device connecting to a
network. The Attribute-Based Access Control ACM receives the subject’s access
request and then evaluates the attributes of both subject and object against a
specific policy. Here, the policy is a representation of relationships that aids in
the evaluation of the subject’s access request. When a user requests to access
an object, the ACM evaluates these attributes and grants access based on the
policy.

Traditionally, policy enforcement must rely on a trusted intermediary. Attribute-
Based Encryption (ABE) removes this dependency by embedding policy en-
forcement within the cryptographic layer. There are two main variants of ABE
that exist. Key-Policy ABE (KP-ABE) is a crypto-scheme in which ciphertexts
are labeled with sets of attributes, and private keys are associated with access
structures that control which ciphertexts a user is able to decrypt [11]. With
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Ciphertext-Policy ABE (CP-ABE) [3], private keys are labeled with the sets of
attributes while, ciphertexts are associated with access policies.

In [18], several industries are highlighted are shown to benefit from ABE.
Privacy-critical applications are one of the major application areas of ABE be-
cause ABE allows fine-grained specification of user-centric access control to be
embedded with the encryption. In healthcare, electronic health records can be
encrypted with specific policies allowing only the relevant authorities to have
access to them.

However, ABE has largely been ignored by the post-quantum community. A
survey on post-quantum ABE highlights the need for more research on quantum
resistant ABE to ensure the future viability of cryptographic protocols [13]. With
the standardization of Covercrypt by ETSI, investigating ABE-based protocols
is necessary to gain an understanding of their advantages in securing information
systems.

2.4 Covercrypt

Covercrypt is a post-quantum public key encryption scheme that allows data to
be encrypted for a set of attributes to provide fine-grained partitioning. It be-
longs to the family of CP-ABE schemes. To illustrate how Covercrypt works, we
shall consider an enterprise that specializes in research and development. This
organization has two departments: an Al department and the Robotics depart-
ment. Additionally, this research company also has clearance levels that separate
lower-level research material and employees from higher-level ones. Both depart-
ments and clearance levels are considered attributes that can be attached to
specific users and documents. To be able to encrypt data for a set of attributes,
Covercrypt needs a policy. Note that Cosmian and NIST do not share the same
definition of a policy. A Covercrypt policy can be described as the existing space
of rights used for encryption. In our use case, our policy would be represented by
all four attributes, i.e., department Al and Robotics and clearance levels High
and Low. This policy has two axes, the department axis, and the clearance level
axis. Any combination of attributes can be defined as a partition. An access
policy and an encryption policy are sets of these partitions. They can be repre-
sented as boolean expressions. The difference between the access policy and the
encryption policy is that the encryption policy is stored with the ciphertext and
determines who can access the ciphertext. The access policy is used to create a
key, which is then used for decryption, which can occur only if the access policy
satisfies the encryption policy.

Covercrypt provides the needed techniques to implement ABE, but it does
not allow for attribute management and validation with relation to the users.
Assigning attributes to valid users can be done when users are registered with
the server, as stated in our assumptions earlier. However, an unauthenticated
resource server has no guarantee that requests originate from a legitimate client,
leaving it exposed to replayed queries from arbitrary parties. To this end, we
add an authentication layer to the ABE techniques provided by Covercrypt to
ensure that only verified clients can interact with the resource server. Each client
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authenticates via a nonce-based challenge-response protocol signed with a client-
held key, so the server only proceeds to key derivation and decryption once it
has cryptographically confirmed it is speaking to a trusted client. Authorization
at the user level is then enforced independently through Covercrypt’s attribute-
based encryption: even an authenticated client can only decrypt data for which
the requested identity’s attribute set satisfies the encryption policy, since the
ABE key derivation itself is bound to that policy. This separates two concerns
cleanly: the authentication layer establishes a trusted channel to the resource
server, while the ABE layer enforces fine-grained, attribute-based access control
over the data itself.

3 Overview of Protocol Design

The custom protocol discussed by the paper is a complete post-quantum protocol
that provides security and privacy at the organizational level in an enterprise. All
crypto-primitives used are post-quantum schemes standardized by either NIST
or ETSI. Each crypto-primitive plays an important role in helping the proto-
col function as needed. The custom protocol features a post-quantum digital
signature scheme that enables users to sign and verify messages. This helps in
achieving mutual authentication. The next crypto-primitive used is ML-KEM,
which allows for two parties to use a shared key without ever communicating
the key over a network. The shared key generated using ML-KEM is used for
symmetric encryption. Finally, Covercrypt provides attribute-based encryption
for a set of attributes and serves as the main feature of this protocol. This proto-
col is designed to enable enterprises to encrypt and upload documents according
to the internal structure of the organization. Documents uploaded can then be
decrypted and downloaded if the user has the correct attributes.

The protocol can be divided into the upload stage and the download stage.
The first stage of the protocol involves a user uploading a document to the
enterprise server. This user, who will be referred to as Alice from now on, au-
thenticates with the server by sending over her identity and nonce to it. The
server responds with the signed nonces of Alice and the server. Alice then uses
the server’s Covercrypt master public key to encrypt the document and its us-
age policy. The document is then stored by the server in cloud storage. The
second stage of the protocol is the download stage. This stage involves another
user, Bob, who wishes to download the documents that Alice has uploaded. Bob
follows the same authentication pattern as Alice with the exchange of signed
nonces. Using the ML-KEM public key of the server, Bob performs encapsula-
tion and retrieves a ciphertext of a shared key for secret communication between
Bob and the server. The ciphertext of the key Cp s is sent alongside the signed
nonces (for Bob’s authentication) as well as the document’s id. The server is able
to retrieve the attributes of Bob and evaluate the access policy that Alice spec-
ified in the Upload Phase to check Bob’s entitlement. The server then recovers
the plaintext based on the user’s attributes. The following sections elaborate on
the three major crypto-primitives used in the protocol and how they function
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before summarizing the core concepts of implementing them in ProVerif and the
protocol in Alice-Bob notation.

3.1 Threat Model and Assumptions

We consider an active adversary who can intercept, eavesdrop, and construct
messages over the network. Cryptography is also assumed to be perfect and
cannot be undone without the use of a key. For the protocol to work as expected,
we assume that users have been pre-registered with the server (on-boarded).
The security properties that we seek to verify are confidentiality, correctness
of decryption, and mutual authentication. Through the use of queries, we are
able to determine whether the protocol works as expected. Reachability queries
like the one seen below allow us to check if certain states are reached by the
model. An example of such a query can be found in the following snippet. The
event ServerAuthenticated only fires when the signature of a message has been
verified. The query then asks whether the event has ever been fired for a set of
values.

Correspondence queries enable us to reason about relationships between two
events in a trace. The query below requests for every instance of the event
PlaintextRetrieved(m) occurring in a trace, a corresponding instance of the
event DocumentSent (m,ep) having occurred earlier in the same trace. In plain
terms, this means that every time Bob receives a document M and retrieves the
plaintext, the server must have sent a document M to Bob beforehand in the
same session. Thus, this guarantees authentication of the server to Bob.

4 Protocol Formalisation

In this section, we explain the protocol graphically and in Alice-Bob notation.
This is an abstract presentation of the protocol that can be used as an inter-
mediate step towards formalising it in ProVerif. Then, we present the ProVerif
model explaining which security guarantees could be achieved and what that
means.

4.1 Abstract Protocol in Alice-Bob Notation

A B,S : Alice, Bob, Server identities

Ks,Ka,Kp : public signing keys (ML-DSA) of S, A, B
Kéfl, Kgl,Kgl : private signing keys (ML-DSA) of S, A, B
Na,Np,Ng, N§ : fresh nonces of A, B,and S (two sessions)

Kp,s : symmetric key established via ML-KEM between B and S
Cg,s : ML-KEM ciphertext sent from B to S

mpk : Covercrypt master public key

Py : encryption policy attached to document M

M : Some document stored at S to which Bob has access

idps : identifier for document M
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We explain now in more depth how the authentication and privacy goals are
realised by highlighting some of the ProVerif concepts used. Figure 1 summarizes
the overall protocol in Alice-Bob notation. The protocol can be divided into two
stages. The first stage is composed of Steps 1-3. Steps 4-7 represent the download
stage.

A—)S(A, NA)
LS = A {NA,NS}th Ns)

LA — S {NA7NS}KXI’ {M,PIM}'mpk)
.B—S: (B, Np)

.8 = B ({Np, N}, Ng)

.B—S: {NB,Né}Kgl, Cs,s, idM)

8= B: ({M}rpe, ({{M}rcp s, Noy No}y})

N O Ut s W N

Fig. 1. The protocol in Alice-Bob-notation

Upload phase While the Alice-Bob notation shows Alice and Bob communi-
cating with a single server, the model utilizes two processes to represent a server
instance that Alice and Bob communicate with. In Step 1, Alice begins the au-
thentication process by sending her identity and nonce to the server. This marks
the beginning of a new session and informs the server of the identity of the one
starting the session. The second step involves the server responding by sending
a signature over N4, Ng using its ML-DSA private key. The server also sends
its nonce in plaintext. Alice can verify the server’s response using the server’s
ML-DSA public key. This step proves that the response came from the server
and that the server received Alice’s nonce. At the end of this step, the event
ServerAuthenticated is triggered. This means that Alice knows that she is
communicating with the server. Alice signs N4, Ng using her private key and
then sends it to the server who then verifies it using her public key. At the end of
this step, if verification is successful, the AliceAuthenticated event is triggered
and the server knows that it is communicating with Alice.

At this point in the protocol, both Alice and the server trust each other. Fresh
nonces are generated for every session and signed together, so replay attacks are
prevented because an attacker cannot forge a valid signature over a nonce pair
from a future session. Any replayed signature is bound to stale nonces that
won’t match the current session’s challenge. Alice encrypts her document with
an encryption policy and the server’s Covercrypt master public key, and sends
the resulting ciphertext to the server to store. Alice also includes the nonces
signed with her private key. After verification, the server stores the ciphertext,
which triggers DocumentUploaded. As a symbolic verifier, ProVerif abstracts
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away concrete data management. However, it provides us with tables, which
represent its primary mechanism for modeling persistent state across protocol
steps. Since the server is represented by two processes, the ciphertext is stored
in the table by the process Alice communicates with, and then retrieved in the
next phase by the process Bob communicates with.

Download Phase The next phase of the protocol involves the user Bob, who
seeks to download the document that Alice uploaded. Bob repeats the authenti-
cation process Alice went through earlier; however, when sending the signature
over Ng, Ng to the server, Bob sends an ML-KEM-generated ciphertext and the
id of the document he wants to retrieve. The ML-KEM ciphertext is generated
by performing an encapsulation on the server’s ML-KEM public key. This re-
sults in a ciphertext and a key that can be used for symmetric encryption. The
equation enables ProVerif to reason that the encapsulation operation and decap-
sulation operation produce the same symmetric key. User attributes are linked to
the user’s identity, which enables the resource server to evaluate the access pol-
icy of Bob. This access policy is used to create a unique Covercrypt decryption
key. This decryption key is used to decrypt the ciphertext uploaded by Alice.
When decryption succeeds, an event called DecryptionSucceeded(ap,ep) is
fired. This allows us to track which encryption policy and access policy worked.
To ensure ProVerif reasons correctly about decryption, each valid pair of en-
cryption and access policy has their own destructor. The recovered plaintext is
re-encrypted by using the shared key generated by the decapsulation operation
on the server side, and then sent to Bob. Bob is able to recover the original plain-
text and now has access to the document. This triggers the PlaintextRetrieved
event in the model.

4.2 Verification Results

In this section, we analyse and interpret the results of the ProVerif formalisation
and verification.

Mutual Authentication One of the desired properties of this protocol is mu-
tual authentication. During the upload phase, Alice and the server prove their
identity to each other. Likewise, in the download phase, Bob and the server also
prove their identity to each other. To verify mutual authentication in ProVerif,
we can take advantage of injective correspondence queries. In addition to ensur-
ing earlier appearances of an event in a trace, these queries guarantee a unique
earlier appearance of the second event. These queries ensure that for every in-
stance of AliceAuthenticated(na,ns) (as well as BobAuthenticated(na,ns))
there is only one corresponding instance of ServerAuthenticated(na,ns) (for
Alice and Bob, respectively) earlier in the trace. This means that the protocol
guarantees authentication of Alice and Bob to the server and, because of the
uniqueness of the previous message, it is also not susceptible to replay attacks.
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Query inj-event(AliceAuthenticated(na,ns)) ==>
inj-event (ServerAuthenticated(na,ns)) is true.

Confidentiality We need to be sure that the attacker cannot have access to
any secret document. To verify confidentiality, only a single query was needed.
There are two types of attackers in ProVerif. Passive attackers only observe;
the attacker model is mainly used when checking for secrecy. Active attackers
can send and intercept messages. The query below checks if the attacker can
construct the secret document based on the information it has observed from
the communication between Alice, the server, and Bob. The result proves that
the secret document is kept safe from the attacker since they are unable to
reconstruct the secret document based on observable knowledge.

Query not attacker(secret_doc[]) is true.

Correctness of Decryption The next security property to verify is the cor-
rectness of decryption. Since the protocol uses an ABE scheme, decryption must
work as the logic of the scheme dictates. To ensure correctness, we track a spe-
cific event that occurs within the model. DecryptionSucceeded only fires when
a successful decryption occurs. What makes this event useful is the parameters
it takes. By taking both access policies and encryption policies as parameters,
it makes it easier to query which pairs would produce a successful event. An ex-
ample of a matching pair can be found in the following snippet. The encryption
policy and access policy match; therefore, decryption occurs and the event fires.

Query not event(DecryptionSucceeded(and_policy(dept_ai,high),
and_enc_policy(dept_ai,high))) is
false.

Another scenario to consider is when decryption does not occur due to the
difference in encryption and access policies below. The access policy has a clear-
ance level of low, while the encryption level requires a clearance level of high.
The event does not fire; hence the query evaluates to true.

Query not event(DecryptionSucceeded(and_policy(dept_robotics,low),
and_enc_policy(dept_robotics,high))) is true.

To verify the correctness of decryption when the encryption policy contains two
departments and a clearance level, the following type of query is used. This is
meant to model how Covercrypt uses the logical OR when there are two or more
non-hierarchical attributes in the same policy axes.

Query not event(DecryptionSucceeded(and_policy(dept_ai,high),
compound_enc_policy(and_enc_policy(dept_ai,high),
and_enc_policy(dept_robotics,high)))) is false.
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5 Conclusions

As companies begin planning their migration towards post-quantum security,
preparations need to be made to protect their systems in the long term. This
paper presents a post-quantum protocol by combining several post-quantum
schemes to achieve post-quantum security in each step of the protocol. The
cloud server must be completely trusted for the protocol to work as intended.
Apart from being one of the few protocols which provide both post-quantum
and attribute-based encryption, there are other benefits to this protocol. Data
is quantum-safe before it is stored in the database, making it impossible for
any attacker to gain anything meaningful from compromising the database. The
usefulness of Covercrypt depends on the authorization and the authentication
system to which it is linked. If an attacker is able to impersonate a valid user,
the security guarantees it provides no longer matter. Covercrypt can only be
integrated within a protocol with a strong and secure authentication system.

Despite the guarantees formal verification gives regarding the protocol, there
are some weaknesses within the protocol. Most communication protocols have
fallback modes that are used when issues occur. This protocol lacks that, mean-
ing when problems arise, either due to unforeseen examples, the entire protocol
would fail. It will be prudent to conduct more research on properties that per-
tain to resilience in future work. The custom protocol presented in this paper
focuses on providing a post-quantum secure protocol. Performance issues are not
a primary concern, although following the principles of good protocol design, we
minimise the use of computationally expensive cryptographic algorithms. How-
ever, further refinements of the abstract protocol presented here are needed to
add additional performance optimizations. For example, in Step 7 in Figure 1 the
entire ML-KEM encrypted message together with the nonces, is signed, while
realistically we would only sign a hash of these items.

Implementing the custom protocol can be seen as the next step to take.
Covercrypt has released a library in multiple languages that allows developers
to take advantage of post-quantum ABE. This library was used in an initial
feasibility test [10] in which conventional TLS was used instead of the ML-KEM
and ML-DSA combination. The former iteration of the protocol was built using
Java Spring Boot and React. Additionally, Amazon S3 and PostgreSQL database
were used to store the encrypted blobs and important metadata, respectively. A
Render server was used to host both frontend and backend applications. This
version of the custom protocol used Covercrypt’s Java library. To implement this
protocol in its current iteration would require the use of OpenQuantumSafe’s
ML-KEM project and IBM’s ML-DSA implementation.

Although ProVerif was useful in modeling certain aspects of the protocol,
there are some downsides that made it a challenge. Firstly, some attack traces
do not directly map to a real-world attack. This led to extra precautions being
taken to satisfy the model checker. Also, there was the issue of state management,
which was a bit difficult to model. Using tables served as a useful intermediary;
however, their use in the model caused it to deviate a bit from how state manage-
ment would work in the real world. Despite these challenges, the model checker
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was still useful in verifying desirable properties. Using ProVerif, we establish the
confidentiality of documents at rest, correctness of attribute-based decryption,
and mutual authentication.

Disclosure of Interests. The authors have no competing interests to declare that

are relevant to the content of this article.
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Abstract. The eIDAS Regulation guarantees users of the European Digital Iden-
tity Wallet (EDIW) the right to use unlinkable pseudonyms generated by the wal-
let. The EU Implementing Act CIR 2025/2979 points to WebAuthn as a standard
for creation and use of pseudonyms on EDIW.

We show that a corrupted EDIW wallet may create a kleptographic proof that
links two different pseudonyms. Such a wallet remains cryptographically indis-
tinguishable from an honest one, yet a third party holding a kleptographic secret
key can extract and verify a proof hidden inside a regular WebAuthn signature
created for proving ownership of those pseudonyms.

This proof is an undeniable evidence that the secret keys corresponding to two
WebAuthn pseudonyms reside on the same wallet. The kleptographic setup works
for widely used signature schemes based on the discrete logarithm problem.

The problem affects both lightweight implementations by a wallet instance (with
limited subversion protection by technical means) and those based on secure ele-
ments (like WSCD), where the setup can be hidden, say, for the sake of “national
security”.

Keywords: pseudonym - WebAuth - European Digital Identity Wallet - unlinka-
bility - kleptography - ECDSA - EC Schnorr

1 Introduction

Pseudonymization is one of the fundamental tools for personal data protection under the
EU General Data Protection Regulation [1]. It is the first step to converting personal
to non-personal data. Moreover, under the data minimization principle set out in the
GDPR, explicit identifiers should be used only when necessary for data processing.

Pseudonymization should not be understood merely as using anonymous identi-
fiers: we may need a digital proof that the pseudonym belongs to the person using it,
i.e., pseudonymous authentication and signature schemes. In this scenario, a separate
pseudonymous key pair (pk,, skp) for a user is dedicated to each context/application
case D referred to as a domain. Then, pk, can serve as the pseudonymous identifier
(equivalently, a handle to pkj, can be treated as the pseudonym).
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1.1 Unlinkability

The key property for privacy protection via pseudonymization is unlinkability. Its exact
meaning is hard to pin down and the situation resembles that of defining privacy. On
the one hand, the unlinkability of pseudonyms pk, and pkj, for different domains
Dy, Dy should mean that the relying parties cannot determine whether pk, and
pkp, belong to the same person based on interactions authenticated with pkp, and
pkp,. However, this claim is limited to what can be drawn from executions of the
cryptographic procedures, and does not take into account side information (e.g., timing
data).

In the case of a single domain D, unlinkability is no longer a requirement having
the same meaning for all application areas. In some cases (cf. Privacy Pass), a user
should use multiple unlinkable pseudonyms within the same domain. However, for ap-
plications such as providing pseudonyms for whistleblowers, we need to prevent Sybil
attacks and a user must have at most one pseudonym per domain. The situation be-
comes complicated when the pseudonym is generated or certified by an issuer such as
a certificate authority. In this case, unlinkability may mean that the issuer cannot link a
pseudonym (confirmed by a certificate issued by this authority) to a physical person.
This requires blind issuance of certificates. On the other hand, the issuance process has
to guard against misuse by the users (e.g., a minor obtaining a certificate for an adult
person). At the same time, perfect unlinkability creates security problems: it prevents
prosecuting a pseudonymous user committing a crime by hiding the link to the real
identity. It even prevents a malicious user from being blacklisted across domains.

1.2 Pseudonyms within the eIDAS framework

The original EU eIDAS Regulation No. 910/2014 [2] established the European frame-
work for electronic identification and trust services. This framework was substantially
amended by EU Regulation 2024/1183[3], which establishes the European Digital Iden-
tity Framework and introduces the European Digital Identity Wallet (EDIW). The amen-
ded eIDAS Regulation explicitly addresses the use of pseudonyms: Article 5 states that,
without prejudice to Union or national law requiring identification of users, the use
of user-chosen pseudonyms shall not be prohibited. Consequently, pseudonyms remain
a legally recognised means of accessing electronic services whenever identification by
legal identity is not required. The pseudonyms may appear in qualified certificates for
advanced electronic signatures, in qualified electronic attestations of attributes, and in
electronic attestations of attributes issued by or on behalf of public bodies responsible
for authentic sources.

The amended eIDAS Regulation introduces European Digital Identity Wallets as
a central component of the European Digital Identity Framework. According to Arti-
cle 5a, each Member State shall provide at least one EDIW, enabling users to obtain,
store, manage, and present person identification data (PID) and electronic attestations
of attributes (EAA) under their sole control. According to Recital 22, EDIW “should
include a functionality to generate user-chosen and managed pseudonyms, to authenti-
cate when accessing online services.” Article 5a.4, states that EDIW “shall enable the
user, in a manner that is user-friendly, transparent, and traceable by the user, to: ... (b)

167



generate pseudonyms and store them encrypted and locally within the European Digital
Identity Wallet; ”.

Regarding unlinkability, Article 5 a*: “16. The technical framework of the Euro-

pean Digital Identity Wallet shall:
(a) not allow providers [...] to obtain data that allows transactions or user behaviour
to be tracked, linked or correlated, or knowledge of transactions or user behaviour to
be otherwise obtained, unless explicitly authorised by the user;
(b) enable privacy preserving techniques which ensure unlikeability, where the attesta-
tion of attributes does not require the identification of the user.”

The phrase “explicitly authorised by the user” should be understood as permitting
the use of the same or linkable user identifiers — pseudonymous or not. In turn, point
(b) underlines that PET technologies should be available for the user. No further details
are given in the regulation, no particular pseudonymity model is defined at this point.

The legal requirements are complemented by the European Digital Identity Archi-
tecture and Reference Framework (ARF) [4], which defines high-level requirements for
the EDIW ecosystem and serves as a foundation for the technical specifications, stan-
dards, and procedures referenced by the European Commission in the implementing
acts of the European Digital Identity Regulation. Some information on the pseudonymi-
zation concept for EDIW can be found in the implementing Regulation [5]. According
to Article 14, pseudonyms can be used by wallet users and by relying parties. More-
over, users’ pseudonyms should comply with Annex V, which points to “WebAuthn —
W3C Recommendation, 8 April 2021, Level 2” (see [6]). Cryptographically, WebAu-
thn is based on domain-specific key pairs generated independently by the authenticator
(in our case, the wallet). These keys are used in a challenge-response protocol, where
a random nonce chosen by the server is signed by the authenticator. The public key and
the IDs generated during the registration process serve as pseudonyms (see Sect.14.2
and Sect.14.6.2 in [6]).

One of the key technical questions is how to generate, store, and use the private key
used by WebAuthn. While certain assets of an EDIW are protected by the Wallet Se-
cure Cryptographic Device (WSCD) and the Wallet Secure Cryptographic Application
(WSCA), the obligation to use them is confined to “critical assets”. The legal defini-
tion of critical assets ([5], Article 2 ) reads as follows: “‘critical assets’ means assets
within or in relation to a wallet unit of such extraordinary importance that where their
availability, confidentiality or integrity are compromised, this would have a very seri-
ous, debilitating effect on the ability to rely on the wallet unit”. Whether pseudonyms’
unlinkability is a critical asset may depend heavily on the application area. For criti-
cal scenarios, such as filing whistleblower reports or reporting organized crime, strong
unlinkability is essential. In this case, the private keys should be managed and pro-
tected by high-security WSCA and WSCD components. However, for low-risk ac-
tivities within a local discussion forum or a fan club, moving the implementation of
pseudonyms into WSCA and WSCD would overshoot the target. Consequently, at least
some pseudonyms might be implemented in the less secure part of the EDIW wallet
such as a smartphone-based wallet instance.

3 English official text contains the word “unlikeability” instead of “unlinkability”. The Polish
and German versions refer to unlinkability (uniemozliwienie powiqzania, Unverkniipfbarkeit).
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Clearly, the landscape of pseudonyms is far from well-established, and there is
a vivid ongoing discussion on pseudonymization within the ARF initiative (for details,
see the GitHub repository for the ARF [7]). In what follows, we present another
critical issue that needs to be addressed.

1.3 Kleptography and Anamorphism

In this paper, we focus on covert functionalities that may be hidden in a cryptographic
device allegedly implementing a legitimate protocol. The resulting modified protocol is
usually called kleptographic, if the target is to leak private information from the device
to the adversary holding specific private kleptographic key, or anamorphic if it enables
bypassing censorship. The following properties are fundamental for the design of such
schemes:

Indistinguishability: No computationally bounded distinguisher can differentiate with
a non-negligible advantage between a device executing protocol P and its mod-
ified version P’. This holds even if the distinguisher knows the code of P’ and
its public kleptographic keys (in the case of kleptography) and the private keys
officially possessed by the device (in the case of anamorphism).

Restricted access to hidden functionality: Only the adversary Adv holding a spe-
cific private key (called kleptographic private key or dual key in the case of anamor-
phic schemes) can take advantage of covert functionalities provided by P’. In
particular, the private kleptographic key is needed to access the data leaked by P’.

Therefore, unless a device implementing P’ is reverse-engineered, the attack remains
undetectable to the user. And even if reverse engineering exposes additional function-
alities, it does not help detect modifications on other devices allegedly implementing
legitimate protocol P.

In the classical setting, kleptography and anamorphism focus on creating a hidden
communication channel. We go beyond that and consider the following two scenarios:

passive scenario: the modified protocol P’ offers only an additional data communica-
tion channel,

active scenario: the modified protocol P’ in fact executes an additional cryptographic
protocol. In our case, it will be a proof of possession of two secret keys, rather than
merely a declaration about it.

Kleptography/anamorphism versus pseudonym unlinkability. When talking about
hidden functionalities concerning pseudonyms on EDIW, the fundamental question is
about their purpose and beneficiary. While the word kleptography has immediate neg-
ative connotations (stealing, theft,...), it may serve good purposes. In the context of
pseudonyms, we may consider the following legitimate uses of kleptography that
involve breaking unlinkability:

Pseudonymous account ownership: A user may lose the pseudonymous private key
(e.g., due to a technical failure). In such cases, an undeniable proof linking the
pseudonym to its owner, or to another owner’s pseudonyms, might be be crucial
for recovering access to an account.
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Blacklisting: It might be necessary to blacklist a malicious user or all pseudonyms
managed by a stolen device. This requires a reliable proof of pseudonym posses-
sion to be obtained by a trusted authority.

Law enforcement: Pseudonyms can be used by people engaged in illicit activities
(e.g., child abuse). In this case, breaking unlinkability with kleptographic methods
would enable the identification of offenders and discourage criminal activities.

Note that the European Commission is making plans to facilitate law enforcement by

breaking cryptographic protection [8]. The EU Roadmap explicitly mentions decryp-

tion, but deanonymization appears to be equally important in achieving these targets.
On the other hand, hidden functionalities might be misused for malicious purposes:

Illusory privacy protection: a provider of devices implementing pseudonyms can in-
stall a modified protocol P’ enabling linking the pseudonyms originating from the
same device and/or linking them with the device owner. Then a user would have no
idea that privacy guarantees have been violated and, in fact, would be even more
exposed to privacy threats than without pseudonyms. If the additional functional-
ity provides undeniable proof for third parties, then the links between pseudonyms
may be offered for sale on a black market or made available to enemy countries.

As we see, the situation is very delicate, and great care is needed when admitting
devices that implement pseudonyms. In this paper, we show the technical feasibility of
kleptographic schemes against unlinkability. So, the discussion above concerns a tech-
nically feasible threat rather than merely a hypothetical scenario.

1.4 Previous Work

Several kleptographic attacks have been considered for WebAuthn used by FIDO2
in [9]. Among others, they enable linking different public keys as keys originating
from the same authenticator. However, because a compromised authenticator can fal-
sify the owner’s identity, these specific leaked proofs cannot be trusted for tasks such
as account recovery. It should be noted that the threat to FIDO2 is limited as long as it
is implemented on honest and tamper-evident hardware tokens.

Restricted Identification, the precursor of pseudonymous identification systems,
was implemented in German personal identity cards in 2010 [10]. It is limited to
creating unlinkable pseudonyms without signatures, relying entirely on the card’s se-
curity mechanisms. Interestingly, [10] introduces two pseudonym variants derived as
Hash(D*¥), where sk is the card’s secret key devoted to this purpose and D is a domain-
specific group element. D can either be a pseudorandom element with unknown dis-
crete logarithm, which makes linkability infeasible, or its logarithm may be known
collectively by a group of authorities, allowing them to check if a pseudonym belongs
to a specific person. The use of Hash prevents the identity associated with a given
pseudonym to be found differently than by trying all candidates one by one. The ID
card itself cannot prove that two pseudonyms originate from the same device, unless
communication is physically monitored in an isolated environment.

The signature-in-signature concept used in this paper was discussed in [11] and [12].
The purpose was different: fishing out forged signatures in case of a key compromise.
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2 Kleptographic proof of possession of two secret keys

We demonstrate that the WebAuthn signatures can carry linking information in a klep-
tographic way proving that WebAuthn alone is insufficient to guarantee the unlinkabil-
ity features required by eIDAS. Consequently, the certification of EDIW should take
this issue into account — both to prevent the malicious use and, potentially, to enable
controlled leakage of linking information for purposes mentioned in Section 1.3. The
construction below serves as a starting point rather than an ultimate solution. Our aim
is to initiate a discussion about unlinkability within the EDIW ecosystem, given the
adoption of WebAuthn in [5]. For simplicity, we focus on ECDSA. However, designing
kleptographic linking for post-quantum pseudonyms might be the next important step.

Assumptions. We briefly outline below our assumptions regarding the ecosystem of
pseudonyms:

Secure key generation: We assume that the key generation process is free from klep-
tographic subversion. First, generating a pseudonymous key pair is a one-time event
that can be well-protected (e.g., via watchdogs or distributed key generation). Sec-
ond, eIDAS states that pseudonyms can be freely chosen by the user.

Standard schemes: Kleptographic schemes should be designed for widely used stan-
dard schemes.

Attack target: The kleptographic leakage should be a proof that a given device knows
secret keys sk, sky corresponding to public keys (pseudonyms) PKq, PKs. This is
the ultimate proof that these pseudonyms belong to the same person.

2.1 Schnorr/ECDSA Signature

EC-Schnorr signatures. For the reader’s convenience, we briefly recall the Schnorr
signature scheme on elliptic curves as it is defined in [13] (simplifying some less rel-
evant details). The scheme uses a set of carefully chosen parameters: an elliptic curve
FE and a point G € E of prime order q. We assume that the private signing key sk has
been chosen uniformly at random and that PK = sk - G is the public verification key.
A signature on M is calculated as described in Algorithm 1.

Algorithm 1 EC-Schnorr Signature Creation with a Random Nonce
Require: signing private key sk, message M, random nonce k
procedure EC — Schnorr(sk, M, k)
R+Ek-G
e < Hash(R., Ry, M) where R, R, denote, respectively, the = and y-coordinate of R
s+ k+sk-emod q
return signature (s, e)

ECDSA signatures. In Algorithm 2, we recall the ECDSA signature according to [13]
with some details omitted. The parameters G, ¢ play the same role as for EC-Schnorr.
6
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Algorithm 2 ECDSA Signature Creation with a Random Nonce
Require: signing private key sk, message M, random nonce k
procedure ECDSA(sk, M, k)
R—k-G
kiny < k! mod q
$ < kinv * (Re - sk + Hash(M)) mod ¢ where R, denotes the z-coordinate of R
return signature (R, s)

Knowledge of ephemerals. Security of Schnorr signatures was considered in the Ran-
dom Oracle Model (ROM) using the Forking Lemma [14]: the ability to forge sig-
natures in ROM implies the ability to derive the signing key sk. Analogous argument
holds for ECDSA. It follows that in practice, we can make the following assumption:

Assumption 1 [fa device dev can create a valid EC-Schnorr signature (s, €) verifiable
with the public key pk, then dev can derive the ephemeral k such that R = k - G was
used during signature creation.

Analogously, if D creates an ECDSA signature (R, s), then dev can derive the ephe-
meral k such that R =k - G.

Indeed, as dev must know sk, it can derive k from the equation s = k + sk - e mod ¢
in the case of the EC-Schnorr signature. For ECDSA, it is also very easy: ki, can be
calculated from s = kip, - (R, - sk 4+ Hash(M)) mod ¢, and then inverted modulo q.

2.2 Kleptographic Signature in Signature

Our construction requires a secret key Dkey shared by the device dev and adversary
Adv. For example, it might be derived using static Diffie-Hellman key exchange with
the share Z = z - G of dev (sent during an arbitrary DH key exchange observable by
Adv) and the public kleptographic key PK,q4, of the adversary: Dkey < z - PK,q4y, and
equivalently, Dkey < skpgy - Z.

For each signature creation process, dev will need a dedicated ephemeral key U =
u - G, where u is known to the device dev and U is known to Adv. For example, U
might be the DH key exchange share generated by dev in the last session. The necessary
condition is that reusing u« does not compromise the security of other procedures. This
holds for an ephemeral share of the DH key, as the key exchange can be simulated
using U after u is chosen for the target protocol.

Kleptographic signature creation. Algorithm 3 embeds an EC-Schnorr signature (cre-
ated using sko) into the ephemeral k of the ECDSA signature (created using skj). As
long as this component k can be treated as a pseudorandom one, the resulting ECDSA
signature should preserve its properties. In turn, k can be treated as pseudorandom if
the element e can be treated as random. This is possible, as e is a hash value computed
from arguments involving pseudorandom secret S' shared only by device dev and ad-
versary Adv and unique for each signature creation process. The counter ctr should be
stored in non-volatile memory of dev.
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Algorithm 3 ECDSA Kleptographic Signature Creation
Require: signing private keys ski, skz, message M, random ephemeral u withU = u - G
known to Adv, shared key Dkey, internal counter ctr
procedure 1nk—ECDSA(sk1, sk2, M, u, Dkey, ctr, U)

> Start of Phase 1
increment ctr
S < Hash(Dkey, ctr)
e < Hash(U,, Uy, S, M) where Uy, U, denote the x and y-coordinate of U
k < u+ ske - emod q

> Start of Phase 2
R+k-G
Einy < k! mod ¢
$ 4 kinv - (Rs - sk1 4+ Hash(M)) mod ¢ where R, denotes the z-coordinate of R
return signature (R, s)

Construction rationale. Let us note that a device dev that creates a signature with the
structure described in Algorithm 3 requires both sk; and sk , corresponding to the
public keys PK;, PKs, respectively, which serve as two different pseudonyms. Later,
we provide a more formal argument, but the idea is as follows: since dev creates an
ECDSA signature verifiable using PKj, it must know sk;. In turn, by Assumption 1,
it knows the ephemeral k. Furthermore, e can be computed from values shared by dev
and Adv, and u is known to dev. Consequently, the device dev can recalculate sky from
the equation k = u + sko - e mod gq.

Kleptographic signature verification. The verification of the kleptographic signature
by Adv is presented in Algorithm 4. The first part is the regular ECDSA verification.
If this signature is valid, then Adv can conclude that dev has access to sk;. Moreover,
according to Assumption 1, Adv can assume that dev knows the ephemeral £ such that
R =k - G. So, Adv has to check that k is a valid second component for an EC-Schnorr
signature created with ske without seeing k. Instead of checking the properties of k (as
it is done for EC Schnorr), Algorithm 4 verifies the properties of R = k - G already
recalculated as R < uy - G + us - PKy. Adv has to check that £ = u + sky - e mod gq.
Since the group used has the prime order g, this is equivalent to check that k - G =

u - G + sky - e - G, which translates to R LU + e - PKs.

Algorithm 4 is performed by Adv locally, leaving only him convinced of the ver-
ification result. However, using standard techniques, this verification process can be
converted into a non-interactive zero-knowledge proof that can be presented to a third

party.

3 Draft of Security proofs

3.1 Indistinguishability

We consider a distinguisher holding PK;,PKo, U and an ECDSA signature (R,,s),
whose goal is to determine how the signature was created. In the underlying security
game, the challenger randomly chooses how to create a signature:
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Algorithm 4 ECDSA Kleptographic Signature Verification
Require: public keys PKi, PK2 (pseudonyms), message M, ECDSA signature (7, s), random
point U, shared key Dkey, an estimated interval T containing the current value of ctr
procedure ver—1nk—ECDSA(PK1, PK2, M, (r, s), Dkey, U, T)
> Start of verification of (r, s) with PK1 and M

Siny < s+ mod q
U1 < Siny - Hash(M) mod ¢
Ug $— Siny - T Mod ¢
R+ uy 'G+UQ-PK1
accept (r, s) if R, = r where R, denotes the z-coordinate of R
> Start checking the proof of possession of ska

Find ctr € T such that for:

S <+ Hash(Dkey, ctr)

e < Hash(U,, Uy, S, M) where Uy, U, denote the  and y-coordinate of U
the condition R = U + e - PKy is satisfied
if such ctr is found then return linked else return not-linked

regular execution: according to the original specification of ECDSA,
kleptographic execution: according to Algorithm 3.

A distinguisher D holding PK;, PKy, U and the resulting signature has to answer which
option was chosen by the challenger. For simplicity, we consider only a single signature;
generalization to an arbitrary number of signatures is straightforward. We have to show
that the advantage of D is negligible. For this purpose, we construct a sequence of
games.

Game 0: it is the protocol from Algorithm 3.

Game 1: Dkey is replaced by a random element V. If there is a non-negligible differ-
ence between Game 0 and Game 1, then it would be possible to construct a distinguisher
that solves the DDH Problem with a non-negligible advantage. In that case, the DDH
input would be used as (G, Z, PKy4y, V') and the protocol execution would be simulated
for ski, sko, u chosen by the simulator.

procedure GAME 1

Vs G

S < Hash(V,t)

e < Hash(U., Uy, S, M)

k < u+ sk - e mod ¢

R+ k-G

kiny < k! mod q

$ < kinv * (Re - sk1 + Hash(M)) mod ¢
return signature (R, s)

Game 2: The assignment S' < Hash(V, ctr) is replaced by a random choice of S. The
games 2 and 1 are not distinguishable as long as Hash is correlated-input secure hash
function [15].
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Game 3: As S is chosen at random in Game 2, we can replace e with a random element,
again assuming that Hash is correlated-input secure hash with image Z,. Then the
game can be reduced to the following form, and the advantage of D will change by a
negligible value:

procedure GAME 3
e s Image(Hash)
k < u+ ska - e mod ¢
R+ k-G
Einy < k= ' mod ¢
8 < kiny - (R - sk1 4+ Hash(M)) mod ¢
return signature (R, s)

Game 4: As e is random, we can calculate k right away as random. The advantage
of the distinguisher does not change. However, after the change, we obtain the regular
ECDSA signing process for the key sk;.

3.2 Unforgeability of kleptographic signature

It suffices to show that an adversary Adv’ holding skyg, and at most one of the keys
skj, sko cannot create a signature that passes the verification process from Algorithm 4.
This covers the case of kleptographic adversary Adv, who, in the worst case, is a user
and holds one of the keys (thus, we assume that sk; and sky do not originate from the
same device).

First, assume that Adv’ knows only sko and sk,q,, but can nevertheless create
a kleptographic signature successfully verified by Algorithm 4. In that case, Adv’
would have a peculiar method of forging signatures verifiable with PK;. Thus, ECDSA
would be broken. As we assume ECDSA to be secure, Adv’ must fail in this case.

Now assume that Adv’ knows ski, skyg, and can forge a kleptographic signature
(R., s) successfully verified by Algorithm 4. The verification of ECDSA ensures that
$ = kiny' (R -ski+Hash(M)) mod g. So, using sky, the adversary Adv’ can calculate
kinv, and therefore k. Since R = U + e - PK; (the condition checked by Algorithm 4),
we must have & = u + sky - e mod ¢. On the other hand, Adv’ can calculate S, and
therefore e <— Hash(U,,U,, S, M). Thus, Adv’ would be able to extract a valid EC-
Schnorr signature (k, e) for message (S, M), thereby forging a EC-Schnorr signature
for PKy. As we assume EC-Schnorr to be secure, Adv’ must fail also in this case.

3.3 Security against Adv

The argument from Section 3.2 does not exclude the situation in which Adv after ob-
taining kleptographic ECDSA signatures, launches an attack different from generating
yet another signature valid in the sense of Algorithm 4. Consider such an attack A.
The point is that we can mimic the attack for an adversary Adv’ that gets the ECDSA
signatures created in the regular way. Let (R,, s) be an ECDSA signature created in
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this way. By reprogramming Random Oracle for Hash, we can convert it into a klepto-
graphic ECDSA signature using an approach similar to security arguments for Schnorr
signatures:

1. reconstruct point R such that its z-coordinate is R, (as it is done during the regular
ECDSA verification process),

2. choose e at random from Z,, the image of Hash,

3. calculate U <+ R — e - PKy,

4. insert e as the hash value Hash(U,, Uy, S, M) in the Random Oracle table for Hash.

Note that the second step is possible, because Algorithm 3 assures that the hash argu-
ment S is fresh and Hash is correlated-input secure. Moreover, U will not repeat.

In this way, we actually do not derive u, but we assume that U can be used for
DH key exchange only, where the session key can be derived by emulating the other
protocol participant.

After the conversion(s), the attack A can be applied by Adv, who emulates Adv’. In
particular, if the attack results in breaking the secret key sk;, then Adv also obtains sk;

3.4 Posession of sk; and sko

Unforgeability does not preclude a situation in which devices dev;, devy holding, re-
spectively, ski, sky execute a two-party computation whose final output is a klepto-
graphic signature (R, s). However, such execution would require additional commu-
nication, which could be noticed by the device holders. We assume that no additional
communication can take place! In this situation, the entire computation that leads to the
derivation of (R, s) must take place on a single device. But then, by the unforgeability
property, this device must hold both sk; and sk.

Conclusions

The construction from Section 2.2 serves merely as a proof-of-concept. Note that we
do not need sophisticated indistinguishability compared to the original protocol (for ex-
ample, in terms of undetectability via side-channel analysis), as the kleptographic proof
may be implemented within the scope of activities planned by the EU Commission’s
Roadmap [8], where indistinguishability might be broken by assumption. Without go-
ing into a discussion about the pros and cons of these plans, our primary goal is to show
technical feasibility within the currently planned EDIW architecture. Note that not only
unlinkability is broken, but a proof can be presented to third parties, e.g., in a court, so
it may serve legal purposes.

On the other hand, we cannot ignore the threat that pseudonyms may be generated
in the manner described above and only appear to protect user’s privacy. Consequently,
we believe that this threat should be addressed in the certification of EDIW solutions.
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Abstract. Passive end-to-end (E2E) traffic correlation against Tor users
is a special type of traffic analysis attack that aims to link traffic segments
of a user’s connection entering and exiting the Tor network. Through out-
side the attacker’s model in Tor, previously such an attack was also con-
sidered impractical due to the required power of the attacker to observe
both ends of a Tor user connection at the same time. Hence, research on
defenses against E2E traffic correlation has received little attention over
the years. However, the efficacy of the E2E traffic correlation attacks has
significantly evolved over the past decade, prompting questions about
the validity of these assumptions.

Concurrently, a major line of research has focused on designing defenses
against website fingerprinting (WFP)—another type of passive analysis
attack aiming to reveal the content of encrypted and anonymized con-
nections (i.e., the visited website) by analyzing patterns of data flows
exchanged between a Tor user and its first anonymization node. Despite
the similarity in executing WFP and E2E traffic correlation, research
aiming to design efficient and practical defenses against these attacks is
distinct. This work aims to bridge this gap by assessing the effectiveness
of two state-of-the-art WFP defenses based on traffic splitting against
E2E traffic correlation. Our results show that these defenses are not
only efficient against WFP but also against modern E2E traffic correla-
tion classifiers, significantly reducing their detection rates and rendering
them impractical in real world. Our work provides a glimmer of hope that
the realization of a countermeasure that protects against two prevalent
traffic analysis attacks is possible.

Keywords: Traffic Analysis - End-to-end traffic correlation - Tor.

1 Introduction

Internet-based digital technologies, such as the World Wide Web, enable indi-
viduals to access an abundance of information and exercise their freedom of
speech. However, Internet users leave personal digital traces with each online
action, which can be exploited for marketing purposes, user tracking, and even
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controlling their online access and activities. While encryption helps protect the
confidentiality of user data exchanged over the Internet, it does not obfuscate
the metadata associated with the communication, such as packet sizes, direc-
tion, timing, and the relationship between both communicating parties. To help
affected users reduce the amount of information leakage generated by their Inter-
net usage, Tor [5] is currently the most popular anonymization network, designed
particularly for low-latency applications. Tor employs the onion-routing princi-
ple, whereby user traffic is encrypted in multiple layers and transmitted over a
chain of three Tor nodes, called entry, middle, and exit. Since each Tor node can
remove (or add) only a single layer of encryption, no intermediate entity observ-
ing the communication between the Tor user and its destination can know the
identities (i.e., IP addresses) of both communicating parties at the same time.
Despite Tor’s promise to hide the relationship between the user and its desti-
nation from a local passive observer, e.g., an Internet service provider (ISP) or a
malicious Tor node, it cannot conceal the number, direction, and timing of trans-
mitted packets. This information can be exploited for sophisticated attacks, such
as website fingerprinting (WFP) and end-to-end (E2E) traffic correlation. WFP
aims to identify the content of encrypted and anonymized connections (i.e., the
visited website) by observing and analyzing patterns of data flows exchanged
between a Tor user and its entry node. In E2E traffic correlation, an attacker
can observe both the traffic transmitted between the Tor user and its entry node
as well as the traffic between the exit node and the user’s destination. The goal
of the adversary is to determine whether both traffic segments correspond to
a single Tor user connection, thereby revealing their relationship. Unlike E2E
traffic correlation, WFP is covered by the Tor’s threat model, which resulted in
a plethora of WFP countermeasures proposed over the last decade [17].
Although E2E traffic correlation is explicitly excluded from the Tor’s threat
model, such an attack was previously considered impractical. On the one hand,
multiple factors cause significant differences between the ingress and egress Tor
traffic, such as multiplexing of encrypted traffic (i.e., sending multiple indepen-
dent application streams over the same Tor connection), the use of fixed-size
data units (i.e., cells) between Tor nodes, delays created by the Tor’s flow con-
trol mechanism, and network indeterminism [25]. On the other hand, E2E traffic
correlation requires more computational resources than WFP due to its pairwise
nature, which necessitates comparing all possible pairs of traffic to deanonymize
a given set of users. Given the increased number of volunteer Tor nodes and ISPs
carrying Tor traffic over the years, the natural assumption was that the likeli-
hood of a single entity being able to observe user traffic entering and exiting Tor
had diminished [5]. However, the significant evolution of E2E traffic correlation
attack efficacy over the past decade, coupled with the analysis of the susceptibil-
ity of Tor users to network-level adversaries, such as autonomous systems (ASs)
and Internet eXchange Points (IXPs)!, prompt questions about the validity of
this assumption [22,25,34]. Previous research [20] has shown that an attacker
positioned at an IXP can observe a significant amount of Tor traffic and corre-

1A shared physical infrastructure in a single location connecting several ASs.
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late high-speed network flows at low sampling rates by observing traffic passing
through any AS co-located at that IXP, thereby compromising users’ anonymity.
Even worse, an attacker possessing multiple ASs or IXPs can compromise Tor
connections at a significantly faster rate [11].

Despite the similarity in executing both WFP and E2E traffic correlation, re-
search on designing efficient and practical defenses against these attacks has been
independent of each other, leading to little attention being given to E2E traffic
correlation defenses over the years. Concurrently, a major line of research has fo-
cused on the design of WFP defenses that rely on various defensive mechanisms,
such as constant or adaptive padding, traffic morphing, traffic splitting, and ad-
versarial perturbations, some of which show themselves as attractive candidates
for adoption in Tor [17]. In this work, we aim to bridge the gap between these
communities and assess the effectiveness of two state-of-the-art WFP defenses,
called TrafficSliver [3], based on traffic splitting against E2E traffic correlation.
Our selection is based on the fact that these defenses cause practically no over-
head while being highly efficient against WFP attacks [17]. Our results show that
these defenses are efficient not only against WFP, but also against modern E2E
traffic correlation classifiers, such as DeepCorr [22] and DeepCoFFEA [25], ren-
dering them impractical in real world. Our work provides a glimmer of hope that
a countermeasure protecting against the two prevalent traffic analysis attacks,
WEFP and E2E traffic correlation, is practically possible with low overhead.

2 Related Work

This section reviews the operational aspects of previous state-of-the-art E2E
traffic correlation attacks and defenses. E2E traffic correlation is typically clas-
sified into passive and active methods [1,22]. Similar to prior work [22, 25|, we
omit the discussion of active E2E traffic correlation methods, as such attacks are
easily detectable and, thus, cannot be deployed by an attacker on a large scale
for a long time period without being detected. Moreover, we briefly discuss prior
work aiming to increase the attacker’s chances of being located at both ends
of Tor—a mandatory requirement for performing E2E traffic correlation—and
existing defenses against such attacks.

E2E traffic correlation attacks. Early E2E traffic correlation methods [10,
26, 38] relied on general statistical correlation metrics to quantify the degree of
similarity between the traffic entering and exiting the anonymization network.
However, these methods require unrealistically long traffic traces to make reli-
able decisions. Other approaches [15,31] divided the monitored traffic at both
ends of the anonymization network into fixed-size time windows and correlated
the times between packet arrivals and the number of packets transmitted in each
window. Nasr et al. [21] aimed to improve the scalability of E2E traffic corre-
lation using linear projection algorithms to compress the requisite data, and
quantify the degree of similarity between traffic entering and exiting Tor using
cosine similarity. Sun et al. [34] proposed an asymmetric E2E traffic correlation
approach, wherein the attacker only needs to observe paths in different direc-
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tions at both ends of Tor. The authors show constant correlation dependence
between metadata of data traffic collected from one side of Tor and the TCP
sequence number field and TCP acknowledgment numbers observed on the other
side. Despite these advances, the main drawbacks of these methods remain their
high false positive rate (FPR) and the need for impractically long traffic traces
to make reliable correlations.

Nasr et al. [22] also proposed DeepCorr—the first deep learning (DL) based
E2E traffic correlation attack. DeepCorr is based on a Convolutional Neural
Network with a correlation function that is tailored specifically to link traces
generated by arbitrary Tor users to arbitrary destinations. It takes as an input
both the inter-arrival packet times and the packet sizes of the traffic transmit-
ted at both ends of Tor. DeepCorr achieves significantly higher detection rates
in correlating Tor traffic compared to methods using general statistical correla-
tion metrics, while requiring substantially shorter traffic traces than prior work.
AttCorr [16] is another DL-based E2E traffic correlation attack, based on a trans-
former model. However, the authors of AttCorr were unable to achieve a superior
detection rate compared to that reported in [22]. Rimmer et al. [30] criticized
the manner in which E2E traffic correlation attacks are evaluated in research.
The authors argued that the typical experimental setup used in previous stud-
ies yields biased results that do not align with actual real-world conditions and
artificially enhances the attack’s detection rate. The authors show that using a
single proxy to collect network traffic exiting the Tor network often introduces
latency that benefits the attacker, which is uncommon in real-world scenarios.

Oh et al. [25] identified further limitations in the scalability of prior E2E traf-
fic correlation methods, such as DeepCorr. The authors highlighted their compu-
tational complexity due to their pairwise nature and the high number of falsely
correlated traces still produced. To address these issues, they proposed Deep-
CoFFEA, a new E2E traffic correlation approach based on feature embedding
networks and amplification. DeepCoFFEA uses two different DL-based models,
one for ingress traffic and one for egress traffic, to reduce the dimensionality of
the input traffic traces. The reduced data is then utilized for correlation compu-
tations. To mitigate miscorrelations during these computations, DeepCoFFEA
divides the input traffic traces into shorter, time-based segments and employs a
voting process on this set to make a final decision. Another E2E traffic corre-
lation technique is FlowTracker [8], which relies on a cumulative representation
of observed traffic and employs stacked autoencoders to reduce the negative im-
pact of communication noise. The authors use information from unrelated traffic
traces to generate differential representations that amplify the essential differ-
ences between similar but unrelated traces, thus reducing the confusion caused
by large candidate trace sets.

E2E traffic correlation defenses have received little attention. Early pro-
posals indicated the potential for employing different padding strategies and in-
serting dummy packets [15, 31]. However, these countermeasures have not been
implemented in practice due to their considerable bandwidth and latency over-
head and reduced protection against modern E2E traffic correlation attacks [25].
Nasr et al. [22] showed that Tor pluggable transports—techniques, designed to
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obfuscate potential distinctions between Tor- and non-Tor-protected traffic—
that introduce padding to obfuscate packet sizes and randomize inter-arrival
packet times can significantly reduce the detection rate of DeepCorr. However,
Oh et al. [25] showed that neither Tor pluggable transports nor low-cost WFP
defenses (WTF-PAD [13] and FRONT [7]) can adequately protect against Deep-
CoFFEA. Recent work |9, 23] on WFP defenses has speculated that their meth-
ods could also serve to protect against E2E traffic correlation. However, these
proposals lack concrete empirical results and are still subject to adoption issues,
which hinders their deployment in practice. Since defenses based on traffic split-
ting provide the greatest protection against WEFP [17], this study examines the
effectiveness of two such defenses against state-of-the-art E2E traffic correlation
attacks and suggests ways to improve their splitting strategies.

Attacker’s placement for E2E traffic correlation. Executing E2E traf-
fic correlation requires the adversary to have access to favorable vantage points
to observe relevant network traffic. Two main groups of attackers can employ
different strategies to place themselves on the path between the Tor user and
its destination: network-level entities, e.g., malicious ASs and IXPs, and ma-
licious Tor nodes. Early research [6,18,37] focused primarily on analyzing the
susceptibility of Tor users to ASs that naturally observe both ends of Tor user
connections simultaneously. Murdoch and Zieliriski [20] showed that an attacker
positioned at an IXP can correlate high-speed network flows by observing traffic
passing through any AS co-located at that IXP, at low sampling rates. Johnson
et al. [11] explored the time required for an attacker to compromise Tor circuits
when controlling a set of ASs or IXPs. Following the introduction of asymmetric
E2E traffic correlation [34], other studies [24, 35, 36] reevaluated the threat posed
by malicious ASs and IXPs, and their potential for employing active traffic redi-
rection attacks against Border Gateway Protocol (BGP). Conversely, malicious
Tor nodes exploit weaknesses in Tor’s bandwidth measurement system to create
the impression of greater bandwidth capacity, thus increasing their selection by
Tor users [2,12,32, 33]. In response, some research has focused on designing al-
ternative Tor path selection methods [24, 35] aiming to limit the likelihood that
specific ASs and IXPs appear at both ends of a Tor user’s connection, as well as
improved bandwidth measurement systems [12] aiming to minimize the impact
of malicious nodes. Unlike these studies, whose goal is to limit the proactive
placement of attackers in suitable locations for E2E traffic correlation, this work
analyzes defenses that aim to thwart E2E traffic correlation itself.

3 Traffic Splitting against Traffic Correlation

The main objective of this work is to evaluate the effectiveness of two WFP
defenses against E2E traffic correlation attacks that provide the highest level
of protection against WFP with the lowest overhead. As shown by Mathews et
al. [17], the most notable group of defenses serving as candidates for adoption in
Tor are those that distribute user traffic over multiple Tor paths. This group of
defenses is notable for its high level of protection against WFP, as well as its effi-

182



6 A. Mitseva et al.

y >

[\ ,/1 Tor Network

, X o

< <> > AN

> e A e

> | Weo Soer Ge MiddeNode titiose

ntry Node ! . = °
< i

=

B J Exit Node
. Middle Node
<>

Tor Network Tor User J < \1
Entry Node <l /\T/C]r
Exit Node

I

Middle Node

(a) TrafficSliver-Net (b) TrafficSliver-App
Fig.1: An overview of the operation of both TrafficSliver defenses.

ciency in terms of bandwidth and latency overhead. Both TrafficSliver defenses,
TrafficSliver-Net and TrafficSliver-App, which were proposed in [3], currently
provide the most optimal balance between the level of protection against WFP
and the bandwidth and latency overheads introduced in Tor. Therefore, in this
work we focus on analyzing their robustness against E2E traffic correlation.

Figure 1 shows the operation of both TrafficSliver defenses. TrafficSliver-Net
(Figure 1a) is a network-layer defense that employs the concept of multipathing
within Tor. In other words, the user traffic is sent via several Tor paths that
contain distinct entry nodes but share the same middle and exit nodes. To this
end, the defense is deployed on the user’s onion proxy (OP)? and the Tor middle
node, which, in turn, implement mechanisms to distribute and reassemble user
traffic from multiple entry nodes. TrafficSliver-Net applies a batched weighted
random splitting strategy, in which a randomly generated list of weights is used
to select an entry node for a predefined batch of Tor cells to be transmitted.

Unlike TrafficSliver-Net, TrafficSliver-App (Figure 1b) operates completely
independent of the underlying anonymization network and does not require the
cooperation of Tor nodes to split traffic. It acts as a local proxy between the user’s
browser and OP and creates multiple Tor circuits, each with a unique entry node.
Then, it randomly sends separate full HTTP requests for distinct web objects
belonging to the same website over different entry nodes. Unlike TrafficSliver-
Net, the initial implementation of TrafficSliver-App does not restrict users from
using the same middle and exit nodes for a single Tor user connection. In this
work, we expand the operational scope of TrafficSliver-App by introducing two
additional modes. In particular, we instruct a Tor user to employ either (7)
different exit nodes or (i7) the same exit node for its multipath circuits. In the
former case, the number of exit nodes corresponds to the number of unique
entry nodes used for the user’s multipath connection. The goal of this extension
is to analyze how using different exit nodes impacts the level of protection that
TrafficSliver-App provides against E2E traffic correlation.

4 Experimental Setup

To evaluate the level of security that both TrafficSliver defenses provide against
E2E traffic correlation, we need to simultaneously collect traffic at two vantage

2 A local software that runs on user’s machine and directs user’s traffic through Tor.
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points: the traffic exchanged between a Tor user and the entry nodes, and the
traffic transmitted between the exit nodes and the final destination. To collect
ingress Tor traffic, we deploy our own Tor users and sniff the traffic exchanged
with the Tor network. To collect traffic transmitted between a Tor exit node
and the intended destination, we configure a proxy server to which we direct
traffic from our deployed Tor users before it reaches its final destination, similar
to prior work [22, 30, 25]. This is needed due to the absence of provisions in the
Tor protocol that allow users to instruct exit nodes to tunnel traffic through
an alternate proxy before delivering the data. While the preparation of such an
experimental setup for TrafficSliver-Net is rather straightforward, TrafficSliver-
App necessitates multiple design choices that require careful analysis. From a
technical perspective, to force Tor user traffic to traverse an additional proxy
after the exit node implies the implementation of an extra layer of encapsula-
tion. This poses significant challenges in the context of TrafficSliver-App since
it functions as an additional HTTP(S) proxy for the Tor user.

Datasets. Analogous to previous work [22, 30, 25|, we rely on web browsing
based network traffic generated by our deployed Tor users to evaluate the ef-
ficiency of both TrafficSliver defenses against E2E traffic correlation. Although
E2E traffic correlation can be applied to any TCP-based user traffic transmit-
ted via Tor, the goal of this work is to analyze the effectiveness of two existing
WFP defenses against this attack necessiting the consideration of web brows-
ing. To this end, we compiled a new dataset consisting of the index pages of 500
unique websites from the latest Tranco Top list of the most popular websites [14].
We visited each of these websites once and collected the corresponding pairs of
ingress and egress traffic traces, with each of these traces consisting of at least
300 packets, as recommended in [22].

Network traffic collection. For each website, we collect the underlying
network traffic transmitted between our own deployed Tor users and the corre-
sponding Tor entry nodes, as well as between the corresponding Tor exit nodes
and our users’ final destinations. To avoid any additional modifications to our
deployed Tor users, which could affect the operation of both TrafficSliver de-
fenses, especially TrafficSliver-App, we setup our own HTTP(S) proxy server
to collect traffic transmitted between Tor exit nodes and the final destinations.
This proxy acts as a reverse proxy using mitmproxy [4], which is dynamically
reconfigured by our automated tools for each new website visited by our Tor
users. Since the reverse proxy for each of our websites is active for a few seconds
to load the corresponding page, we believe that it cannot attract any other user
traffic or temporarily block connections to particular websites. In addition, we
automatically reject user requests that do not originate from the Tor network
to reduce the operational load on our proxy server. The proxy is located within
the university campus network, whose IP address and respective port are pub-
licly available for connections from the Internet. We further equipped the proxy
with a set of automated tools to sniff traffic passing through it and capture the
timestamps needed for processing that traffic subsequently.

We used the automated approach presented in [27] with Tor Browser 13.5.2
to collect metadata on ingress Tor traffic for all websites in our dataset, includ-
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ing TCP packet sizes, direction, and timing. We extended this approach further
to redirect our Tor users’ traffic to traverse the HTTP(S) proxy server prior
to reaching their final destinations. Contrary to [19, 27], we considered the TCP
packets rather than Tor cells, due to the absence of Tor-protected network traffic
between the Tor exit nodes and our HTTP(S) proxy server. Similar to related
work [19], we excluded page loads denying requests coming from Tor, showing
a CAPTCHA, having no content, or pointing to a client or server error. The
attacker is not interested in fingerprinting such page loads since none of them
can be considered successful in accessing the content. Furthermore, we launched
a middle node in the real Tor network that was used by our deployed Tor users
to perform traffic splitting and merging, as required by TrafficSliver-Net [3]. For
both TrafficSliver defenses, we selected the corresponding best traffic-splitting
strategy, as outlined in [3], the only difference being that the best traffic-splitting
strategy for TrafficSliver-App was evaluated using the additional modes, pre-
sented in Section 3.

Classifiers and evaluation setup. For our evaluation, we consider two
state-of-the-art E2E traffic correlation classifiers, DeepCorr [22] and DeepCoF-
FEA [25]. We refer the reader to Section 2 and the original papers for more
details about their operation. In all subsequent experiments, unless a different
methodology is explicitly mentioned, we apply 5-fold cross-validation (CV) with
respect to the total number of collected pairs of ingress and egress traffic traces.
Similar to related work [22,30,25], we compute the true positive rate (TPR),
measuring the fraction of correlated pairs that were correctly detected, and the
FPR, expressing the fraction of pairs that were falsely identified as correlated.

5 Evaluation and Discussion

In this section, we evaluate the effectiveness of both TrafficSliver defenses against
both state-of-the-art E2E traffic correlation attacks. We assume that the attacker
controls one malicious entry node and one malicious exit node in Tor user’s mul-
tipath connections. For all experiments, we assume that the attacker is aware
of the applied defense, including its splitting scheme. We also ensure that all
multipath traces of the same page load are used either for testing or for training
only. In addition, we performed a series of experiments to first identify the op-
timal hyperparameters and threshold for both E2E traffic correlation classifiers.
Due to space constraints, we only report the best classification results in the rest
of the section. We further assume that the attacker has sufficient resources to
collect a representative training dataset. When testing the classifiers, we always
utilized n positively correlated trace pairs® in each CV iteration and created
(n — 1) negatively correlated trace pairs for each positively correlated pair. For
each E2E traffic correlation classifier, we first conducted an experiment using
non-defended Tor traffic to establish a baseline. Additionally, we compared the
detection rates obtained for both TrafficSliver defenses with those achieved for
two state-of-the-art Tor pluggable transports.

3 Ingress and egress traffic segments corresponding to the same Tor user’s connection.
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TrafficSliver defenses against E2E traffic correlation. Figure 2 illus-
trates the classification results obtained for both E2E traffic correlation classi-
fiers. In case of DeepCorr (Figure 2a), the TPR is cut in at least half for the
same FPR when both TrafficSliver defenses are applied. Although TrafficSliver-
Net achieves the lowest TPR for a given FPR, we observe that the difference
in detection rate between TrafficSliver-Net and TrafficSliver-App with a single
exit node is negligible. One possible reason for the slightly higher classification
results for TrafficSliver-App with multiple exit nodes is the frequent selection of
the same entry and exit nodes as a positive pair, over which the same ingress
and egress traffic segments of the same part of the multipath connection were
transmitted. Since the TrafficSliver-App requests different objects through dif-
ferent circuits, this contributes to their isolation and, if the objects are unique
enough, yields better classification results than a single exit, where the objects
are not separated from the perspective of an external observer.

In case of DeepCoFFEA (Figure 2b), we observe an even larger drop in the
classifier’s detection rate for both TrafficSliver defenses. This result is surpris-
ing, given that DeepCoFFEA is considered to be a more powerful attack than
DeepCorr. This finding underlines the hypothesis that the most effective attack
in vanilla settings does not necessarily imply superiority in the presence of a de-
fense. TrafficSliver-App achieves a slightly higher TPR for the same FPR than
TrafficSliver-Net, regardless of whether a single or multiple exit nodes are used.
However, the detection rates are low enough to conclude that DeepCoFFEA
is practically infeasible when either TrafficSliver defense is employed. We also
notice that, for a low FPR, the difference in TPR when using a single versus
multiple exit nodes for TrafficSliver-App is negligible. I.e., knowledge of either
single objects or the whole stream does not provide significant information here.
Since a single exit node is sufficient for defense purposes, there is no need to use
several and increase the load on Tor’s limited number of exit nodes. While Oh
et al. [25] showed the DeepCoFFEA’s success against two other modern WEP
defenses, WTF-PAD and FRONT, related work on WFP [3,19] has shown that
these defenses do not provide sufficient level of protection in other settings.

Comparison with Tor pluggable transports. Similar to prior work [22,
25|, we compare the detection rates obtained for both TrafficSliver defenses to
those obtained for two state-of-the-art Tor pluggable transports Obfs4 [28] and
Snowflake [29]. As shown in Figure 2, Obfs4 achieves a slightly lower detection
rate than TrafficSliver-Net for DeepCorr. However, its protection level signifi-
cantly decreases compared to both TrafficSliver defenses in case of DeepCoFFEA,
rendering ODbfs4 ineffective in practice. Conversely, we observe that Snowflake
achieves consistently low detection rates for both E2E traffic correlation clas-
sifiers, nearly equivalent to random guessing. Although these results indicate a
higher protection level for Tor users than with both TrafficSliver defenses, the
operation of Snowflake relies on domain fronting and is heavily dependent on
the cooperation of Content Delivery Networks (CDNs), which makes its long-
term existence questionable. Moreover, the small number of Tor bridges (i.e., Tor
nodes that are not publicly announced to avoid blocking their IP addresses) sup-
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Fig. 2: Detection rate of both state-of-the-art E2E traffic correlation classifiers
achieved in different scenarios.
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porting Obfs4 and Snowflake, and the higher latency and bandwidth overhead
these pluggable transports generate, render them impractical for general use by
all Tor users. To sum up, countermeasures based on traffic splitting are able to
defend against both WFP and E2E traffic correlation attacks with only moderate
performance overhead without depending on CDNs and scale gracefully.

Discussion and limitations. We rely on a single proxy server to collect the
traffic exchanged between Tor exit nodes and final destinations. As shown in [30],
using a single proxy for data collection introduces artificial time patterns due to
the increased latency required to load a website. This could bias our evaluation
results and allow the attacker to achieve a higher TPR at a lower FPR than in
reality. However, since our main goal is to evaluate the security level provided
by WFP defenses, not to propose a new E2E traffic correlation attack, potential
biases in our evaluation results may also imply that both TrafficSliver defenses
would provide an even higher level of protection against E2E traffic correlation
in reality.

6 Conclusion

This work analyzed the suitability of traffic splitting based WFP defenses to pro-
tect against E2E traffic correlation. This analysis is a fundamental step on ad-
vancing the adoption of effective WFP countermeasures in the real Tor network.
WEFP defenses that provide protection against other passive deanonymization
attacks, besides offering a high level of protection against WFP and low latency
and bandwidth overhead, are more attractive for real-world deployment. Our
evaluation results showed that two state-of-the-art WFP defenses based on traf-
fic splitting are able to dramatically reduce the detection rate of modern E2E
traffic correlation classifiers. Although one of the pluggable transports provided
a higher security level, it relies on domain fronting and requires the use of a Tor
bridge, which are not applicable to general usage by all Tor users. Our evaluation
provides valuable insights towards the selection of effective countermeasure for
hampering popular traffic analysis attacks in Tor that can be deployed at scale.
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Abstract. The General Data Protection Regulation (GDPR) Article 5(1)(e)
mandates that personal data be retained only as long as necessary for
its processing purpose (storage limitation), yet current privacy manage-
ment systems implement this as static retention schedules disconnected
from the consent state that authorises the processing. When consent
is withdrawn or a purpose is completed, the retention obligation must
be reassessed, but existing approaches lack mechanisms to enforce these
dynamic dependencies. This paper presents a consent-derived retention
enforcement mechanism that formally binds retention periods to pro-
cessing purposes and consent lifecycle states. It introduces three con-
tributions: (i) a Retention Policy Model linking retention durations to
consent conditions with jurisdictional overrides; (ii) purpose-linked era-
sure rules specifying how data transitions through active, expired, held,
and erased states under consent withdrawal, purpose completion, and
legal hold (Art. 17(3)); and (iii) automated compliance constraints en-
coding storage limitation invariants traceable to GDPR Articles 5(1)(e),
17, and 25. The mechanism extends ConsentML within the DTAPROD
framework and is implemented in the DIAPROT modelling tool. A UK
open banking case study across six scenarios shows that consent-derived
enforcement detects violations that static schedules miss.

Keywords: Data Privacy Management - Storage Limitation - GDPR
Compliance - Consent Lifecycle - Retention Enforcement - Right to Era-
sure - Data Protection by Design

1 Introduction

The idea of storage limitation is one of the seven fundamental tenets of the
General Data Protection Regulation (GDPR) [8]. Article 5(1)(e) mandates that
personal data be retained in a manner that allows for the identification of data
subjects only for as long as is necessary for the purposes of processing their
personal data [1]. Article 17(1)(a) confers the right to erasure when data is no
longer required for its initial purpose [1]. Article 25 emphasises the need for data
protection to be included by design and by default (PbD) [1].

190



2 S. Daniels and H. Mouratidis

Over 30% of GDPR articles relate to storage [21]; as a result, a significant
number of fines [19] have already been issued to companies found to be in breach
of this legal requirement. In February 2026, the European Data Protection Board
(EDPB) released the findings of its 2025 coordinated enforcement initiative,
in which 32 Data Protection Authorities evaluated 764 data controllers across
Europe on erasure practices, revealing ongoing deficiencies in systematic data
classification and automated deletion [13]. In 2025, the EDPB initiated a new
Coordinated Enforcement Framework that explicitly addresses the right to era-
sure (Art. 17), affirming its prominence as one of the most frequently invoked
GDPR rights [13].

Despite significant regulatory pressures, a core disconnect persists between
what the law stipulates and how it is implemented in privacy management prac-
tice. In current applications, storage limitations are often treated as a fixed re-
tention schedule: a compliance officer establishes specific retention periods (e.g.,
7 years for financial documents), and these durations are embedded as config-
uration parameters in data management systems. After implementation, these
retention periods remain unchanged even when consent is revoked, processing
purposes are fulfilled or narrowed, new legal requirements emerge, or interpreta-
tions of regulations evolve. This static approach overlooks the inherently dynamic
nature of storage limitations under GDPR. The necessity for keeping a data el-
ement is not a static characteristic; it is a relational characteristic influenced
by the interplay of (i) the processing purpose for which consent was obtained,
(ii) the current status of that consent, (iii) the legal basis that legitimises the
processing, and (iv) any conflicting legal obligations (e.g., anti-money launder-
ing retention requirements, litigation holds) that could take precedence over the
GDPR retention period. Whenever any of these factors changes, the obligation
to retain must be re-evaluated.

From a language engineering standpoint, the challenge is clear: how can a
metamodel-based modelling language formally delineate the dynamic interplay
between consent state, processing purpose, legal basis, and retention obligation,
ensuring that storage limitation constraints are (i) formally specified within the
language definition, (ii) automatically validated during modelling, and (iii) trace-
able to specific regulatory provisions?

This paper fills this gap by proposing a metamodel extension for consent-
derived dynamic storage limitation, intended to integrate with the ConsentML
modelling language [12] and the DIAPROD framework [11], presented in section
2. The extension provides the following contributions:

A Retention Policy Model (R) that formally binds retention periods
to processing purposes and consent states, with temporal typing, jurisdictional
overrides, and legal hold mechanisms (Section 4). Operational semantics for
purpose-linked erasure specifying transition rules governing how data tran-
sitions through active, expired, held, and erased states in response to purpose
completion, consent withdrawal, retention expiry, and legal hold events (Sec-
tion 4). A catalogue of well-formedness predicates encoding GDPR storage
limitation invariants (Art. 5(1)(e), Art. 17, Art. 25) as system-level constraints,
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integrated into the Certifying Kernel’s constraint registry. An illustrative case
study in the UK open banking domain demonstrating the expressiveness of the
formal model across six storage limitation scenarios (Section 5).

Problem Statement. A fundamental disconnect persists between GDPR’s storage
limitation mandate and its engineering realisation [13,15]. The “necessity” of re-
taining a data element is not a fixed temporal property; it is a relational property
determined by the intersection of (i) the processing purpose for which consent
was granted, (ii) the current state of that consent, (iii) the legal basis under which
the processing is legitimised, and (iv) any competing legal obligations that may
override the default retention period. When any of these elements changes, the
retention obligation must be reassessed. Yet existing approaches offer limited
support for expressing, validating, and enforcing this dynamic relationship [5, 3,
16, 6].

Current practice forces one of two unsatisfactory choices. The first is to de-
fine retention periods as static configuration parameters in data management
systems—a compliance officer assigns fixed durations (e.g., “7 years for finan-
cial records”), and these are encoded as database TTL (time-to-live) values or
cron-scheduled deletion jobs, entirely disconnected from the consent model that
authorises the processing. The second is to embed retention logic in applica-
tion code, where it becomes opaque to auditors, untestable against regulatory
requirements, and impossible to validate against the consent lifecycle. Neither
approach can detect that a data element should be erased when consent is with-
drawn, but another legal basis still justifies its retention. Neither can suspend
erasure when a litigation hold is imposed, then reassess when the hold is lifted.
Neither can resolve the conflict when a data element is subject to a 2-year mar-
keting retention under Art. 6(1)(a) and a 5-year AML (anti-money laundering)
retention under Art. 6(1)(c) simultaneously.

These limitations have practical consequences. The EDPB’s 2025 coordinated
enforcement action [13] found that among 764 controllers audited across Europe,
persistent weaknesses existed in systematic data classification and automated
deletion capabilities—precisely the gap between static retention schedules and
the dynamic, consent-derived enforcement that GDPR requires.

Research Questions. This paper addresses a specific open challenge in data pri-
vacy management: how can a data protection framework enforce GDPR storage
limitation at runtime through formally grounded, consent-derived mechanisms?
Existing approaches treat retention as a static configuration parameter; this
work demonstrates that retention can instead be derived from the consent life-
cycle state and enforced through language-level constraints. The contribution
operates at three levels: the Retention Policy Model provides a formal specifica-
tion of retention constraints bound to processing purposes and consent states;
the erasure transition rules define how retention violations are detected and
purpose-linked erasure is scheduled when consent is withdrawn, purposes com-
plete, or retention periods expire; and the well-formedness predicate catalogue
extends the Certifying Kernel of ConsentML [12] with eight storage limitation
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invariants traceable to GDPR Articles 5(1)(e), 17, and 25. Together, these intro-
duce five new metamodel classes, 21 relationships [10], and eight predicates into
the DIAPROD (DynamlIc dAta PROtection by Design) framework [11], without
modifying any existing class definitions.

Scope and Boundary. The mechanism presented in this paper operates at the
modelling and specification level: it determines when data should be retained,
held, archived, or erased based on the evolution of consent, processing purposes,
legal bases, temporal conditions, and legal holds. It does not implement or verify
the physical deletion of data from operational databases, replicas, backups, or
trained machine learning models. The operational semantics (Section 4) define
state transitions over retention states—formal objects in the metamodel-—not
commands to a storage engine. The term “enforcement” refers to the determinis-
tic application of transition rules and the validation of well-formedness predicates
at modelling time, ensuring that the specified retention policies are consistent,
GDPR-compliant, and free of the violation classes identified in this paper (multi-
purpose conflicts, undocumented holds, post-withdrawal retention). Translating
these validated specifications into operational system behaviour—issuing dele-
tion commands, verifying erasure across replicas, triggering machine unlearning
procedures—is a complementary engineering concern addressed by runtime en-
forcement systems and is outside the scope of this work.

2 Background

The DIAPROD Framework. DIAPROD (Dynamlc dAta PROtection by De-
sign) is a privacy engineering framework that reconceptualises Data Protection
by Design (DPbD) as a runtime enforcement capability [11]. The framework is
organised into an untrusted zone and a trusted zone separated by a formal trust
boundary. The untrusted zone accepts natural-language consent specifications
through an LLM-assisted layer that proposes candidate consent models. The
trusted zone comprises a deterministic Certifying Kernel that validates all pro-
posals against ConsentML’s [12] 14-tuple denotational semantics, seven lifecycle
transitions, and six invariants (I;—Is), and a tamper-evident persistent store.
The kernel’s constraint registry is extensible: this paper contributes the storage
limitation extension (C-SL-1..8), which registers alongside the existing consent
predicates without modifying them. The full architecture diagram, machine-
readable case study instance, and supplementary artefacts are publicly available
on Zenodo [10].

The DIAPROT Modelling Tool. The DIAPROD framework is implemented in
DIAPROT (Dynamlc dAta PROtection Tool), a standalone web-based mod-
elling tool built for the practical implementation of the DIAPROD framework.
DIAPROT provides a visual consent modelling canvas where practitioners cre-
ate consent models by placing nodes (actors, data elements, purposes, legal
bases, retention policies) and drawing typed relationships between them. The
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tool enforces metamodel constraints during modelling—only valid relationships
can be drawn between node types—and an integrated constraint validator exe-
cutes all well-formedness predicates with a single button press, producing struc-
tured results showing the rule identifier, the affected element, the GDPR article,
the severity, and a diagnostic message. The DIAPROT modelling environment:
(a) consent modelling canvas with typed nodes and relationships, (b) property
panel with dropdown enumerations for node attributes, and (c) constraint val-
idator is deposited on Zenodo [10].

The ConsentML Foundation. ConsentML [12] is a metamodel-based visual mod-
elling language for dynamic consent, developed as part of the DIAPROD [11]
framework. The Consent construct is formally defined as a 14-tuple mapped
to a product domain. Operational semantics define seven lifecycle transitions
with preconditions, postconditions, and cascading effects. A Certifying Kernel
provides deterministic validation against GDPR-grounded well-formedness pred-
icates through an extensible constraint registry. The companion data minimisa-
tion extension [9] introduces the Purpose-Data Linkage Model, formalising which
data is necessary for each purpose. The storage limitation extension presented
here builds on both, connecting retention periods to purpose—data linkages and
consent states.

Motivating Example. Consider a United Kingdom (UK) open banking ecosys-
tem in which Zipfin Ltd, a data controller, processes consumer data through
three data processors: ThetaRay (a sanction screening company ), Volume (a pay-
ment processing company), and Nomad (an email marketing company). James
Bond (a data subject) has granted two consents: ¢gp1 (payment and remittance,
Art. 6(1)(b)) and cooz (email marketing, Art. 6(1)(a)). Under a static reten-
tion paradigm, the compliance officer assigns fixed periods: “6 years for financial
records (UK Limitation Act 1980),” “2 years for marketing data,” “5 years for
KYC (know your customer) data (UK Money Laundering Regulations (MLR)
2017) .” These are encoded as database TTL values.

Now consider four dynamic scenarios that such a static approach cannot
handle: Scenario 1 (Consent Withdrawal): James Bond withdraws cgoz. The
marketing email must be erased under Art. 17(1)(b), but the same email may
be retained under cgg; for transaction notifications. A static TTL cannot distin-
guish these two purpose-dependent retention obligations. Scenario 2 (Purpose
Completion): ThetaRay, as part of an anti-fraud operation, performs a one-time
identity verification on James Bond. Name and date of birth were retained for
this purpose, but ThetaRay still requires them for ongoing sanction screening
under cgp1. The retention obligation shifts from one purpose to another—static
schedules cannot model this transition. Scenario 3 (Legal Hold): Zipfin receives
a litigation hold notice. Data that would otherwise be erased upon purpose com-
pletion must be preserved until the hold is lifted, overriding the default retention
period. This is among the first modelling languages to express the conflict be-
tween the obligation to erase and the legal hold. Scenario 4 (Cross-Jurisdictional
Conflict): UK AML regulations require 5-year KYC retention, while the mar-
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keting consent permits only 2-year retention. For data elements subject to both
obligations, the longer retention period prevails — but only for AML purposes.
The marketing processing must still respect the 2-year limit. The contributions
presented in this paper are set to address all six scenarios.

3 Related Work

This section examines existing approaches to data retention enforcement and
identifies the gaps that motivate the storage limitation extension. Basin, De-
bois, and Hildebrandt [5] present the foundational formal framework for GDPR
compliance, identifying “purpose” with “process” and demonstrating how to auto-
matically generate privacy policies and detect violations of data minimisation at
the modelling level. Their Data Processing Language (DPL) supports temporal
constraints on data deletion, and data is deleted from the system when the dead-
line arrives. However, DPL treats retention periods as static policy parameters
without consent-lifecycle integration or dynamic purpose-linked reassessment.
Arfelt, Basin, and Debois [3] extend this work to monitor GDPR compliance
using metric first-order temporal logic (MFOTL), demonstrating that temporal
properties of data processing — including retention deadlines—can be formally
monitored at runtime. Their MonPoly tool implements this monitoring. How-
ever, the monitoring operates over externally defined policies; it does not derive
retention constraints from a formal consent model. Hublet, Basin, and Krsti¢ [18]
demonstrate real-time policy enforcement with metric first-order temporal logic
in ESORICS 2022, showing that GDPR temporal constraints can be enforced
in real time. Their approach enforces general temporal policies but does not
connect to consent lifecycle semantics or purpose-dependent retention. The au-
thors of [14,7] provide formal frameworks for the right to be forgotten using
cryptographic tools, addressing deletion-as-confidentiality without connecting to
consent models or retention scheduling.

ConsentML [12] provides the formal consent modelling foundation upon which
this extension builds. The existing ConsentML metamodel includes TemporaryCon-
dition with validFrom and validUntil attributes, but does not formalise reten-
tion as a purpose-dependent, consent-derived constraint with erasure transitions
and legal hold mechanisms. TILT [16] and its companion toolbox, TIRA [17],
document retention periods in machine-readable transparency information, but
without formal enforcement semantics. DPL [5] supports temporal deletion con-
straints but treats them as static policy parameters. RSL-1L4Privacy [6] enables
privacy policy specification but does not model the dynamic relationship be-
tween consent state and retention obligation. DEFeND [20] provides a Privacy
by Design (PbD) platform with runtime monitoring but without formal reten-
tion semantics or consent-derived erasure enforcement. Gharib et al. [15] identify
challenges translating GDPR principles into engineering requirements, confirm-
ing the need for formal retention specification but without providing them.

State-machine representations of data retention policies are not new. GEO-
DAC [2]| uses a state-machine model in which each state represents a data life-
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cycle stage (active, archived, deleted), enabling enforcement of retention policies
in outsourced service environments. Barati et al. [4] formalise GDPR rules using
timed automata and verify data flow compliance in business processes via the
UPPAAL model checker. Both approaches demonstrate that retention can be
modelled as state transitions with temporal constraints. However, neither ap-
proach derives retention decisions from the consent lifecycle. GEODAC’s state
machine is triggered by fixed temporal events (a clock expires, an administrator
intervenes); it has no concept of consent withdrawal contracting the permissible
data scope, or of purpose completion triggering retention reassessment. Barati
et al.’s timed automata verify whether a business process conforms to GDPR
timing constraints but do not model the consent state that determines which
constraints apply. Our contribution is not the state-based representation itself—
it is the formal integration of consent evolution, processing purposes, legal bases,
temporal conditions, and legal holds into a single metamodel extension where
retention decisions are derived from the consent lifecycle state formalised in
ConsentML, not imposed independently of it.

Table 1 summarises the coverage of existing approaches presented in this
section across five dimensions necessary for consent-derived dynamic storage
limitation.

To the best of our knowledge, no existing approach satisfies all five dimen-
sions. The contribution of this paper is a formal metamodel extension that closes
this gap by deriving storage limitation constraints directly from the consent life-
cycle state formalised in ConsentML [12].

Table 1. Coverage of existing approaches across storage limitation dimensions.
v = Supported; P = Partial; X = Not supported.

Approach Formal Purpose-Linked Consent Erasure Regulatory
Model Retention Derived Transitions Traceability

P

Basin et al. (DPL) [5]
Arfelt et al. (MonPoly) [3]
Hublet et al. [18]

Garg et al. [14]

Cohen et al. [7]

GEODAC [2]

Barati et al. [4]
TILT/TIRA [16,17]
DEFeND [20]

ConsentML [12]

NS X NTSNSAANANN
N[> WX x X% % T
ST X% > X X %X % X %X X%
N|[>*X"YI>x>x"wowowooH
N|[N/THHYx %X % 0O

This paper
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4 The Storage Limitation Extension

This section presents the storage limitation extension and introduces five new
metamodel classes and 21 new relationship types [10] into the ConsentML meta-
model [12]. The central construct is the Retention Policy (R), which formally
binds a retention period to a processing purpose and legal basis. The Retention
State (RS) represents the current retention status of a data element relative to a
specific purpose. The Erasure Trigger (£T) captures the event that initiates an
erasure evaluation. The Legal Hold (LH) represents a temporary override sus-
pending erasure. The Retention Audit Record (RA) logs all retention decisions
for accountability.

The five classes were derived from GDPR provisions that existing Con-
sentML [12] constructs cannot express. RetentionPolicy (Art. 5(1)(e)) binds
a retention duration to a specific processing purpose and legal basis—for in-
stance, 2190 days for payment data under the UK Limitation Act versus 730
days for marketing data under consent—making the purpose-dependency explicit
where static schedules treat retention as a global parameter. RetentionState
(Art. 17(1)(a)) introduces a five-state lifecycle (active, expired, held, erased,
archived) with computed expiry (tezp = tact + Orp), enabling automated de-
tection of elapsed retention. ErasureTrigger (Art. 17(1)(a)(b)) captures the
event initiating erasure evaluation across five trigger types: retention expiry,
consent withdrawal, purpose completion, erasure request, and legal obligation
end. LegalHold (Art. 17(3)) suspends erasure without destroying the underly-
ing policy. RetentionAuditRecord (Art. 5(2)) logs every retention decision;
no trigger or hold may exist without a corresponding audit record. The storage-
limitation metamodel extension is available in the supplementary materials [10].

Classes and Relationships. The syntax of the five classes is expressed in a BNF-
style grammar. Backus—Naur Form (BNF) is a formal metalanguage used to
define the syntax and grammar rules of computer languages [12].

Listing 1 defines the syntactic structure' of the RetentionPolicy. It consists of
seven components: Identifier, which uniquely distinguishes the retention policy
instance; ProcessingPurpose, which binds the policy to the specific purpose
for which data is retained; LegalBasis, which identifies the GDPR legal ground
(Art. 6(1)) legitimising the retention; RetentionDuration, a positive tempo-
ral value specifying the retention period in days; RetentionJustification, a
natural-language statement explaining why the specified duration is necessary

! Due to space constraints, we intentionally omitted the syntactic structures of the
other four classes. But essentially, they all follow a similar structural definition.
The RetentionState comprises Identifier, PersonalData, RetentionPolicy, Status,
ActivatedAt, ExpiresAt and CurrentState. The ErasureTrigger comprises Iden-
tifier, TriggerType, AffectedData, SourceEvent and Timestamp. The LegalHold
comprises Identifier, HoldType, Justification, AffectedData, ImposedAt, LiftedAt
and GDPRException. The RetentionAuditRecord comprises Identifier, Event,
Decision, RetentionState, GDPRArticle and Timestamp.
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(e.g., “UK Limitation Act 1980”); JurisdictionalOverride, an optional map-
ping from jurisdiction to alternative duration for cross-border scenarios where
local regulations impose longer or shorter retention periods; and ReviewPe-
riod, a duration specifying how frequently the retention obligation must be
reassessed to ensure continued necessity under Art. 5(1)(e).

RetentionPolicy ::= rp(Identifier, ProcessingPurpose, LegalBasis,
RetentionDuration, RetentionJustification,
JurisdictionalOverride, ReviewPeriod)

Listing 1: Syntax definition for the RetentionPolicy construct.

Retention Policy Model. We define the semantic mapping for the Retention
Policy:

[rp(Id, PP,LB, Dur, Just, JO, Rev)] = (id, pp, b, 8, just, jo, rev)

where:
(id, pp,1b, 0, just, jo,rev) € R=1Ir x PP X Lps X AX T x O X Apey

A denotes the temporal duration domain (a positive real number representing
days). J denotes the set of natural-language justifications. O denotes the set of
jurisdictional overrides (each mapping a jurisdiction to an alternative duration).
A, denotes the review period duration.

Retention State Semantics. The retention state of a personal data element pd
relative to a retention policy rp is:

[rs(1d, PD, RP, Stat, Act, Exp, CS)] = (id, pd, rp, stat, tact, teap, CS)

where tezp = taet + Orp (the expiry timestamp is the activation timestamp plus
the retention duration), and cs € {active, expired, held, erased, archived}.

Retention Duration Derivation. The effective retention duration .5y for a data
element pd under purpose pp is derived from the consent state, legal basis, and
jurisdictional context:

Srp if c.stat = granted A jo=0

5er 1 (pd, pp) djo(j) 1if c.stat = granted A j € jo
1 bl D) = ’ . . .

ef P4, PP 0 if c.stat € {withdrawn,objected} N —3lh

Sin if 31k : covers(lh, pd)

where 0;,(7) is the jurisdictional override duration for jurisdiction j, d;; extends
the retention until the legal hold is lifted, and the third case triggers erasure
evaluation when consent is withdrawn, and no legal hold applies.
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Multi- Purpose Retention Resolution. A single data element may be subject to
multiple retention policies when it serves more than one processing purpose.
For example, in the ZipFin case study presented in section 5, email_address
serves both payment notification (ppgo1, retention 2190 days under Art. 6(1)(b))
and marketing (ppooz, retention 730 days under Art. 6(1)(a)). When marketing
consent cggo is withdrawn, the retention obligation for marketing expires, but
the payment retention remains active. The effective retention for a data element
is computed as the maximum across all active purpose-specific retentions:

defr(pd) = max  bepr(pd,pp;) (1)
ppiEPPISHve

where PP;j””e is the set of processing purposes for which pd (personal data) has
an active retention state, and J.s(pd, pp;) is the remaining retention duration
under purpose pp;. When PP;(‘;“”e = (—no active purpose justifies continued
retention—the data element becomes an erasure candidate. The composition
rule is deterministic and unambiguous: it always selects the longest remaining
retention, ensuring that no data element is erased while any active purpose still
requires it (satisfying Art. 5(1)(b)), while also ensuring that data is not retained
beyond the last justifying purpose (satisfying Art. 5(1)(e)).

Operational Semantics for Purpose-Linked Erasure. We define five transition
rules governing how retention states evolve. Each rule follows the same inference
notation used for the ConsentML [12] lifecycle transitions.

Retention Expiry. When the retention period expires and no other purpose
justifies continued storage:

tnow >texp A =3 pp’ #ppiactive(rp’ ,pd) A =3 lh:covers(lh,pd)

[RetentionExpiry]

expiry

(rs,o) ——>(rs[cs:=erased], 0’ U{ET capiry RAcapiry})
Consent Withdrawal Erasure. When consent is withdrawn under Art. 7(3), the

retention obligation for all data held solely under that consent must be re-
assessed:

c.stat=withdrawn A =31b":1b'#consent A legitimises(Ib’ ,pa,pd) .
ithdraw-crane [WithdrawalErasure]

(rs,0) BRI (1 [esi=eapired], o' U{ET witharawat })

This rule links directly to ConsentML’s WITHDRAW transition. If another legal
basis (e.g., legitimate interest, legal obligation) justifies continued processing, the
data is not erased—satisfying Art. 17(1)(b)’s condition “and there is no other
legal ground for the processing.”

Purpose Completion FErasure. When a processing purpose completes and no
other active purpose requires the data:

complete(pp) A =3 pp' #pp:requires(pp’,pd) A active(pp’)
complete-erase .
(rs,o) (rs[es:=expired], o' U{ET compietion })

[CompletionErasure]
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ID (Article) Well-Formedness Predicate

C-SL-1 Vpp € PP: 3rp € R : bindsTo(rp, pp)

(Art. 25(2))

C-SL-2 Vrp € R: defined(rp.d) A rp.d >0 A defined(rp.just)

(Art. 5(1)(e))

C-SL-3 Vrs e RS : tnow > rS.texp = rs.cs S
(Art. 17(1)(a)) {expired, held, erased, archived}

C-SL-4 Vpd € PD,c € C : cstat = withdrawn A basedOn(pd,c) =
(Art. 17(1)(b)) reassessed(rspa)

C-SL-5 VYih € LH : defined(lh.exception) A lh.exception €
(Art. 17(3)) {17(3)(b), 17(3)(d), 17(3)(e)}

C-SL-6 Vpd € PD : |PPyit"| > 1 = bc55(pd) = maxyy, dess(pd, ppi)

(Art. 5(1)(b))

C-SL-7 Vrs € RS: rs.cs = held = —Jet : erases(et,rs.pd)

(Art. 17(3))

C-SL-8 Vet € ET : dra € RA: records(ra,et) A defined(ra.article)

(Art. 5(2))

Table 2. Well-formedness predicates with governing GDPR articles.

This rule connects storage limitation to data minimisation: the data minimi-
sation extension’s PURPOSECOMPLETIONCONTRACTION rule contracts the per-
missible data scope, and this rule triggers the corresponding retention expiry.

Legal Hold Imposition. When a legal hold is imposed, the affected data transi-
tions to the held state, suspending any pending erasure:

impose(lh) /\k::ool:ers(lh,pd) A rs.cs€{active, expired} [HoldImposition]

(rs,o)—>(rs[cs:=held], o’ U{RAno1a})
The hold does not destroy the underlying retention policy; it suspends erasure.
When the hold is lifted, the retention state reverts to its previous state for

reassessment.

Legal Hold Release. When a legal hold is lifted, the previously held data is
reassessed:

lift(lh) N covers(lh,pd) N rs.cs=held [HoldRelease]

release

(rs,oy———>(rs[cs:=s'], 0’/ U{R Areicase })

where s’ = active if tpop < tegp, and 8’ = expired if tpow > tegp-

5 Illustrative Case Study

This section applies the storage limitation extension to an illustrative scenario in
the United Kingdom’s open banking ecosystem, demonstrating how the mecha-
nism detects violation classes that static retention schedules miss. The complete
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model was constructed in the DIAPROT modelling tool presented in Section 2.
The resulting model of the case study is presented in the supplementary material
[10]. Model Structure: In this case study, ZipFin Ltd (data controller) delegates
processing to three Data Processors — ThetaRay (sanction screening company),
Volume (payment processing company), and Nomad (email marketing company).
James Bond (data subject) grants two consents: cpo; (payment and remittance,
supported by Contract Art. 6(1)(b)) and cgo2 (email marketing, supported by
Consent Art. 6(1)(a), subsequently withdrawn). Seven Personal Data elements
are modelled as separate nodes (acct_no, sort_code, tx_ref, nationality,
name, dob, email), each connected to James Bond via owns edges. Critically,
email serves two purposes: transaction notifications under cgg; and promotional
communications under cggo—creating the multi-purpose retention conflict cen-
tral to Scenario S2. Three Processing Purposes (ppoo1—ppoos) are defined by
Zipfin Ltd via defines edges and linked to their respective consents via for
edges. The storage limitation extension layer overlays this base with retention-
enforcement constructs connected through 21 typed relationships, presented in
the supplementary material [10]. Retention Policy Definitions: Three Retention-
Policy instances are created, one per processing purpose, and connected to the
base model via hasRetention (from ProcessingPurpose) and based0On (to Legal-
Basis):

Payment Services (rpgo1): 6-year retention for financial records and trans-
action notification history.

Poo1 = (Ppoo1, Art.6(1)(b), QE)_Q, UK Limitation Act, 0, é@>

6 years 1 year

As shown in the model file "storage limitationcase study model.png",
in the supplementary materials [10], Payment Services connects to RP_ Payment _6yr
via hasRetention, and RP_Payment 6yr connects to Contract Art. 6(1)(b) via
basedOn. Four appliesTo edges link the policy to acct_no, sort_code, tx_ref,
and email—the last because payment transaction notifications require the data
subject’s email address.

Sanction Screening (rpgo2): 5-year KYC retention with EU jurisdictional
override.

TPoo2 = <pp0027 Art6(1)(c), 1825, UK MLR 2017, {EU — 3650}, 365 >
5 years 1 year

RP_Screening 5yr connects to Legal Obligation Art. 6(1)(c) via basedOn, with
appliesTo edges to name, dob, and nationality. The jurisdictional override
(joru = 3650 days) is encoded as a policy attribute, activated when the pro-
cessing jurisdiction is EU.

Email Marketing (rpoo3): 2-year consent-based retention.

rpoos = (Ppoos, Art.6(1)(a), 730 , Marketing best practice, §, 180 )

2 years 6 months

RP_ Marketing 2yr connects to Consent Art. 6(1)(a) via basedOn, with an
appliesTo edge to email. Note that email is now subject to two retention
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policies (rpoo1 and rpges) under different legal bases—a static TTL value cannot
distinguish these two purpose-dependent obligations. C-SL-1 and C-SL-2 defined
in Table 2 are satisfied for all three purposes.

Retention State Instantiation. Three RetentionState instances demonstrate the
multi-purpose retention model, each connected through three edges: tracksRetention
(to RetentionPolicy), tracksData (to PersonalData), and derivedFromConsent
(to Consent). RS _acct no_active: tracks acct_no under rpgo1, derived from
coo1 (granted). Activated 2024-01-15, expires 2030-01-15. Current state: active.
The derivedFromConsent edge to cog; confirms that the consent justifying re-
tention remains granted—C-SL-4 is satisfied. RS email payment active:
tracks email under rpgo1, derived from coo; (granted). Activated 2024-01-15, ex-
pires 2030-01-15. Current state: active. This retention state captures the payment
purpose’s independent retention obligation over email for transaction notifica-
tion records. It remains active regardless of what happens to cggs.

RS email marketing expired: tracks email under rpggs3, derived from
coo2 (withdrawn). Current state: expired. The derivedFromConsent edge to coo2
reveals that consent has been withdrawn. Because the state is expired (not ac-
tive), C-SL-4 is satisfied. C-SL-6 fires as a warning for email because it has
two RetentionStates—the validator reminds the modeller to verify that the
longest period (6-year payment retention) prevails, which it does: . s(email) =
max(0,2190) = 2190 days.

Scenario Fvaluation. The six scenarios below trace paths through the model
presented in the supplementary materials [10], demonstrating how the transition
rules and well-formedness predicates presented in Table 2 interact with the graph
structure.

S1: Retention Expiry (C-SL-3). The 2-year marketing retention for rpgo3
expires. The RETENTIONEXPIRY rule traverses the tracksRetention edge from
RS_email marketing_expired to RP_Marketing 2yr, computes tcyp = tact +
730, and confirms ¢,y > teqp. It then follows the tracksData edge to email
and checks whether any other RetentionState for email remains active; thus,
RS email payment active is still active under cgp;. Therefore, email is not
erased: RS email marketing expired transitions to erased for the marketing
purpose, but email itself survives under the payment retention until 2030. A
RetentionAuditRecord is generated citing Art. 17(1)(a). C-SL-3 validates that
no expired data remains in the active state.

S2: Consent Withdrawal Erasure (C-SL-4, C-SL-6). James Bond with-
draws cgpe before the 2-year period expires. The WITHDRAWALERASURE rule
follows the derivedFromConsent edge from RS email marketing expired to
Coo2, detects the withdrawn state, and evaluates whether an alternative retention
obligation justifies continued storage. The rule traverses the tracksData edge
to email and discovers RS email payment active—still active under cpo; with
rpoo1 (6-year payment retention). C-SL-6 computes . s s (email) = max(0,2190) =
2190 days: the payment retention prevails. RS email marketing expired tran-
sitions to ezxpired, and the ErasureTrigger ET Marketing Withdrawal is emit-
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14 S. Daniels and H. Mouratidis

ted with a triggeredByConsent edge to cpg2 and a producesCandidate edge to

EC _email. The ErasureCandidate records email with status retained_ other purpose
and remaining purpose ppgo1—confirming that the data subject’s email is re-
tained solely for payment transaction notifications, not for marketing. RAu-
dit_ Withdrawal records the event via records and cites Consent Art. 6(1)(a)

via citesArticle. This scenario demonstrates the core contribution: a static
TTL cannot distinguish these two purpose-dependent retention obligations, and
would either erase email (breaking payment notifications) or retain it indefi-
nitely (violating the marketing withdrawal).

S3: Legal Hold Suspension (C-SL-5, C-SL-7). Zipfin receives a liti-
gation hold from the ICO covering all financial data. As shown in the model,
LH Litigation Jones connects to RS acct _no_active via suspends, to acct_no,
sort_code, and tx_ref via affects, to ICO via imposedBy, and to Contract
Art. 6(1)(b) via citesException (citing Art. 17(3)(e), defence of legal claims).
The HOLDIMPOSITION rule transitions RS acct no_ active to held. C-SL-5 vali-
dates that the hold cites a valid Art. 17(3) exception. C-SL-7 enforces the critical
invariant: ET Marketing Withdrawal’s targets edge points to

RS email marketing expired (not to RS _acct _no_active), so no erasure
trigger targets held data. RAudit _LegalHold records the imposition via recordsHold.
When the hold is lifted, HOLDRELEASE reassesses: if t,0 < tezp, data reverts
to active; otherwise, it transitions to expired.

S4: Purpose Completion (C-SL-3, linking to data minimisation).
Suppose the identity verification purpose completes. The COMPLETIONERASURE
rule checks whether name and dob are required by any other active purpose by
traversing the tracksData edges from all RetentionStates for these elements.
Since ThetaRay requires them for ongoing sanction screening under rpgg2 (con-
nected via appliesTo), they are not erased—the retention obligation shifts from
the completed purpose to the active one. This demonstrates the formal link be-
tween the storage limitation extension and the data minimisation extension’s
PURPOSECOMPLETIONCONTRACTION rule: data is retained only as long as at
least one active purpose justifies it.

S5: Cross-Jurisdictional Override. Zipfin operates under both UK MLR
(5-year KYC retention) and EU AMLD (5-year retention plus 5-year archive).
For KYC data processed in an EU jurisdiction, rpgge includes a jurisdictional
override: jopy = 3650 days. C-SL-6 computes d.r(nationality, ppoo2) = 3650
for the EU context while maintaining ¢, s y(nationality, ppoo2) = 1825 for the UK
context—ensuring that jurisdictional requirements are satisfied without over-
retaining data in jurisdictions with shorter periods.

S6: Audit Trail Completeness (C-SL-8). Every event in S1-S5 pro-
duces a RetentionAuditRecord. In the model, RAudit Withdrawal connects to
RS email marketing expired via audits, to ET _Marketing Withdrawal via
records, and to Consent Art. 6(1)(a) via citesArticle. RAudit_LegalHold
connects to RS _acct no active via audits, to LH Litigation Jones via recordsHold,
and to Contract Art. 6(1)(b) via citesArticle. C-SL-8 validates that no Era-
sureTrigger or LegalHold exists without a corresponding audit record with a
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defined GDPR article citation. The kernel rejects any model where this invari-
ant is violated.

6 Discussion

Contribution to Data Privacy Management. The core contribution is the
demonstration that storage limitation—typically treated as a static retention
schedule—can be formalised as a consent-derived, purpose-dependent enforce-
ment mechanism. The five-state retention lifecycle (active, expired, held, erased,
archived) replaces the binary “retained/deleted” distinction implicit in current
practice with a formal vocabulary that captures intermediate states invisible to
static approaches: data whose retention has expired but whose erasure is sus-
pended by a legal hold, or data whose marketing retention has lapsed but whose
payment retention remains active. Scenario S2 demonstrates a violation class
which makes this paper among the first approaches to detect: email subject to
two purpose-dependent retention obligations under different legal bases, where
withdrawal of one consent must not trigger erasure justified by the other. Inte-
gration with DIAPROD. The extension connects to the DIAPROD frame-
work at four points: RetentionPolicy links to ConsentML’s ProcessingPurpose
and LegalBasis; the WITHDRAWALERASURE rule extends ConsentML’s WITH-
DRAW transition with retention reassessment; the COMPLETIONERASURE rule
bridges to the data minimisation extension’s PURPOSECOMPLETIONCONTRAC-
TION via shared ErasureCandidate constructs; and C-SL-1 through C-SL-8 use
the same Certifying Kernel constraint registry as existing predicates—requiring
zero modifications to the base language. Specification vs. Execution. The
mechanism operates at the specification level: it answers what should happen
(which data should be erased, held, or retained) and why (which GDPR arti-
cle, which consent state, which purpose). It does not answer how the erasure
is executed across databases, replicas, and backups. This is a deliberate design
choice: the specification layer must be correct and auditable independently of the
execution layer. A correct specification executed incorrectly is a system imple-
mentation failure; an incorrect specification executed perfectly is a compliance
failure. Our mechanism addresses the latter. The bridge between specification
and execution is the subject of ongoing work within the DIAPROD framework’s
runtime enforcement layer.

Limitations. The classification of retention periods requires domain expertise
that the framework does not automate. The jurisdictional override mechanism
supports single-level overrides but not multi-layered regulatory hierarchies (e.g.,
EU regulation overriding member state law). Legal holds are modelled as binary
(imposed/lifted) without partial holds affecting specific data subsets within a
held collection. The mechanism validates the retention policy structure at the
model level, independent of the number of data subjects; per-subject retention
evaluation is event-driven with O(k) cost per consent event.
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7 Conclusion

This paper presented a consent-derived retention enforcement mechanism in-
troducing five metamodel classes, 21 typed relationships, five erasure transi-
tion rules, legal hold mechanisms, and eight GDPR-grounded compliance con-
straints. The mechanism demonstrates that storage limitation can be enforced
as a dynamic, purpose-dependent property derived from the consent lifecycle—
detecting violation classes that static retention schedules miss, including multi-
purpose retention conflicts and erasure obligations blocked by undocumented
legal holds. The mechanism is implemented in the DIAPROT modelling tool
and validated through six scenarios in the ZipFin open banking case study. Fu-
ture work includes summative evaluation across healthcare, financial services,
and public-sector domains, and LLM-assisted retention-period recommendation
with kernel-validated outputs.
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Abstract. Virtual Power Plants (VPPs) enable the aggregation of small
flexible loads, allowing residential appliances to contribute to demand re-
sponse (DR) programs. However, this participation requires fine-grained
information about appliance availability, operational constraints, and
user preferences, and may also involve remote appliance activation. As
a result, appliance-level DR introduces privacy and security risks that
are not sufficiently addressed by conventional aggregation approaches.
In particular, availability reports, activation decisions, and delivery ev-
idence may reveal sensitive behavioral patterns or enable unauthorized
manipulation of DR operations. This paper proposes a privacy-preserving
and secure architecture for appliance-level DR in VPPs. The framework
combines appliance clustering, OpenADR-based activation, public-key
cryptography, operational pseudonyms, and smart contracts to support
verifiable DR coordination while reducing the exposure of user-specific
information. The proposed design protects appliance availability from
public disclosure, prevents unauthorized observers from linking DR ac-
tions to real users, and enables authenticated activation and evidence
verification. A qualitative evaluation shows that the architecture satis-
fies the defined functional, privacy, and security requirements, providing
a practical basis for secure and privacy-aware appliance participation in
VPP-based DR programs.

Keywords: Demand response - Virtual Power Plant - Privacy - Security
- Smart contracts
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1 Introduction

Electric power systems must continuously maintain the balance between gen-
eration and demand. Imbalances may compromise system stability and lead to
blackouts [7]. Traditionally, demand has had peaks and valleys that do not al-
ways coincide with the forecasting and this challenge is now becoming more
acute. Electricity consumption continues to increase, placing additional stress
on grid operation, while renewable energy resources have reached unprecedented
levels of penetration [21]. These zero-emission sources are less predictable, which
introduces less controllable fluctuations in power supply [11].

As a result, grid stability increasingly depends on robust ancillary services
and advanced demand response (DR) mechanisms capable of preserving relia-
bility.

Historically, DR programs focused mainly on large industrial and commercial
consumers with significant load-reduction capacity. Early schemes were com-
monly based on interruptibility contracts or incentive-based mechanisms, in
which participants agreed to reduce consumption when requested by the sys-
tem operator [23]|. This model offered system operators relatively large and reli-
able reductions from a limited number of participants. However, such programs
provide limited granularity. Since flexibility is obtained from a small number of
large consumers, the operator can only control demand at an aggregated and
relatively coarse level.

To overcome these limitations, research has increasingly considered the use
of smaller distributed loads as providers of ancillary services [6]. Some examples
are residential appliances and other user-side resources, which have limited in-
dividual capacity, but their aggregate flexibility can become substantial when
coordinated at scale.

Individual appliances generally cannot participate directly in service mar-
kets, where minimum capacity thresholds are required. In response, Virtual
Power Plants (VPPs) have emerged as aggregators that combine residential and
commercial resources into a larger virtual resource capable of satisfying mar-
ket participation requirements [13]. VPPs must solve scheduling problems over
heterogeneous loads by classifying them into similar (in terms of power and
constraints) clusters and treating each cluster as one load.

Moreover, DR participation requires the exchange of fine-grained flexibility
information and may involve remote control over user appliances. Flexibility
data can reveal sensitive behavioral patterns of users, such as occupancy, daily
routines, appliance usage and user preferences. At the same time, remote acti-
vation introduces security risks, since forged commands, manipulated schedules,
or fraudulent participation evidence may affect user comfort, remuneration, and
even grid operation. Consequently, security and privacy must be considered fun-
damental design requirements in any VPP-based demand response framework.
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1.1 Related Work

Authors in [10,14, 16, 18] proposed optimal demand aggregation frameworks in
which VPPs schedule clustered flexible loads for market participation. How-
ever, these approaches provide only limited treatment of user-level comfort con-
straints. Other works [1,4,5,17,20] address such constraints while introducing
different VPP load scheduling algorithms.

Nevertheless, these works generally assume that the VPP already has access
to reliable information about the flexibility, availability, and operational con-
straints of participating loads. Before any DR activation can be scheduled, this
information must first be collected. Since appliance-level availability and con-
straints may reveal sensitive information about users’ habits, privacy must be
considered from the design stage.

Privacy in DR systems involving user appliances as deferrable loads has re-
ceived limited attention. Some works rely on cryptographic techniques, such as
homomorphic encryption or Shamir’s Secret Sharing, to allow appliance-related
data to be shared with aggregators while limiting the disclosure of individual
user information [8,15,22]. Other approaches [3,9,19] use consortium blockchain-
based frameworks to preserve user privacy and maintain an immutable record of
system operations.

However, these contributions typically address isolated parts of the DR work-
flow, such as privacy-preserving data aggregation or auditable transaction record-
ing, rather than the complete appliance-level DR process. In particular, they
do not jointly consider appliance setup and registration, the collection of fine-
grained availability and operational constraints, the aggregation of appliances
into schedulable flexibility clusters, the secure activation of end-user loads by
a VPP, and the generation of verifiable evidence for remuneration. Moreover,
when appliances are directly controllable by a third party, additional security
issues arise, including activation authenticity, unauthorized control, evidence
forgery, and the linkability of activation or delivery records to real users. These
aspects remain insufficiently addressed in existing privacy-preserving DR and
blockchain-based VPP proposals.

1.2 Contributions

This paper addresses the gap in the literature by proposing a privacy-preserving
DR architecture for interoperable appliance-level aggregation, scheduling, acti-
vation, verification, and remuneration under VPP coordination. The main con-
tributions of this work are:

— Propose a DR architecture for VPP-based appliance-level flexibility manage-
ment, where residential and commercial appliances are registered, clustered,
scheduled, activated, and remunerated through a unified framework.

— Introduce a privacy-preserving availability reporting mechanism, allowing
the VPP to compute cluster-level flexibility without public disclosure of in-
dividual availability patterns.
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— Define a secure activation in which appliances accept only authenticated
events from the VPP.

— Design an evidence-verification procedure in which compensation is released
only for signed evidence while preserving the privacy of activated appliances.

2 System Overview

The overall architecture of the proposed system is presented in this section. It
introduces the main actors and components, summarizes their responsibilities,
and defines the appliance-level parameters used throughout the protocol.

2.1 Actors and Components

The proposed framework involves several actors and technical components, each
playing a specific role in the aggregation, scheduling, activation, and verification
of demand response (DR) services.

Users A user U; denotes an individual or entity enrolled in a DR program
through a contractual agreement with a VPP. Each user owns a set of control-
lable appliances that can provide flexible power curtailment by adapting their
operation in response to external DR signals. Through a mobile application, the
user registers appliances, configures their operational preferences, and defines
availability and comfort-related constraints.

Appliances Each appliance a; ; is owned by user U; and represents a control-
lable load that can participate in the DR program. Appliances are characterized
by a set of technical and operational parameters that define their curtailment
capacity P; ; and user-defined constraints 0; ; = (max; ;, rec; ;).

Where P; ; denotes the nominal power of appliance a; j, max; ; denotes the
maximum time that appliance a; ; must remain in OFF state, and rec; ; denotes
the recovery time required after a curtailment event before appliance a; ; can
participate in another DR activation.

We assume that each participating appliance contains a trusted control and
measurement component connected to a hardware secure module (HSM). The
HSM releases an operational signature for delivery evidence only if the appliance
control logic verifies that the requested curtailment state was maintained during
the activation interval.

Manufacturers Each manufacturer M, is responsible for producing and pro-
visioning appliances that can participate in the proposed DR framework. Man-
ufacturers are trusted to equip appliances with secure hardware components.
Manufacturers also provide certified information about appliance capabilities,
including the nominal power value used during registration and clustering.
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Clusters To perform the scheduling [12], the VPP groups appliances with sim-
ilar curtailment power and operational constraints. Each cluster c is represented
by 6. = (P.,max.,rec.), where P. is a guaranteed per-appliance curtailable
power, rather than the total cluster capacity. The parameters are conservatively
selected so that every appliance assigned to the cluster satisfies

P> P, max > méax, rec; j < rece.
i,

Equivalently, when computed from a fixed set of members, these values can be
selected as the minimum curtailable power, minimum maximum-OFF time, and
maximum recovery time, respectively. Hence, N, 4[t] P, is a conservative estimate
of the available cluster capacity.

The VPP defines the admissible ranges of these parameters for each cluster
in a step previous to the setup. During registration, the RA compares (P; ;,6; ;)
with these predefined cluster profiles and assigns a;; to a compatible cluster
through C. < AssignCluster(P; ;,6; ;). The particular partitioning of the pa-
rameter space is deployment-specific; the proposed security and privacy mecha-
nisms are independent of the clustering algorithm used.

Cluster Smart Contract (CSC.) For each cluster ¢, the VPP deploys a
cluster smart contract CSC., which stores the cluster parameters and supports
the later availability reporting, scheduling, activation, evidence verification, and
payment procedures.

The contract therefore mainly performs authorization, state lookup, signa-
ture verification, replay checks, and payment accounting. Using key-value map-
pings, these checks have constant storage-access complexity per transaction.
However, the total on-chain storage and transaction volume grow with the num-
ber of participating appliances and scheduled addresses. In large deployments,
the scheduled set a. 4,1 could instead be represented by a Merkle-root commit-
ment, with appliances providing membership proofs during evidence submission,
reducing the on-chain schedule representation from O(|ae,q,7|) to O(1).

Virtual Power Plant The Virtual Power Plant (VPP) aggregates flexibility
from clusters. This enables the VPP to treat a set of appliances as if it were only
one load. The VPP also collects availability information, performs scheduling
and issues DR activation commands. In the proposed architecture, the VPP
acts as the main coordinator of the DR program and interfaces with electricity
markets as an aggregated flexibility provider.

Registration Authority The Registration Authority (RA) verifies appliance
registration information, assigns appliances to the appropriate flexibility clusters,
and authorizes them to report curtailment availability.
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2.2 Phases

The protocol is organized into three main phases: the setup phase, the registration
phase, and the recurring operational phase.

Setup phase. During setup, the VPP, manufacturers, and system authorities
generate and distribute the cryptographic material required by the protocol. The
VPP defines the set of flexibility clusters and deploys the corresponding cluster
smart contracts CSC,.

Registration phase. During appliance registration, each user U; authenticates
with the Registration Authority (RA) and enrolls their appliances a; ; in the
DR program. For each appliance, the user provides the required operational
preferences and constraints. Based on the appliance profile, the RA assigns the
appliance to a flexibility cluster c.

Operational phase. After registration, the operational phase is executed pe-
riodically and consists of the following steps, which are also shown in Figure 1:

User

1

1

1

1

|

1

U; ——— VPP ——— '
select availability |
1

1

1

1

1

1

1

1

1

Aggregate
per cluster ¢

o %_&
N

Scheduler A
DR schedule
K Cluster contract
Appliances v 0SC
. Activati verification and
VEN endpoint, | <@)-—| ctivation
reward payment

curtailment, selected cluster

evidence L Y, T

Fig. 1. Architecture-level view of the recurring scheduling phase without a gateway.

— Step 1 - Availability submission: Each user U; specifies the daily curtailment
availability of their appliances a; ;.
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— Step 2 - Scheduling: The VPP aggregates the availability reported for each
cluster ¢ and computes the corresponding DR schedule.

— Step 8 - Activation: When a DR event must be executed, the VPP activates
the corresponding cluster. The activation signal is sent to the appliances a; ;
that belong to the activated cluster.

— Step 4 - Fvidence generation: Each scheduled and activated appliance a; ;
performs the requested curtailment according to its operational constraints
and generates evidence of activation. This evidence is submitted for verifi-
cation.

— Step 5 - Verification and payment: The submitted activation evidence is ver-
ified. If the evidence is valid and the claimed response satisfies the activation
requirements, the contract authorizes the corresponding remuneration.

2.3 Adversary Model and Requirements

The adversary model and requirements are presented in this section.

Adversary Model The following entities are considered for the adversary
model:

— External observers may inspect public blockchain data, IPFS content iden-
tifiers, activation records, evidence submissions, and payments. They may
also control ordinary user accounts or appliances, but cannot break crypto-
graphic primitives considered secure or extract keys from honest appliance
HSMs.

— The VPP is honest-but-curious with respect to privacy: it follows the proto-
col but may try to infer user behavior from the data it receives.

— The RA is trusted to perform registration and pseudonym rotation correctly
and not to disclose the user-pseudonym mapping. The RA and VPP are
assumed not to collude.

— Manufacturers and OpenADR certificate authorities are trusted to certify
genuine appliances and VEN credentials.

The privacy guarantees of the proposed protocol concern application-layer
information. Authenticated and encrypted communication channels can prevent
a network adversary from reading or undetectably modifying protected protocol
messages, while the freshness and replay checks described in Section 3 prevent
reuse of previously valid messages. However, transport-layer protection does not
hide metadata such as source IP addresses, communication timing, or traffic vol-
ume. A sufficiently powerful network observer could therefore use traffic analysis
to weaken the unlinkability guarantees of P2 and P3. In deployments where this
threat is relevant, the protocol can be combined with network-layer mechanisms
such as VPNs or privacy-preserving relays to reduce source correlation. Resis-
tance to global traffic analysis and denial-of-service attacks based on message
dropping or delaying remains outside the scope of this work.
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Requirements The proposed system must satisfy a set of requirements. We
classify these requirements into three groups: functional requirements (F), pri-
vacy requirements (P), and security requirements (S).

F1) Registration and clustering Users must be able to register themselves and
enroll controllable appliances in the DR program, and each registered appli-
ance must be assigned to a flexibility cluster according to its technical and
operational parameters.

F2) Scheduling The VPP must be able to compute cluster-level availability to
perform the scheduling [12].

P1) Availability confidentiality. External observers must not learn the availability
schedule of an appliance.

P2) User-availability unlinkability. External observers and the VPP must not be
able to link a real user identity to a submitted availability.

P3) Appliance activation privacy. Activated appliances must not be linkable to
a specific user by unauthorized parties.

S1) Activation authenticity and integrity. Appliances must accept only authentic
and integrity-protected activation events issued by the VPP.

S2) Replay protection. Previous activation events and delivery evidence must not
be reusable to trigger unauthorized curtailment or duplicate remuneration.

S3) Valid evidence. A valid delivery evidence must be from an authorized appli-
ance, bound to a scheduled activation event and unforgeable.

S4) Payment authorization. Remuneration must be released only once and only
to scheduled appliances that submit valid delivery evidence.

3 Privacy-Preserving Demand Response Scheme

The protocol is divided into a setup phase, a registration phase, and a operational
phase.

3.1 Setup Phase

This phase is executed once when the system is set up. It initializes the crypto-
graphic infrastructure, deploys the smart contracts, and defines the components
required for the correct execution of the protocol.

VPP Initialization The VPP generates an asymmetric key pair (skvpp, pkvpp)
and obtains a certificate Certgpp issued by a trusted Certificate Authority CA.
This certificate is used to authenticate the VPP in the OpenADR-based demand
response signaling infrastructure, where the VPP acts as a Virtual Top Node
(VTN) [2].

RA Initialization The RA generates an asymmetric key pair (skgra, pkra),
which is later used to encrypt pseudonyms that need to change. It also possesses
a certificate Certga issued by a trusted authority.

214



A Privacy-Preserving and Secure Demand Response in Virtual Power Plants 9

Manufacturer Initialization When a new appliance a; ; is manufactured, it
is equipped with a Hardware Secure Module (HSM). The HSM generates an un-
exportable private signing key together with its corresponding public key. Thus,
each appliance a; ; is provisioned with an EdDSA signing key pair (sk}'%, pk;'%).

The public key pk}'% is certified to authenticate the appliance as a Virtual
End Node (VEN) with Cert\C/E\N’i’j issued by an OpenADR Certificate Authority
CA. This certificate is later used by the appliance to authenticate itself as an
OpenADR Virtual End Node (VEN) when communicating with the VPP, which
acts as the Virtual Top Node (VTN).

3.2 Registration Phase

Each user U, participating in the demand response program interacts with the
system through a mobile application. The mobile application is used to create
the user account, configure appliance preferences, and assist in the onboarding
of new appliances.

Once the user has been authenticated, the VPP authorizes U; to register
appliances through the Registration Authority (RA) and also sends Certgé p
From this point onward, communications between U;, the RA, and the VPP are
performed through authenticated secure channels.

Appliance Registration When a new appliance a; ; is installed, the user ex-
ecutes a secure onboarding procedure through the mobile application.

First, the appliance a; ; enters pairing mode after first boot or after a factory
reset. Then, U;, through the mobile application, securely connects with a; ; and
performs the following steps:

1. Collects information required to contact the VPP as well as Cert${4, and
the Certga.

2. Defines the appliance parameter vector 6; ; = (maw; ;, rec; ;).

3. Sends 0; ;, Cert$ 4 p, Certga to aqj.

After the local pairing procedure, a; ; performs the following operations to
obtain the first pseudonym r = 0. This pseudonym is renewed in the Operational
Phase:

1. Stores the VPP and RA communication parameters.

2. Generates, inside its HSM, a fresh operational signing key pair (skfj}w pkfj},r).
3. Generates a blockchain address Addr; ;.

4. Constructs the registration message m; s, = [Py, 05, J L Addr; ;...

5. Signs the registration message: o; 5, = Signsk:ii (m;2.).

6. Sends (Cert\c/’éN}i’j, m s U;?ﬁr) to the RA.

Upon receiving the appliance registration information, the RA performs the
following steps:
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1. Verifies the validity of the OpenADR VEN certificate Cert\C,éNyiﬁj.

reg reg ) -1,

2. Verifies the appliance signature: Verifypk;igi (mi i Oigr

3. Checks that Addr; ; , and pkf&r have not been previously enrolled, and marks
them as used in its local registry.

4. Assigns a; ; to a cluster according to its technical and operational parame-
ters: C.. <— AssignCluster (P; ;,0; ;).

5. Registers Addr; j, and pk;%, as an authorized operational pseudonym for
cluster ¢ in the corresponding CSC..

6. Sends the assigned cluster ¢, the address of CSC., and the necessary Ope-

nADR registration parameters to a; ; and Uj;.

At the end of this phase, a; ; is cryptographically bound to U;, assigned to a
cluster ¢, registered as an OpenADR VEN, and authorized to interact with the
corresponding CSC.. under the pseudonym (Addr; ., pk?&T).

Credential lifecycle Operational appliance keys are renewed through the pseudonym-
rotation procedure described in Section 3.3. Long-term VPP, RA, and appliance
certificates follow the corresponding CA renewal and revocation procedures. If an
appliance credential is compromised, its operational pseudonym is deauthorized
and the appliance must be securely reprovisioned and re-enrolled.

3.3 Operational Phase

This daily procedure is executed to collect appliance availability and support
the scheduling optimization performed by the VPP. The protocol is executed
independently for each registered appliance a;; before the scheduling decision
for day d is computed. The number of time slots in one day is defined as T'.

Step 1 - Availability Submission The user U;, through the mobile applica-
tion, specifies the availability of a; ; for day d:

1. Selects the availability schedule of a; ; for day d.

2. Constructs the availability bitmap b; ;4 € {0,1}7, where 1 indicates that
a; ; is available for curtailment during time slot ¢, and 0 indicates that it is
not available.

3. Sends b; j 4 to a; ;.

When a; ; receives the information, it performs the following steps:

1. Stores b; ; 4 locally and encrypts it under the VPP public key pkypp using a
probabilistic public-key encryption scheme B; j ¢ = Encpryep (bi,5,d)-

2. Uploads B; ;4 to IPFS and obtains the content identifier cid; ; q.

3. Using the blockchain address Addr; ; , assigned during appliance registration,
submits (d, cid; ;.q4) to CSCe.
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Step 2 - Scheduling For each cluster ¢ and day d, the VPP computes the
aggregate availability and determines the activation intervals. The VPP performs
the following operations:

1. Retrieves from the CSC. all availability submissions registered for day d.

2. Fetches from IPFS all the encrypted payloads referenced by cid; ;4.

3. Decrypts each encrypted payload using skypp and recovers the corresponding
set of availability bitmaps b; ;4.

4. Computes the number of available a; ; in each t N, 4[t] = Zam_@ bi j.alt].

5. Computes the aggregate curtailable power available in each time slot A 4[t] =
Neqlt] - Pe.

After computing the aggregate availability, the VPP solves the scheduling
optimization problem [12] according to the market request, the available cluster
capacity, and the operational constraints of the appliances. The optimization
problem is outside the scope of this work.

Let Z. 4 denote the set of intervals scheduled for cluster ¢ on day d, which
is the output of the scheduling problem. Each scheduled interval is represented
as I = {tini, tfin}. For each scheduled interval I € Z. 4, the VPP performs the
following steps:

1. Selects the set of appliance addresses that are available during the whole
interval ac g1 = {Addr; j, : b;jaqlt] =1, Vt € I}.
2. Registers a4 in CSC,: Schedule. g1 = (d, I, aca,r1)-

Step 3 - Activation When the scheduled flexibility must be activated, the
VPP acts as the OpenADR VTN and issues an OpenADR event directly to the
registered appliance VENs. For each activated interval I of cluster ¢, the VPP
performs the following steps:

1. Generates a fresh OpenADR event identifier eventlD, associated with the
activation event.

2. Defines the activation event metadata: e. 41 = (¢, d, I, eventlD).

3. Constructs an OpenADR event message as a VI'N:

OADRS'; ; = (eventID, modificationNumber, marketContext,

eiActivePeriod(I), eiEventSignal(s), eiTarget(c)).

4. Sends the OpenADR event directly to the registered appliance VENs using
the OpenADR event-distribution service: oadrDistributeEvent (OADREY; ;).

5. Computes a hash of the OpenADR event: h2% ; = H (OADREY; /).

6. Records the activation in the CSC,. by storing: (eventID, d, I, hi"f“)

Upon receiving the OpenADR event, each a; ; acts as a VEN and processes
the event according to the OpenADR event-handling procedure. In particular,
a; ; performs the following steps:
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. Verifies the authenticity of the VTN through Cert{pp.

Checks that the OpenADR eventID has not already been processed.
Extracts eiTarget(c) and verifies that it matches the locally stored cluster
assignment.

Checks that its Addr; ;, belongs to a. 4,5 recorded in CSC..

Verifies that the activation interval I is compatible with its locally stored
availability bitmap b; ; 4.

If all checks succeed, curtails its power consumption for the full duration of
interval I.

Step 4 - Evidence After the activation interval I has finished, each appliance
a;; that has successfully curtailed its consumption for the full duration of the
interval generates a delivery attestation. This attestation is used to prove that
a; ; participated in the activation event and to enable subsequent verification and
reward allocation. If an appliance fails to execute the requested curtailment, it
cannot produce valid delivery evidence and is therefore not remunerated. Each
appliance a; ; performs the following steps:

1.
2.

Verifies that it remained curtailed during the activation interval I.
Generates an operational key pair (Sk"p’rJrl kop’TH) inside its HSM and

derives a blockchain address Addrrirl The appliance then constructs a ro-
rot

tation request encrypted under the RA public encryption key AT =

ENCpke, (Addr} T, pk® ).

Constructs the delivery attestation message
m$S 41 = (eventID, d, I, Addr;;., C;%, ).
Computes the corresponding attestation digest and signs it
del del del :
hgs, igd1 =H ( ej d, 1) Uz‘,(},d,z = S'g”skﬁf’m (h i,5.d, I)

Submits the evidence tuple

del _ d | del del
migar = (MG hiSar 055.4.1)

directly to the corresponding cluster smart contract CSC.. using the appliance
blockchain address Addr; ; .

Step 5 - Payment After receiving ﬂfej' a.1» CSC. performs the following steps:

1.
2.
3.

PN o

Checks that an activation record exists for eventlD, day d, and interval I.
Checks that Addr; ;. belongs to the scheduled set o g 1.

Verifies that mde' Al refers to the expected activation event, day, interval,
and appliance address

Retrieves the operational public key pk;". = registered for Addr; ;.

©,7,r
Verifies the appliance signature: Verifypkcfm (h S')d I df;l,d,l)'
Checks that Addr; ; » has not already been paid for the same activation event.
Credits the predefined reward to the appliance address Addr; ; ..

Marks Addr; ;. as paid for eventID.
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Req. Main mechanism Section 3

P1 Encryption of availability before public storage Step 1

P2 Operational pseudonyms Registration, Step 1
P3 Operational pseudonyms, pseudonym rotation Steps 3—5, rotation

S1 VPP authentication, event hash Step 3

S2 Fresh event identifiers and one-payment state Steps 3 and 5

S3 Registered operational keys and signed delivery evidence Registration, Steps 4-5
S4 Schedule membership, evidence verification Step 5

Table 1. Traceability between requirements and protocol mechanisms.

Pseudonym rotation The RA periodically retrieves pending rotation cipher-
texts and performs the following steps:

1. Decrypts them using skra and obtains (Addrfjl,pk;g’ﬂrl).

2. Verifies that the old address Addr; ; is currently authorized in CSC., that the

new address Add r:jl has not been previously enrolled, and that the request
refers to a valid accepted delivery event.

3. If all checks succeed, the RA authorizes Addrf_Jjrl and pk;‘;—’rﬂ in CSC, for
the same cluster c. '

4. The old address Addrf’j is then deactivated for future scheduling epochs.

The RA performs authorizations and deactivations in batches and does not
publish an explicit old and new mapping on chain.

4 Discussion

This section evaluates the proposed architecture with respect to the functional,
privacy, and security requirements defined in Section 2.3.

Table 1 summarizes where the main mechanisms supporting each privacy and
security requirement are introduced in the protocol.

4.1 Functional Feasibility

The proposed architecture provides the functional capabilities required for appli-
ance DR by relying on the protocol phases defined in Section 3. Requirement F1
is addressed by the setup and registration procedures described in Sections 3.1
and 3.2, where the necessary cryptographic material, appliance credentials, op-
erational pseudonyms, and cluster memberships are established before any DR
operation is executed. These procedures ensure that only valid appliances are
enrolled and that each appliance is associated with the appropriate cluster smart
contract.

Requirement F2 is addressed by the scheduling phase described in Section 3.3.
In particular, the availability-submission and scheduling steps enable the VPP
to derive cluster-level flexibility from appliance availability reports, while the
activation step allows the VPP to issue DR events to the selected appliances.
The subsequent evidence and payment step provides the mechanism through
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which completed activations are verified and remunerated. Therefore, the pro-
tocol phases jointly provide the registration, clustering, scheduling, activation,
verification, and payment functionality required to support the privacy and se-
curity properties analyzed below.

4.2 Security and Privacy Discussion

P1 - Availability confidentiality. P1 requires that external observers do not
learn the availability submitted by an appliance. This is achieved by separat-
ing the public availability record from its content. The blockchain stores only
the submission day, the operational pseudonym, and the IPFS content iden-
tifier, whereas the availability bitmap is encrypted under pky pp using proba-
bilistic public-key encryption before being uploaded to IPFS. Therefore, pub-
lic blockchain observers, other users, other appliances, and unauthorized third
parties may observe that a pseudonymous appliance submitted availability, but
cannot recover the submitted time slots. Thus, P1 is satisfied under the confi-
dentiality of the encryption scheme.

P2 - User-availability unlinkability. P2 requires that external observers and
the VPP cannot link a real user identity to a submitted availability report. For
external observers, this follows from the use of operational pseudonyms: avail-
ability submissions are recorded in C'SC, under appliance addresses rather than
real identities, and the user-pseudonym mapping is not published on chain. The
VPP has stronger access because it decrypts availability bitmaps to compute
the schedule. Hence, the protocol does not hide appliance-level availability from
the VPP; instead, it limits the VPP to pseudonym-level availability knowledge.
Since the user-pseudonym mapping is held by the RA and the VPP and RA are
assumed not to collude, the VPP cannot directly associate a submitted avail-
ability bitmap with a real user. Therefore, P2 is satisfied within the stated trust
model.

P3 - Appliance activation privacy. P3 requires that activated appliances
are not linkable to specific users by unauthorized parties. Activation records,
scheduled sets, evidence submissions, and payments are expressed through op-
erational pseudonyms rather than real user identities. Consequently, external
observers may learn that a given pseudonym participated in an activation, but
cannot, directly infer the user behind it. The VPP necessarily knows the acti-
vated cluster and the scheduled pseudonyms, but does not possess the RA-held
user-pseudonym mapping. Pseudonym rotation further reduces long-term linka-
bility: the new address and operational public key are encrypted under pkr4 and
processed by the RA without publishing an explicit old-new mapping. Rotations
are processed in batches to reduce timing and cardinality leakage. Thus, P3 is
satisfied against external observers and an honest-but-curious VPP under the
non-collusion assumption.
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S1 - Activation authenticity and integrity. S1 requires appliances to ac-
cept only authentic and integrity-protected activation events issued by the VPP.
The VPP acts as the OpenADR VTN and authenticates with C’ert‘c/é p- Upon
receiving an event, the appliance verifies the VTN certificate, checks that the
eventI D has not already been processed, verifies that the target cluster matches
its local cluster assignment, and checks that its operational address belongs to
the scheduled set ag 4 1 stored in C'SC.. Integrity is additionally supported by
the on-chain activation hash: the appliance verifies that H(OADRgY] ;) = he' ;.
These checks bind the activation to the certified VPP, the scheduled interval, the
target cluster, and the on-chain schedule, preventing forged or modified activa-
tion events unless VPP credentials or cryptographic primitives are compromised.

S2 - Replay protection. S2 requires that previous activation events and deliv-
ery evidence cannot be reused to trigger unauthorized curtailment or duplicate
remuneration. Activation replay is mitigated because each OpenADR event con-
tains an eventID, d and I, and appliances reject identifiers that have already
been processed. Evidence replay is prevented by C'SC., since each delivery attes-
tation is bound to a specific eventI D, day d, interval I, and operational address
Addr; ;. The contract also checks that the submitting address has not already
been paid for the same event and marks it as paid after successful verification.
Therefore, replayed activation messages and reused delivery attestations are re-
jected.

S3 - Valid evidence. S3 requires delivery evidence to be signed with an au-
thorized appliance key and bound to a scheduled activation event. During regis-
tration, the RA registers pk:Z ?‘,r and Addr; ;, in the corresponding C'SC.. After
an activation interval, the appliance signs a delivery attestation containing the
eventl D, day, interval, operational address, and optional encrypted rotation re-
quest. The contract accepts the evidence only if the claimed activation exists, the
submitting address belongs to a, 4 1, the attestation refers to the expected event,
hf?l ar=H (m??l d, ;), and the signature verifies under the registered operational
public key. These checks reject evidence from unauthorized keys, unscheduled
pseudonyms, or different activation events. The link between signed evidence
and physical curtailment relies on the trusted appliance control and measure-

ment component connected to the HSM.

S4 - Payment authorization. S4 requires remuneration to be released only
once and only to scheduled appliances that submit valid delivery evidence. This
is enforced by C'SC,: before authorizing payment, the contract verifies that the
activation record exists, the submitting address belongs to the scheduled set, the
evidence refers to the expected event, the hash and signature are valid, and the
address has not already been paid for the same activation. If any check fails, the
evidence is rejected and no remuneration is released. Otherwise, the reward is
credited to the operational address and that address is marked as paid for the
event.

221



16 J. Ferré-Queralt et al.
5 Conclusions

This paper presented a privacy-preserving and secure architecture for appliance-
level demand response in Virtual Power Plants. The proposed scheme supports
appliance registration, clustering, availability reporting, activation, evidence ver-
ification, and payment through the combined use of OpenADR, operational
pseudonyms, cryptographic signatures, encrypted availability reports, and clus-
ter smart contracts.

The architecture enables the VPP to compute aggregate cluster-level flexi-
bility and activate scheduled appliances, while limiting the disclosure of user-
appliance relationships to unauthorized actors. Moreover, signed activation ev-
idence allows the smart contract to verify participation before remuneration,
reducing the risk of forged compensation claims. The discussion shows that the
proposed protocol satisfies the functional, privacy, and security requirements
defined for the system.

Future work will focus on implementing the architecture, evaluating its com-
putational and communication costs, and integrating the protocol with concrete
VPP scheduling algorithms.
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Abstract. Traffic analysis has been used for over two decades to ex-
tract sensitive information from network communications. Most existing
approaches rely on user-generated activity, such as web browsing, which
introduces constraints on the attack scenario and requires assumptions
about user behavior. These limitations raise the question of whether sim-
ilar attacks remain feasible when no user interaction is present. In this
work, we propose a passive fingerprinting attack that solely relies on
background smartphone network traffic, generated without user involve-
ment. More precisely, we show that communication endpoints extracted
from smartphone background traffic contains sufficient information to
distinguish user profiles and link device activity across locations. To this
end, we collect 400 hours of Wi-Fi traffic representing various user pro-
files. We identify factors influencing the success of the attack and op-
timize the attack accordingly. Our results show that an adversary can
successfully distinguish individual users with a best-case F'1 score of 0.89
and accuracy of 0.99 (mean F'1=0.72, mean accuracy=0.97). We achieve
this performance without complex machine learning models or extensive
training phases. Instead, we use lightweight distance-based comparisons,
which makes the attack practical and efficient. This leads to a straight-
forward attack setup that enables an adversary to perform user tracking,
even in the absence of interaction and despite common privacy protec-
tions.

Keywords: Fingerprinting - Traffic analysis - Mobile phones security.

1 Introduction

Mobile phone users expose valuable personal and behavioral data to network
eavesdroppers when using online services [2]. Such data can be leveraged for var-
ious purposes such as identifying communication patterns in network traffic |20,
60] or detecting malware through application behavior [28]. Notably, even en-
crypted traffic leaks fine grained information in realistic settings [51, 58]; it can
expose user actions and identify applications [61, 30], reveal users’ daily activity
patterns and service requirements [32], and localize user movement [50]. De-
vices also remain distinguishable through transmission characteristics [26] and
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communication derived “fingerprints” [62,2] e.g., web sessions, sets of installed
applications, or application behavior [9] even in the presence of encryption [56].

These attacks all rely on network traffic triggered by user interaction, and of-
ten assume active users or controlled environments, limiting their applicability in
passive or real-world settings [31]. However, mobile devices generate traffic even
when users are inactive, due to background activities such as updates, synchro-
nization and telemetry. This raises the question of whether passive background
traffic alone can reveal sufficient information for tracking and fingerprinting, as
it is lower in volume and variability and therefore harder to exploit. Moreover,
while modern MAC address randomization assigns different identifiers per net-
work and defeats traditional identifier-based cross-location tracking, it does not
fully prevent device identification, as devices can still be fingerprinted based on
wireless metadata and protocol characteristics [36, 57].

In this paper, we present a traffic fingerprinting attack that requires no user
interaction. Using multiple user profiles with diverse application sets and dif-
ferent devices, we collect traffic in a realistic Wi-Fi setting, and using only the
extracted traffic metadata, we show that fingerprinting remains feasible without
any user activity, and this enables user tracking across locations and over time,
even if users randomize their MAC addresses 11,23, 15].

The attack is particularly concerning in shared public networks such as malls
or university campuses, where a passive adversary can link observations collected
at different locations and times. The potential victims are ordinary users who
might move between independent networks, such as from train station to a uni-
versity. The attack exposes users’ movement patterns, repeated visits, and be-
havioral routines without user interaction or awareness. The adversary can be a
passive network eavesdropper that aims to track employee movements across the
corporate network or organizations that track people participating in protests.

Existing passive fingerprinting approaches are either based on timing in which
the device is identified based on inter-arrival times of frames or clock skew [40,
55|, or classifiers of traffic to recognize the flow produced by applications [52].
However, both groups need to have the target enrolled beforehand to be able to
decide in a close-world classification and the question we aim to answer has re-
mained open whether two captures recorded at different times and places can be
linked to the same person without any prior signature of that person. Moreover,
in contrast to existing traffic analysis approaches that rely on machine learning
(ML) and deep learning techniques [42,46, 45, 38|, our attack relies on a simple
distance metric and communication endpoints, and it does not require comput-
ing resources and costly retraining due to concept drift (shortcomings of many
ML-based attacks [27]). Specifically, we make the following contributions:

— We introduce passive background traffic fingerprinting, a traffic analysis at-
tack that does not require user interaction and relies only on smartphone
background traffic.

— We conduct a comprehensive experimental evaluation using more than 400
hours of traffic and identify factors influencing the attack. Our attack achieves
F1 score of 0.89 and an accuracy of 0.99 in a closed-world setting.
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— Unlike similar attacks that rely on complex machine-learning models, our
attack uses simple distance-based metrics, is extremely lightweight, and does
not require extensive traffic data.

2 Preliminaries

We study the feasibility of a traffic analysis attack that identifies similarities
between user devices across observations, and uses passive background traffic
recorded at multiple locations and times. We first state the problem and then
provide the necessary technical background underlying the attack.

2.1 Problem Statement

We consider a set of WiFi networks at different physical locations, each serving
a dynamic set of mobile users who connect for limited durations. Over time,
a user might connect to multiple networks, forming a history of connections.
Due to MAC address randomization, persistent link-layer identifiers might be
unavailable, so the adversary cannot associate sessions or distinguish devices
by their MAC address. Although a randomized MAC address may stay stable
within a single network depending on the randomization mode, this stability
is not guaranteed, as platforms such as i0OS periodically rotate it [7], and a
device uses a different (randomized) MAC address on each network, preventing
cross-location tracking at the link layer. This limitation motivates the need for
alternative techniques based on traffic analysis, which we present in this paper.
For a given network and observation interval, the user set is the set of all de-
vices communicating during that observation period. We model each user device
by a profile u € U, characterized by three significant attributes: device type, op-
erating system, and installed applications. These attributes influence the back-
ground communication behavior of the device. Our attack focuses on passive
background traffic, which is packets a device sends and receives autonomously
without direct user interaction. We consider the traffic to be encrypted, so the
adversary can only access metadata such as IP addresses of endpoints (§ 2.2).

2.2 Traffic Analysis Background

Traffic analysis attacks infer sensitive information from the observable charac-
teristics of network transmissions, rather than their content [42,41, 38]. We focus
on passive fingerprinting [46, 42|, where the adversary monitors traffic without
interfering. Even under encryption, exploitable metadata such as packet headers
and derived features remains available for traffic analysis, which the adversary
assigns to individual profiles to eventually distinguish users. We describe the
most relevant metadata features below. We note that availability of these fea-
tures may differ on anonymous communication networks such as Tor [19].

IP Addresses. Source and destination IPs indicate connection endpoints.
Factors such as load balancing, distributed infrastructures, or address changes
over time may cause different IP addresses for the same hosts.
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Autonomous Systems. Every endpoint belongs to an autonomous system
(AS) governing inter-provider routing. An AS spans many IP addresses, enabling
the adversary to map dynamic IP addresses to a relatively stable AS number.

Ports. Ports act as gateways that direct data correctly between devices.
Client-side ports are ephemeral, but the server-side (well-known) ports indicate
the service type (e.g., 443 for TLS) and are useful to the adversary (§5.3).

Additional Information. Packet sizes, timings, directions, and unencrypted
headers have been used in prior (often ML-based) attacks [13,24, 44,12, 38|.

2.3 Android Specifications

We focus on Android devices, whose operating system and vendors’ implementa-
tions influence the traffic, both with and without user interaction. For example,
Android’s battery management system can limit background network access and
periodically terminate background applications through a Least Recently Used
(LRU) mechanism [5]. In a low power state like Doze mode, background exe-
cution is further restricted and applications cannot initiate arbitrary activities,
and this is also affected by their startup state [3]. However, the system may wake
processes and grant network access during periodic maintenance windows [4].

3 Attack

The adversary aims to link network traces of the same user device across differ-
ent physical locations using passive background traffic generated without user
interaction such as periodic synchronization. This restriction is intentional as it
limits the identification signal to the ones contributed by the activities of the in-
stalled applications and filters out user behavior. The adversary collects traces at
multiple locations and times, each capturing a device’s network activity within
a time window. In an offline phase, the adversary compares traces from different
locations by applying a distance metric to pairs of trace representations and
comparing the result against a threshold; a distance below the threshold indi-
cates that traces originated from the same device. Matching related traces lets
the adversary track devices across locations and infer behavioral patterns over
time. We next describe the threat model and the attack phases.

Location 1 D Location 2

Time

Fig. 1. The adversary records traffic traces in multiple locations (networks) and tries
to link users’ traces across locations.
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3.1 Threat Model

Assumptions and Adversary Capabilities. The adversary passively moni-
tors the wireless traffic of mobile devices in public environments such as cafés
or other open access WiFi deployments, either by sniffing open, unencrypted
networks or by deploying a malicious access point. Traffic collection occurs at
multiple locations and times. The adversary captures network-layer metadata
such as endpoint IP addresses, which is not protected by link-layer encryption
(e.g., WPA2), as we assume an open network. We note that not all such metadata
is persistent or identifying. MAC addresses, for instance, may be randomized or
periodically rotated and thus cannot serve as persistent identifiers.

3.2 Attack Workflow

The attack has two main phases: data collection and trace linking.

Collection Phase. The adversary monitors a WiFi access point at two or
more locations, passively recording all traffic from connected devices during a
limited period (Figure 1). Each observed device is distinguished by a transient
identifier derived from its MAC address during a single session. If MAC ad-
dress rotation (due to randomization) happens mid-session, the adversary may
attempt to relink the new MAC to the same device by checking the continu-
ity in the 802.11 sequence numbers. When randomization is enabled, a differ-
ent MAC address is used for each session and location (§2.1), so identification
based on them across sessions and locations is not possible. We focus on a two
location scenario for the clarity of notation: 7 = {Tl(l)7T2(1), .. ,T,(l})} and
TR = {TI(Q),TQQ), e ,Tfj)}, where 7() and 7 denote the traces collected
at the first and second locations, respectively. The attack compares each pair of
traces independently, so additional locations still reduce to additional pairwise
comparisons and do not change the procedure.

Trace linking. The adversary analyzes the collected traffic to link traces of
the same device. In preprocessing, captured traffic is transformed into a feature-
based metadata representation (§5.1), where each trace is a set of timestamped
metadata features from observed flows. For two traces T; and T, the adversary
computes a similarity score sim(T;,T;) using a predefined distance over the
features (§5.2), and a decision function determines whether they originate from
the same device (§5.4). Applied to all pairs, this procedure results in matched
pairs that link device sessions across locations and reveal user mobility patterns.

4 Experimental Setup

We build an experimental setup to implement and evaluate the attack, through
producing the dataset of traffic traces for different user profiles.
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4.1 Setup

The experimental setup consists of a mobile phone and a WiFi access point
(Raspberry Pi 3 with wpa_supplicant [34]) that captures traffic using tcpdump [22].
The first round of experiments (January 2023) used a POCO F2 Pro (Android
10); the second (October 2024) used a Samsung Galaxy Al4 5G (Android 14)
to test the attack feasibility on a different vendor with a newer Android version.

User Profiles. To represent different users, we create each profile as a dis-
tinct set of installed applications, drawn from top 50 apps across 31 Google Play
Store categories (sampled December 2022 and September 2023). Each profile’s
size is randomly chosen from [50, 100] (mean 80, std 20), and an app may ap-
pear in multiple profiles. Each category receives a popularity score from public
statistics (|6]) (e.g., download counts, ratings), normalized to a probability distri-
bution. Since the selected categories’ scores sum to less than 1, a profile’s number
of apps falls below its target; we fill the remainder with the "communication"
category, as mobile phone users often have a wide range of them installed.

Sampling Procedure. A profile is generated by (i) determining its size
randomly from [50, 100]; (ii) selecting a weighted random subset of categories by
popularity score; (iii) distributing the size across these categories (at least one
app per category); (iv) picking random apps from each category according to
numbers determined in step (iii); and finally (v) filling the remaining slots with
random “communication” apps.

We generate 40 profiles from 473 applications, averaging 75 apps per profile
(a few selected apps could not be installed, lowering the average number of apps).
Profiles share between 4 and 33 applications, with an average overlap of 16.

App Activation and Traffic Recording. We factory reset the phone,
disable as many pre-installed applications as possible, and install all apps needed
across profiles. Applications are initially disabled and are activated per profile
using adb. To capture a profile’s background traffic, we launch its apps once to
trigger initialization, ensuring each app completes its cold start (§2.3) so it can
later sleep and resume while idle. We then close the apps, turn off the screen,
and leave the device connected and idle while recording traffic for one hour.
Afterward, the apps are disabled and the process repeats for the next profile.

4.2 Recording Repetitions.

To increase dataset diversity, we record multiple repetitions per profile, random-
izing the app activation order each time to mimic realistic behavior of users
(different order of using applications). We keep the default power management
settings, as most users leave them unchanged. With one hour recording per pro-
file (using tcpdump), 40 profiles, and 10 repetitions each, this yields 400 hours
of traffic that serve as input for the attack and evaluation.
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5 Attack Procedure

Below, we describe the four main steps of the attack: metadata extraction, end-
point processing, uniqueness analysis, and trace comparison.

5.1 Metadata Extraction

The recorded traffic metadata is the attack’s main input. The adversary pro-
cesses raw traces and extracts the header field information. Although features
such as timing and protocol type are available, our attack focuses on connection
endpoints, since they can reflect a user’s installed apps and might be user-specific.

5.2 Endpoint Sets and Filtering

For each endpoint IP address in captured data, we resolve its autonomous sys-
tem (AS) via Maxmind GeolP database!, representing each endpoint by its IP
address and AS name. Then we remove endpoints with very low traffic vol-
ume, which tend to be outliers, using the standard Tukey formula for threshold
t, = Q1 — 1L.5xIQR [54].

5.3 Endpoint Uniqueness

An endpoint’s distinguishing power depends on how rare it is; an endpoint ap-
pearing in all profiles has no distinguishing power. We assign each AS a common-
ness value, where a lower value indicates higher uniqueness and more significance
for the decision. The commonness of an AS is the average of three character-
istics: (i) the number of distinct profiles communicating with the AS; (ii) the
destination ports these profiles use; and (iii) the AS’s packet size diversity.
When fewer profiles communicate with an AS, the AS can be considered more
unique. The fewer ports being used to communicate with an AS shows that
the behavior of that AS is more specific. Finally, lower packet-size variability
indicates more consistent, distinctive behavior. To measure packet-size diversity
of an AS, we categorize its packet sizes into ten bins from 0.1 (least diverse) to 1.0
(most diverse), compute this per AS—profile pair, and average over profiles. Since
equal averages can hide different variability, we take a weighted average over the
range between the AS’s lowest and highest bins. We prefer this to metrics such as
standard deviation because, for behavioral consistency, the extreme bins matter
more than their distribution. For example, “Fastly Inc.” is used by 37 profiles, on
average 37 for the same purpose (same ports), with average packet-size diversity
7.4, giving a commonness of 27.1; “Opera Software Americas LLLC” on the other
hand scores 1, 1, and 0.07 respectively, which gives it a commonness value of 0.6.

Uniqueness Decision. The commonness value decides whether an end-
point’s IP or AS information is used in the attack step. To this end, we define a

! https://www.maxmind.com/en/geoip-databases
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commonness threshold t. = Q3+ 1.5 IQR that detects outliers (similar to §5.2)
and defines in which cases the AS cannot contribute to a clearer decision. The
information of a sufficiently unique AS is kept; otherwise we extend it with port
information into AS-port strings (excluding the ubiquitous HTTPS port 443).
For example, “Amazon.com, Inc¢” is used by 37 profiles, all over HTTPS and port
5222, but only one profile over port 123; so the string “Amazon.com, Inc.123”
(and other informative ports of the AS) is used instead of the AS name.

5.4 Trace Comparison

After preprocessing (§5.1 to §5.3), each trace is represented by its communication
endpoints, and each endpoint can be an IP address, an AS, or the combined AS-
port (§5.3). Comparing traces provides information on pairwise similarity that
lets the adversary infer which traces are related and track a user across locations
over time. This requires two steps: (i) distance calculation, where we compute
the Jaccard distance over the presence or absence of endpoints; and (ii) similarity
check, where a distance threshold determines whether two traces are related.
Each trace consists of categorical endpoint identifiers that are drawn from a
large pool (universe), so the comparison is between two sparse binary vectors,
and shared absence here carries no information. In other words, two profiles not
contacting a specific AS have nothing meaningful in common. This filters out
the metrics that count absences as agreement and are affected by the size of the
pool rather than profile’s behavior (such as Hamming or Euclidean). Jaccard
distance here can measure what fraction of endpoints contacted in either trace
were contacted by both. Over all candidate pairs, a distance lower than the
threshold shows the traces are deemed to originate from the same user.

6 Evaluation

In this section, we analyze the performance of the attack using random repeti-
tions and different attack parameters such as similarity threshold.

6.1 Evaluation Procedure

The evaluation procedure consists of two steps which are explained as follows.

Preparation. We obtain the raw dataset through traffic measurements and
extend endpoints with AS and port information, producing an extended dataset
of labeled (profile, repetition) traces of endpoint information (IP address, AS,
AS-port). Mirroring a real attack, this dataset contains both the training infor-
mation an adversary gathers beforehand, and the traces of unidentified victims.

Random Repetitions. For each repetition: (i) we split the whole 400 traces
into training (80%) and testing (20%) sets, and we remove test profiles from the
training set to avoid bias. This separation ensures that no trace from the same
profile occurs both in train and test sets, which would give an unrealistic ad-
vantage to the attacker. (ii) We then choose a random starting point in time for
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each trace, and extract a fixed-length time window with a different starting point
from all traces. This is done to allow an observation window shorter than one
hour, and to use different data for each repetition. (iii) Next, we compute com-
monness values and find the optimal decision threshold on the training subset.
(iv) Finally, we perform pairwise trace comparison on the test subset. It should
be noted that training and testing sets are not used in the machine-learning
sense, and in our method, no machine learning model is fitted.

6.2 Evaluation Metrics

We classify the decisions as in Table 1 and compute the accuracy ((TP +
TN)/(TP+TN + FP + FN)) for overall correctness, but the dataset is highly
imbalanced since only a small fraction of trace pairs are related. Table 2 shows
that on average only 7% of trace pairs match, while the remaining 93% are
unrelated. Hence, we also use precision, recall, and Fj score (2 - (precision -
recall)/(precision + recall)) to evaluate performance.

Table 1. Decision Classes. Table 2. Average Ground Truth Matches.
Result [Label| Guess|Outcome Mean|Std|Min|Max
dist > t|Match|Other |False Negative Related Pairs 141] 56| 53] 273
dist > t|Other |Other |True Negative Unrelated Pairs| 2360( 360|1662| 3027
dist < t|Match|Match | True Positive Total 2506| 37711805 3148
dist < t|Other |[Match |False Positive

6.3 Factors Influencing the Attack Success

We study how several factors affect the accuracy of the attack, then derive the
final attack setup used in the main evaluation.

Recording Duration. The recording duration determines how much in-
formation is available. We test 500-3540 seconds with random offsets; longer
recordings can expose more endpoints and improve performance (§6.4).

Decision Threshold. We use a threshold to judge whether two traces orig-
inate from one user; a misconfigured value inflates false positives or negatives.
We divide the range of computed distances into 10 equal intervals, giving 10 can-
didate thresholds in [0, 1] (the Jaccard range), and select the one maximizing
F} against the ground truth.

Endpoint Representations. We implement the attack with three endpoint

sets: ASes only, IP addresses only, and the combination of ASes and AS-port
strings (where an AS is non-unique).

Applications and Devices. To show that the results are not tied to specific
profiles or hardware, we repeat the attack on a second phone (Samsung Galaxy
A14 5G, Android 14) with new profiles from an updated app list (§4.1).

232



10 Azizzadeh et al.

1.0 1.0
—— AS & AS+Port
—=- AS Only

08 M. IP Only

0.8

o
o
o
o

F1 Score
F1 Score

°
IS
o
IS

0.2 0.2

0.0 0.0
500 1000 1500 2000 2500 3000 3500 500 1000 1500 2000 2500 3000 3500

Time Limit Time Limit

Fig. 2. Left: The plot shows attack performance (F; score) in different observation time
limits (seconds) and allows us to compare the quality of different types of endpoints.
The combination of AS and AS-port strings leads to the best performing attack setting.
Right: The plot compares the average Fi score in different observation time limits
(seconds) considering different decision thresholds. It indicates that a threshold of 0.3
leads to the best attack performance in all tested time limits. Other thresholds are
either too restrictive or relaxed, causing false positive or false negative decisions.

Table 3. Evaluation of the attack using 30 repetitions.

5 Minutes 30 Minutes 60 Minutes
Mean| Std|Min|Max|Mean| Std|Min|Max|Mean| Std|Min|Max
Accuracy| 0.930.01/0.90{0.96| 0.93|0.01/0.91{0.95| 0.97(0.01{0.94|0.99
Precision| 0.30[0.10(0.14|0.46| 0.38]0.15/0.16]0.68| 0.85/0.09|0.67|0.98
Recall 0.18]0.05(0.08| 0.30{ 0.35/0.10{0.14|0.57| 0.63]0.14|0.30(0.89
F1 score| 0.21/0.050.14|0.34| 0.35|0.10{0.17|0.54| 0.72]0.09]|0.40(0.89

6.4 Experiments

In the first phase, we vary one factor per experiment while fixing the rest, run
30 random repetitions each, and retain the best performing setting. Our main
observations regarding the influencing factors are as follows:

Recording time is a tradeoff between attack overhead and success, so rather
than an optimal value we report the attack success over a range. Figure 2 (right)
shows that across time limits, 0.3 is the optimal decision threshold as it gives
the best F'1 score, balancing false positives and negatives.

Table 3 summarizes performance over 30 simulation rounds on the POCO
phone for different time limits at the optimal threshold of 0.3. The results show
that although the constantly high accuracy (0.93-0.97) reflects data imbalance
rather than detection ability, the attack success still improves sharply with the
increase of observation time, with the average F'1 score of 0.21 for 5-minute
increases to 0.72 for one-hour traces, with the possibility of reaching to 0.89.
Figure 2 shows that using IP addresses results in the lowest F} score, whereas
AS information or AS-port strings achieve higher success.

Finally, Figure 3 (left) summarizes performance for each device alone and
for the combination of two phones (cross-device matching); the attack performs
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well in all setups. The relative values in the right plot are the normalized av-
erage of how many distinct ASes, IP addresses, and packets exists in different
observation time limits for each phone over 30 repetitions of the attack. The
two plots illustrate that the attack against the second phone (Samsung) with
more up-to-date Android version (14 vs 10) achieves higher success due to the
larger amount of network traffic sent to/from the phone, providing more signals
to the adversary even without user interaction. The same reasoning applies to
the higher success rate of the attack in the observations with longer durations,
as it provides the attacker with more identifying signals.
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Fig. 3. Left: The comparison of attack performance (F'1 score) for two devices and their
combination within different observation time limits (seconds) shows that the attack
feasibility does not rely on the device. Right: Relative values on the y-axis represent the
normalized counts of distinct ASes, IP addresses, and packets observed across different
time limits (seconds), scaled to the maximum observed value for each metric. Larger
volume of endpoints and packets available to the attacker may explain the higher
success rate for the Samsung phone (Android 14), and for longer observations.

7 Discussion

Below we discuss the limitations of our work and possible countermeasures.

7.1 Limitations

Our real-world assumptions and chosen setup introduce the following limitations.

Link-Layer Encryption. As the attack relies on metadata such as IP/AS
endpoints, it cannot be run on link-layer encrypted networks (e.g., WPA2/WPA3).
Nevertheless, a large fraction of public WiFi deployments remain unencrypted.

Training Phase. The adversary needs a dataset to compute endpoint com-
monness values, obtainable during the preliminary monitoring step. These values
may become outdated over time [27], which may be addressed by periodic re-
training.

Profiles. The limited number of profiles may understate difficulty in realistic
settings with thousands of users, and profiles built from popular apps may not
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match real ones. However, given millions of available apps, many users likely
have a unique set of installed apps, which makes the attack feasible.

Tested Devices and OSes. Our setup uses only two Android smartphones
and versions, but shared Android characteristics may generalize the attack to
other Android devices. Future work can investigate whether iOS devices are
vulnerable to similar attacks.

7.2 Countermeasures

Routing traffic via intermediate hops using VPNs and Tor can hide the end-
points observed at the access point. This may, however, increase latency and be
vulnerable to more advanced traffic analysis attacks [25,29]. A potential, but
costly countermeasure could be to perturb profiles by sending cover traffic to ad-
ditional endpoints , similar to defenses proposed against website fingerprinting
attacks [16,21].

8 Related Work

We review the state of the art in network traffic analysis, focusing on attacks on
encrypted traffic and recent advances in device fingerprinting and tracking.

8.1 Traffic Analysis Attacks

Due to its security and privacy features, Tor is a prominent target of traffic
analysis attacks [41,45]. End-to-end confirmation attacks monitor the first and
last hop of a circuit to match a client with a server [38,39,42]. Despite high
reported success, the evaluation assumptions of end-to-end confirmation attacks
may be unrealistic [46].

Website fingerprinting commonly train a ML model based on traffic fea-
tures [43,45, 48,49, 12]. While website fingerprinting works even in the presence
of link-layer encryption, many such attacks rely on unrealistic assumptions [27],
such as their dependence on active user interactions, which must be modeled and
simulated, and affects the validity of results. In contrast, our work uses passive
background traffic and avoids reliance on active user interaction.

8.2 Deep Learning in Traffic Analysis

Deep learning has been applied to protocol detection [59], application identifi-
cation from encrypted traffic [1], analysis of encrypted streaming data [47], and
more practical settings such as app usage detection in cellular networks, where
encrypted LTE/5G traffic still reveals application behavior [58]. An orthogo-
nal line of research highlighted the limitations of these approaches, including
generalization issues, dependency on large training datasets, and sensitivity to
distribution shifts [8, 37, 14, 18]. In contrast, we show that effective fingerprinting
is achievable with simple distance-based methods, without complex models.
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8.3 Fingerprinting, Profiling, Tracking

Neumann et al. [40] compared histograms of 802.11 inter-arrival times of frames
and Uluagac et al. [55] used clock skew on the wired backbone networks to clas-
sify devices. Both attacks relied on hardware or channel conditions, and they
identified device models rather than users. Taylor et al. [52] identified the ap-
plications behind a flow from packet features, which required labelled training
data for targets. Meneghello et al. [35] presented a passive traffic fingerprinting
attack exploiting 5G/LTE control-channel information to identify smartphones
and infer their location. Li et al. [33] proposed a graph learning framework for
user profiling that, by modeling users, applications, locations, and time from
spatiotemporal app usage data, inferred characteristics such as gender and age.
Bahuguna et al. [10] introduced a deep-learning framework to identify mobile
applications from encrypted traffic, and recognized user activities and user pro-
files. The WiFinger system used packet-level sequence matching to identify IoT
events from noisy WiFi captures [31]. Todt et al. inferred user identities us-
ing channel characteristics broadcast by clients in WiFi 5 networks, namely
beamforming feedback information [53]. Other researchers proposed methods to
identify mobile devices despite modern protections such as MAC randomization,
under realistic wireless network settings [36,57]. Recent work also showed that
devices and users remain distinguishable even under encryption and identifier
obfuscation [26, 17].

While these works address device identification, event detection, or physical-
layer leakage, our work links user traces across locations from passive background
traffic. Our approach does not require active user interaction, explicit identifiers,
or special hardware. Moreover, our attack does not rely on training compute-
intensive ML models, which need to be periodically retrained due to cope with
concept drift.

9 Conclusion

We introduced a passive background fingerprinting attack that uses background
traffic generated automatically by mobile devices without requiring active be-
havior, which makes it more realistic compared to previous works. We show that
even in the absence of payload access and persistent identifiers, metadata provide
sufficient signals to distinguish user profiles and link traces across locations.
Our analysis identifies the main factors that influence performance, includ-
ing endpoint representation, recording duration, and device characteristics. We
show that autonomous system (AS) information, combined with transmission
port, enables effective differentiation of user profiles, and longer observation pe-
riods improve the reliability of trace matching. Furthermore, the attack remains
effective across different devices and application sets, highlighting its robustness.
As a result, our findings show that passive background traffic alone can enable
cross-location tracking of users, even when common privacy protections such as
encryption and MAC randomization are in place. This highlights a gap in ex-
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isting defenses and underlines the need for stronger protection mechanisms that
address metadata leakage at the network level.

Data and Code Availability.

The code implementing the attack and analysis pipeline can be accessed at
https://github.com/shivaz22/fingerprinting-2026. The captured traffic traces are
not published by default, as raw packet captures may contain sensitive informa-
tion. A sanitized version of the dataset is available on request from the corre-
sponding author.
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Abstract. Reproducibility in genome-wide association studies (GWAS)
is crucial for ensuring reliable genomic research outcomes. However, lim-
ited access to original genomic datasets (primarily due to privacy con-
cerns) prevents researchers from reproducing experiments to validate re-
sults. In this paper, we propose a novel method for GWAS reproducibility
validation that detects unintentional errors without requiring access to
the original dataset. For each single nucleotide polymorphism (SNP),
our approach reverse-engineers the GWAS contingency table for the case
group using a grid search enhanced with several optimizations. We then
compare the Minor Allele Frequency (MAF) derived from the recon-
structed contingency table row to the MAF reported in the research
findings and evaluate the difference. If the difference falls within a pre-
defined threshold for all SNPs, the results are considered valid. Other-
wise, the study, especially the SNPs that fail validation, is flagged for
further inspection. We evaluate our approach using three real-world and
additional synthetic datasets generated by simulating ground truth con-
tingency tables, and demonstrate that our scheme can efficiently detect
even very subtle errors. This novel validation technique offers a promising
solution to the GWAS reproducibility challenge.

Keywords: Genomic privacy, reproducibility, genome-wide association
studies

Introduction

Genome-wide association studies (GWAS) enable scientists to uncover
associations between genetic variants and traits or diseases [3,12,10, 1].
These studies offer invaluable insights by examining large-scale genomic
datasets to detect associations between specific single nucleotide poly-
morphisms (SNPs) and various phenotypic traits. As a result, GWAS has
not only led to numerous groundbreaking discoveries, but it also serves
as a crucial foundation for future research, guiding subsequent studies
and advancing our understanding of complex genetic relationships.

The increasing reliance on GWAS findings introduces a critical challenge:
the issue of reproducibility. In the context of GWAS, reproducibility
involves using the original genomic dataset and applying the same ana-
lytical approach to verify the reported outcomes |2, 14]|. Reproducibility
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also plays a critical role in securing funding for GWAS projects [11]. In-
dependent replication of research outcomes is often an expectation from
grant reviewers, as it is a key indicator of scientific rigor and reliability.
Without the ability to validate findings through reproducibility, securing
grants for GWAS research becomes increasingly difficult.

In this paper, we focus on Single Nucleotide Polymorphisms (SNPs) and
propose a novel scheme, REGenOV (Reverse Engineering for Genomic
Research Outcome Validation), to enable the validation of GWAS out-
comes. Unlike existing approaches [5, 9, 7], our approach does not require
sharing the target genomic dataset in any form. Instead, it relies solely
on publicly available data and summary statistics provided by the re-
searcher. We evaluate the trustworthiness of research findings on a per-
SNP basis by reconstructing the contingency table for each SNP and
verifying the consistency of the Minor Allele Frequency (MAF) in the
case group.

For each SNP, we first reconstruct the control row of the contingency ta-
ble using publicly available data since it is common to identify publicly
available datasets that are representative of the control population in a
GWAS. Next, we perform a grid search, incorporating several optimiza-
tions, to reverse-engineer the potential case row(s) that may reproduce
the reported GWAS experiment statistic, such as chi-square or odds ra-
tio. We then calculate the Minor Allele Frequency (MAF) based on the
inferred case row(s) and compare it with the MAF reported in the re-
search findings. If the minimum difference between the two MAFs falls
within the resolution used in the reported GWAS statistic for all SNPs
in the findings, the verifier can trust the reported results and incorporate
them into their research process. Otherwise, the verifier may consider the
GWAS outcome for some SNPs to be potentially erroneous and may con-
duct further investigation, such as requesting additional details, pending
Institutional Review Board (IRB) approval.

We evaluate our proposed scheme on three genomic datasets from the
OpenSNP project [15], as well as on synthetic datasets of larger sizes,
with respect to detecting errors in GWAS outcomes and time complex-
ity. Throughout the experiments, our approach demonstrates robustness
and it consistently identifies errors in real-world scenarios without requir-
ing additional information from the original research. This validates its
effectiveness and practicality for reproducibility verification in genomic
studies.

Related Work

Verifying GWAS outcomes typically requires access to the original dataset,
but privacy concerns prevent researchers from sharing sensitive genomic
data due to its vulnerability to reidentification and membership infer-
ence risks [8,16,4,6]. Sankararaman et al.[16] demonstrated that the
summary statistics of a target group can be used to determine whether
an individual is present in a dataset within a study cohort. Deznabi et
al.[4] showed that sample-wise correlations (e.g., kinship) can be used
to infer hidden parts of genomic data by leveraging familial information
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from public sources. Gymrek et al. [6] further revealed that an individ-
ual’s surname can be recovered using Y chromosome data. Due to these
vulnerabilities, researchers are often unwilling to share even summary
statistics of the target group. Without access to such data, independent
researchers cannot replicate the study or validate its outcomes, making
reproducibility checks impractical.

Existing privacy-preserving techniques [5, 9, 7] for reproducibility rely on
sharing additional, privacy-protected information from researchers. Dif-
ferential privacy, introduced by Dwork [5], is one of the most popular
approaches for protecting sensitive data under a quantifiable privacy
guarantee, and it has been applied to genomic privacy in GWAS vali-
dation. Halimi et al.[7] proposed a scheme for detecting GWAS errors
by comparing reported GWAS results with those recalculated from a
noisy version of the private dataset. However, their method struggles to
identify a reliable threshold that gives high confidence in determining
whether a given SNP is correct. Jiang et al.[9] proposed sharing a dif-
ferentially private version of the dataset to enable verifier-side GWAS
outcome validation. Although this approach demonstrates high sensitiv-
ity to small errors, it still lacks a well-defined threshold for determining
correctness across datasets. These limitations underscore the need for
a reproducibility validation method that avoids sharing any additional
data while still enabling effective and reliable validation.

System Setting

We consider two main entities: Alice, a researcher who conducts genome-
wide association studies (GWAS) and publishes the findings, and Bob,
another researcher who seeks to validate these GWAS outcomes.

Alice (Researcher) conducts GWAS on a local genomic dataset to iden-
tify associations between specific SNPs and phenotypic traits or diseases.
Her research findings typically include (1) the number of samples in the
case and control groups and, for each SNP showing significant associa-
tion with a trait or disease, (2) its rsID, (3) the statistical value (e.g.,
x?) and p-value from the GWAS experiments, and (4) metadata, such
as the minor allele frequency (MAF) of the case group.

We assume that Alice uses a publicly available reference dataset as the
control group. If the control dataset is not publicly available, she provides
summary statistics sufficient to construct the control row of the contin-
gency table for each SNP (a required step in the proposed scheme). This
sharing complies with NIH genomic privacy policies [13] for the following
two reasons. First, it minimizes the risk of re-identification by utilizing
only aggregate statistics rather than individual-level data, which is per-
mitted under the policy. Second, since the reference dataset does not
correspond to the examined phenotype/disease, it does not pose a pri-
vacy risk for inference attacks on the case group. Therefore, our proposed
setting ensures compliance with privacy regulations while enabling vali-
dation.

Alice’s goal is to enable external validation of her findings while ensuring
the privacy of the genomic dataset. We assume she is willing to provide

243



4

Y. Jiang et al.

any information that is permissible under NIH genomic privacy poli-
cies [13] to facilitate validation. However, she does not intend to share the
genomic dataset used in her research under any circumstances, regardless
of whether privacy-preserving technologies are applied to it. Alice also
understands that existing privacy-preserving data-sharing schemes either
pose privacy risks, introduce excessive noise that compromises GWAS
validation, or suffer from impractical implementation constraints.

Bob (Verifier) is another researcher interested in validating the GWAS
results published by Alice. Bob has access to 1) all the information in-
cluded in Alice’s research findings and 2) the public reference dataset
used by Alice (or, if the dataset is private, the summary statistics she
provides). His goal is to verify whether the GWAS statistic for each SNP
can be trusted based on the given information.

In our framework, we assume that Alice, the researcher, is honest but
may unintentionally introduce errors during the GWAS process. Com-
putational mistakes or errors in reporting research findings could lead
to incorrect GWAS outcomes, potentially misleading other researchers.
Our approach is designed to detect such unintentional errors and flag
the findings for further investigation if inconsistencies arise during the
validation process.

We also consider the possibility of multiple independent errors occurring
throughout the GWAS process. These errors may arise at different stages,
such as during data collection, preprocessing, or statistical analysis, but
are treated as separate events. Importantly, our approach remains ef-
fective in detecting such compounded errors. This is because multiple
independent errors are unlikely to align in a way that produces results
identical to those of a correctly executed GWAS. In other words, the
probability that a series of independent mistakes would lead to the same
outcome as a valid GWAS is extremely low, making discrepancies easier
to identify.

We do not account for scenarios where Alice deliberately generates incor-
rect results and publishes them as research findings. This could involve
fabricating datasets, intentionally modifying values within the dataset,
or altering GWAS experiment results. Such misconduct, if discovered,
would have severe consequences for the researcher, including loss of rep-
utation, reduced funding opportunities, damaged collaborations, and ex-
clusion from the genomics research community. However, detecting such
actions requires direct access to the original dataset obtained from real
patients or individuals, which is unlikely for third parties. This limitation
reflects a broader challenge in data validation, and no existing methods
can fully resolve it.

As previously discussed, the proposed mechanism can also be used by
Alice as a self-validation method, allowing her to verify her own GWAS
findings before publication. However, in this paper, we focus on the
researcher-verifier setting while introducing our scheme. The self-validation
scenario is illustrated later in the Discussion section.
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GWAS Findings
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Fig.1: Bob’s SNP-level workflow for validating GWAS outcomes. The process
is applied to each reported SNP, and the final validation decision is made by
aggregating evidence across all significant SNPs.

1. Contingency-table construction. For each SNP i in the reported find-
ings, Bob constructs a contingency table in which the control row C? and
sample sizes are prefilled using public information and Alice’s reported
GWAS results.

2. Case-row reconstruction. Bob performs a grid search using two opti-
mization strategies: localization via Monte Carlo sampling and divide-and-
refine. He then identifies the candidate case row or rows that may generate
the target statistic.

3. MAF consistency check. Bob computes the difference between the minor
allele frequency (MAF) derived from the reconstructed case row and the
reported MAF.

4. Aggregate validation. Bob aggregates MAF differences across all SNPs.
If the candidate rows satisfy Apmar & 0 across SNPs, the findings are con-
sidered reliable. Otherwise, deviations may trigger clarification or further
institutional review.

Methodology

In this section, we introduce our proposed scheme for enabling the val-
idation of GWAS outcomes: REGenOV (Reverse Engineering for Ge-
nomic Research Outcome Validation). REGenOV performs validation on
the entire set of genomic findings at the SNP level, evaluating each re-
ported SNP individually and aggregating the results. If an inconsistency
is detected for a particular SNP, it may indicate potential errors in the
GWAS findings, prompting further verification or additional investiga-
tion. Figure 1 illustrates this validation workflow.

The section is structured as follows. First, we provide details of REGenOV
with the baseline brute-force grid search method and discuss its limita-
tions. Then, we introduce optimizations, including localization via Monte
Carlo sampling and a divide-and-refine strategy.

For clarity, we use the chi-square (x2) statistic as an example of the
GWAS experiment throughout this section. However, REGenOV is also
applicable to other statistical tests, e.g., the odds ratio, which we examine
in the Evaluation section.
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Baseline: Brute-Force Reverse Engineering for GWAS Out-
come Validation. REGenOV consists of two key stages: contingency
table reconstruction and validation through MAF comparison. We pro-
vide detailed explanations of these stages as follows.

Stage 1: Contingency Table Reconstruction. In this stage, REGenOV
reconstructs the case row of the contingency table for each SNP using a
publicly available reference dataset used in the research findings. If the
reference dataset is not available to the verifier, REGenOV reconstructs
the control row using the summary statistics provided by Alice. The
challenge then is to infer the case row that, when combined with the
control row, reproduces the published chi-square (X2) statistic.

For a given SNP ¢, we represent the contingency table as

CT' = {T!,C!}, (1)

where T? = {T¢, Ti, T4} represents case group counts (i.e., the case row)
and CL = {C%,Ci,CL} represents the control group counts (i.e., the
control row). The number of samples in the case group is denoted as n¢,
and the number of samples in the control group is denoted as n..

The objective is to identify a valid configuration of T? such that the re-
ported chi-square statistic (research outcome provided by the researcher)
satisfies: )

X?)bs(Tls) ~ X?eported7 (2)
where ngs(TiS) represents the chi-square statistic computed from the
reconstructed case row Tis‘

Our initial algorithm for contingency table reconstruction is a brute-
force grid search. The grid search exhaustively enumerates all possible
distributions of the case group’s genotype counts. This is mathematically
equivalent to distributing n; elements into three categories (e.g., AA,
AG, GG), leading to the number of possible genotype configurations
equal to ("t;2). Among these candidates, we identify the case row(s)

whose observed chi-square statistic X?)bs(TSi/) is equal to the reported
chi-square value x?cpomd from the research findings.

If multiple candidate case rows satisfy this condition, rather than ar-
bitrarily selecting one, we pass all qualifying candidates to the second
validation stage for further assessment.

Stage 2: Validation Through MAF Comparison. Once we have identified
the candidate case rows for a given SNP, the next step is validation
using the minor allele frequency (MAF) reported in the research findings.
The core idea behind this validation approach is that there is a strong
relationship between MAF and the contingency table of a SNP. If the
GWAS process is error-free, both the chi-square statistic and the MAF
should match the values reported in the research findings.

While it is true that a match in both chi-square and MAF does not
strictly guarantee that the GWAS calculation was performed correctly
(since chi-square and MAF are not in a one-to-one mathematical rela-
tionship), this is not a concern in an honest setting. Under normal condi-
tions, even if Alice unintentionally makes an incorrect GWAS calculation
or reporting error, it is highly unlikely that such an error would coinci-
dentally result in a case row that matches both the chi-square statistic
and the MAF value.
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Thus, if a reconstructed case row 1) yields a chi-square statistic that
matches or closely approximates the reported value and 2) simultane-
ously produces an MAF value consistent with the published findings,
we can have high confidence that the GWAS analysis was conducted
correctly. This enables our validation scheme to effectively detect incon-
sistencies by focusing on MAF comparison.

If multiple candidate case rows satisfy the chi-square constraint for a
SNP, we compute the MAF for each candidate and take the minimum
absolute difference between the reconstructed and reported MAF values:

Anar = min [MAFZ,., — MAFY . oreal- (3)

Our validation approach is designed to achieve high recall, meaning it
minimizes false negatives (Type II errors). If we can find one candidate
case row with Aypar & 0 for all SNPs reported to have significant associ-
ations with the disease or trait of interest, we consider the entire GWAS
experiment to be valid. Otherwise, if one or more SNPs have MAF val-
ues that deviate from the reported ones, Bob may doubt the correctness
of the reported results. He may request further clarification, additional
data, or initiate a formal investigation through the Institutional Review
Board (IRB).

Limitations of Brute-Force Grid Search. Despite its simplicity,
brute-force grid search suffers from significant computational inefficien-
cies. For a total of N case samples, an exhaustive search requires eval-
uating all possible genotype distributions, leading to a time complexity
of O(N?) for each reported SNP. While this approach may be feasible
for small genomic datasets with thousands of case samples, it becomes
computationally prohibitive for larger datasets, making it impractical for
large-scale GWAS validation.

Improving the Grid Search Strategy. We analyze the chi-square
heatmap, where the x-axis represents the number of homozygous major
genotypes (e.g., AA) in the case group and the y-axis represents the
number of heterozygous genotypes (e.g., AG) in the case group, as shown
in Figure 2. This 2D representation is possible because the count of
homozygous minor genotypes (e.g., GG) can be determined as T =
Nease — 1o — T1. Based on this observation and preliminary experiments,
we propose two optimization strategies to improve the search process:
divide-and-refine and localization via Monte Carlo sampling.

1. Divide-and-Refine. As illustrated in Figure 2, the chi-square statistic
exhibits a generally concave pattern across the search space, with some
minor local fluctuations. While these fluctuations are not easily distin-
guishable from the heatmap itself, we confirmed their presence through
finer-grained sampling in our preliminary experiments.

We take advantage of this feature by proposing a divide-and-refine strat-
egy to efficiently locate genotype configurations that match the reported
chi-square statistic. We begin with an initial bounding box that serves
as the search space and recursively divide it into four equally sized (or
nearly equal) sub-rectangles.

For each rectangle, we evaluate the chi-square statistic at its four vertices.
If all four vertices fall within the range [xfarget —d, xfarget + dJ], where d
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Fig.2: A x? heatmap.

is a relaxation parameter to account for local fluctuations, we perform
an exhaustive grid search within the rectangle since all internal points
may be valid solutions. Otherwise, we determine whether to prune the
region or subdivide further. We refine the search deeper if either of the
following conditions holds:

1. At least one vertex corresponds to an invalid genotype com-
bination (i.e., 7> < 0). This indicates that the rectangle contains
both valid and invalid regions, making it difficult to analyze without
further subdivision.

2. At least one vertex satisfies x> > X%arget —d and at least one
satisfies x? < xgarget +d. This suggests that the region may contain
a valid solution under the relaxed condition.

With this optimization, the time complexity of the proposed REGenOV
is given by:
O(NlogN + fN?), f < 1, (4)

where O(N log N) corresponds to the divide-and-refine step, which fol-
lows a quadtree-like recursive subdivision, and O(fN?) accounts for the
final grid search within the pruned space, where f represents the frac-
tion of the total search space satisfying the chi-square threshold condition
[X?arget - d7 X?arget + d]

2. Localization via Monte Carlo Sampling. Lower chi-square statistic val-
ues, which correspond to lower p-values and thus stronger associations
with traits and diseases, are concentrated within a relatively small re-
gion of the entire space (i.e., the dark blue regions in Figure 2). This
observation raises the question: Can we leverage this structure to further
prune the search space?
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To efficiently identify the search space, we employ a Monte Carlo sam-
pling approach. Instead of searching the entire solution space exhaus-
tively, we first localize the region of interest and then perform a fine-
grained search within that subregion. We generate M random samples
of valid case-group genotype pairs (To,7T1) and evaluate their chi-square
statistics. Using these sampled points, we determine the localized search
space by selecting all points where:

Xibs (T07 Tl) S X?arget + d (5)

Here, d serves as an upper threshold to accommodate minor fluctuations.
It is shared with the divide-and-refine strategy to ensure consistency
across both optimization methods.

Once the sampled points satisfying the chi-square constraint are identi-
fied, we compute the bounding box enclosing the region of interest with
a relaxation factor ¢:

B; = [minTp — t,maxTp + t,min Ty — ¢, max 7Ty + t]. (6)

This adjustment ensures that small perturbations in chi-square values do
not inadvertently exclude valid solutions, making the localization process
more robust. The expansion by ¢ helps capture edge cases where sharp
chi-square transitions near significant association zones (e.g., the darkest
blue regions along the diagonal in Figure 2) may otherwise lead to local
fluctuations.

The time complexity of this optimization is O(M), where M is the num-
ber of Monte Carlo sampling trials.

Overall Time Complexity. After the aforementioned optimizations,
the overall time complexity of REGenOV is:

O(Nlog N + fN* + M), (7)

where N denotes the number of case samples, M is the number of Monte
Carlo sampling trials, and f represents the fraction of the actual search
space that satisfies the relaxed chi-square threshold boundaries. Addi-
tionally, we evaluate the time efficiency of our approach experimentally
in the next section.

Evaluation

Dataset. We use three real-world datasets with different phenotypes:
lactose intolerance, hair color, and eye color, obtained from the OpenSNP
project [15]. The lactose intolerance dataset contains 9,091 SNPs from
60 individuals. The hair color dataset includes 9,686 SNPs, also from
60 individuals. The eye color dataset consists of 28,396 SNPs from 401
individuals.

Additionally, we simulate the validation process on large-scale datasets
by generating synthetic contingency tables. For each trial, we randomly
generate a case row constrained by the number of case samples n;, and a
control row of size n. = ny. We then compute the chi-square (XQ) statistic
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from the synthetic table and assume that both the control row and the x?
statistic are available to the verifier, consistent with our system setting.
This synthetic setup allows us to evaluate the performance and scalability
of REGenOV under realistic, large-scale genomic workloads.

Modeling GWAS Errors. We model GWAS errors in two primary
ways. In the first case, we assume that unintentional calculation errors
may occur, leading to inaccuracies in the GWAS results for a SNP. We
model such errors by introducing Gaussian noise to the GWAS exper-
iment outcome and reporting xZue + N (0, 8q4) as the result. We refer
to this type of error as deviation error. A larger 34 corresponds to a
greater distortion caused by computational errors. To ensure validity, we
truncate any negative values to zero.

The second error occurs when researchers unintentionally report an in-
correct SNP ID while collecting and summarizing results. In this scenario,
either the reported statistical summaries do not correspond to the actual
SNP, or the MAF and GWAS experiment results are mismatched, or all
reported values are incorrect. We model this error by randomly sampling
a GWAS experiment result within the range [xZe X (1= 8r), X&ue X (1+
Br)]. This error is referred to as reporting error. The parameter [,
determines the degree of distortion introduced in the reported statisti-
cal values, where a larger (3, results in greater deviations from the true
values.

It is important to note that these errors are unintentional and indepen-
dent of each other, making the simultaneous occurrence of both errors
unlikely. Even if both errors were to occur, it would be highly improb-
able for the combination of errors to produce the same GWAS experi-
ment results as the original, error-free findings. As a result, we do not
model scenarios where both errors occur together, as their combined ef-
fect would still lead to significant deviations. These deviations would
make it unlikely for the results to match the publicly available MAFs. If
a mismatch in MAF is detected, the GWAS findings should be reconsid-
ered and further investigated. For simplicity, we model these two types
of errors separately.

Experiment Setting. We use detection accuracy as our primary eval-
uation metric, defined as the proportion of SNPs with injected errors
that are correctly identified as erroneous. Since validation in our scheme
is performed SNP-by-SNP, this metric reflects the accuracy of detecting
inconsistencies at the SNP level. Since REGenOV validates each SNP in-
dividually and aggregates the results, the detection of a single erroneous
SNP implies that the overall GWAS findings would be flagged for further
scrutiny. Thus, detection accuracy also serves as a proxy for assessing the
correctness of the entire GWAS experiment.

If not specified otherwise, we use the following parameter configuration.
We assume that Alice employs the x? test in her GWAS analysis. For each
dataset, we construct a public reference dataset that does not include the
corresponding phenotype and use it to generate the statistical summaries
that Alice would have utilized in her GWAS. We set the significance
threshold to o = 0.05 for three smaller datasets (lactose intolerance,
hair color, and hand color), meaning that all SNPs with a p-value below
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0.05 are considered significantly associated with the phenotype and are
included in the final GWAS findings. For the eye color dataset, we set
a = 0.005 to account for the larger sample size. To ensure numerical
stability and avoid any zero-count issues, we apply a pseudo-count of 0.5
to all genotype counts.

For our scheme, we set the number of Monte Carlo sampling itera-
tions to M = max (1000, ncase), ensuring that the number of samples
is sufficient for rough localization. We set the relaxation parameters to
d = max(5,0.1 X XZeportea) and t = 5, allowing flexibility in capturing
local fluctuations in the test statistic. The resolution tolerance is set to
107° to match the precision level of Alice’s GWAS experiment results.
Regarding error modeling, we vary the error parameters 3, and (34 from
107% to 10~*. To ensure reliability, all experiments are repeated 100
times, and we report the average results.

GWAS Outcome Validation Against Errors. We begin by evalu-
ating the accuracy of GWAS validation on three real-world datasets in
the absence of errors. Our experimental results show that the proposed
scheme consistently identifies 100% of correctly reported SNPs as reli-
able.

Next, we assess its performance in detecting two types of errors, with
the results presented in Figures 3a and 3b. The y-axis represents the
detection accuracy of errors, where a higher percentage indicates bet-
ter performance. Our scheme achieves nearly 100% detection accuracy
when the error parameters satisfy 3, > 10~* for reporting errors and
B4 > 1073 for deviation errors, both of which are subtle. These results
demonstrate the effectiveness of our approach, highlighting its high sen-
sitivity to errors.
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Fig. 3: Performance of GWAS outcome validation in detecting errors in x? tests
across three datasets.

On Synthetic Datasets with Larger Dimensions. We further eval-
uate our scheme on synthetic genomic datasets of larger sizes to ensure
its scalability. For each case sample size in 100, 1,000, 10,000, 100,000,
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1,000,000, we perform 20 trials per dataset size under each parameter
configuration. We observe similar results as with the real-world datasets
in Figures 3a and 3b. This confirms that our scheme is applicable to
larger datasets.
One important observation is that, on larger datasets (n: > 1000), we
typically do not need to find all possible case rows, which would be
computationally expensive, as the test statistic is less likely to take the
same value across different case rows. Instead, we can terminate early
once an eligible case row is found. In this case, if discrepancies in MAF
are detected, we should repeat the validation using a “non-pruning run”
to further assess whether the reported result is trustworthy.
Alternative GWAS Experiment (Odds Ratio). Similar to the x?
test, we observe high detectability against small errors, as shown in Fig-
ure 4. This confirms that our scheme can also be applied to other types
of GWAS experiments. To utilize our validation scheme, a GWAS exper-
iment should at least satisfy the following two conditions:

1. It must be computable solely based on the contingency table.

2. It should exhibit a roughly concave shape, allowing for some minor

local fluctuations.
Impact of Precision in Reported Statistics. Alice may not always

share highly accurate p-values with the GWAS findings. In some cases,
the statistic associated with the reported SNPs may be pruned, poten-
tially affecting validation performance. We conducted experiments to as-
sess how varying precision impacts our scheme’s performance. Figure 5
presents the results of the lactose intolerance dataset. We observe that
high precision in p-value reporting ensures the most reliable validation.
For all resolution digits > 4 against reporting errors, our scheme can
detect errors under S, and 34 at the 1073 level, whereas resolutions < 3
exhibit lower confidence in error detection. For deviation errors, at least
five decimal places are required to effectively counter a 10~2 error. These
findings demonstrate that while our scheme remains capable of detect-
ing small errors, it is always recommended to use a higher resolution in
research findings for optimal reliability.

Time Efficiency . We present the running time results for a single SNP
on datasets with varying numbers of case samples in Table 1. Each config-
uration was tested using 20 independent trials to ensure consistency, and
all experiments were performed using a single thread. The benchmarks
were conducted on a 5900X 3.7 GHz processor with 32 GB of memory.
The number of control samples was set equal to the number of case sam-
ples, with the control group genotype distribution [AA, AG, GG] fixed
at a 6:3:1 ratio. Case rows were randomly sampled to produce significant
associations in the GWAS test. As shown in Table 1, the execution time
increases approximately linearly with dataset size. Our scheme success-
fully validates datasets with up to 1 million case samples, demonstrating
its high scalability and efficiency under realistic conditions.

Validator Robustness to Reporting Errors

We evaluate how reliably the validator distinguishes correctly reported
GWAS statistics from corrupted reports. For each phenotype—lactose
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Fig.4: Performance of GWAS outcome validation on detecting errors in odds
ratio tests across three datasets.
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Fig. 5: Impact of statistic precision on validation accuracy.

intolerance, hair color, and eye color—we repeatedly sample SNPs, con-
struct case-control genotype count rows, and recompute the reference
Pearson x? statistic for each sampled SNP, following the methodology
described earlier. Paired valid/corrupted trials are generated per SNP as
described in the evaluation setup for GWAS outcome validation against
reporting errors.

In this experiment, the validator’s decision rule uses only the reported
statistical test value. A report is accepted if the reported Pearson x?2
statistic matches the recomputed reference statistic within a fixed toler-
ance §. We intentionally do not use Minor Allele Frequency (MAF) con-
sistency as an additional condition, so the experiment measures whether
statistical test values alone are sufficient to distinguish valid from cor-
rupted reports. Operating-point estimates use § = 10~* with N = 1000
paired trials per dataset (seed = 0). ROC curves are produced by sweep-
ing § over a logarithmic grid.
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Table 1: Execution time across varying numbers of case samples.
ne | 100 |1,000] 10,000 | 100,000 [1,000,000
t (s)[0.5746(6.8334(171.2239|1348.3858| 7565.7778

Table 2: Validator performance at § = 10~%.
Dataset TPR FNR  FPR (95% CI) AUC

Lactose 1.000 0.000 0.201 (0.177-0.227) 0.965
Hair 1.000 0.000 0.304 (0.276-0.333) 0.832
Eye 1.000 0.000 0.226 (0.201-0.253) 0.998

Across all three datasets, the validator achieves perfect sensitivity, with
TPR = 1.0 and FNR = 0.0. Because the 95% confidence intervals for
FNR have an upper bound of approximately 0.0038 in all cases, Table 2
reports only FPR confidence intervals. False positive rates vary by phe-
notype: 0.201 for lactose intolerance, 0.304 for hair color, and 0.226 for
eye color. ROC analysis confirms strong discrimination, with AUC values
of 0.965, 0.832, and 0.998, respectively.

Discussion

Individual SNP GWAS Outcome Validation. REGenOV can also
be used as a single-SNP validation tool when the verifier is interested in
assessing the trustworthiness of a specific SNP result rather than validat-
ing the entire set of reported findings. In this scenario, the verifier runs
the validation procedure only for the SNP of interest and checks whether
the reconstructed candidate case row produces an MAF value consistent
with the reported MAF. If the MAF difference is within the reporting
tolerance, the SNP result can be treated as internally consistent with
the published statistic and metadata. Otherwise, the result may be con-
sidered potentially unreliable, and the verifier may request clarification,
additional documentation, or further institutional review as described in
the system setting.

Incremental Privacy Disclosure. REGenOV does not require Alice
to disclose individual-level genotypes, raw case-group data, or a privacy-
preserving version of the target dataset. The verifier operates only on
information that is already part of the reported GWAS findings, together
with public reference data or aggregate control statistics. However, the
validation procedure may infer one or more candidate aggregate case
rows that are consistent with the reported statistic. Therefore, the pri-
vacy claim of REGenOV is not that validation reveals no information,
but rather that it enables reproducibility checking without requiring any
additional raw-data sharing or individual-level access to the target ge-
nomic dataset. The inferred rows are aggregate SNP-level candidates and
may not be unique, but they should still be understood as part of the
information revealed by the validation process.
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Self-Verification as a Quality Control Step. As discussed earlier,
REGenOV can also be used by Alice as a self-checking mechanism before
publication. Although our main setting focuses on an external researcher-
verifier, the same validation logic can help researchers identify reporting
or computation errors in their own GWAS findings before the results are
released.

Specifically, Alice can perform local validation by applying the same steps
as Bob to her prepared GWAS findings. She inputs the reported GWAS
statistics, reference data or control summaries, and the sample sizes of
the case and control groups. REGenOV then reconstructs candidate case
rows and compares the MAFs implied by those rows with the MAF values
included in the prepared findings. If inconsistencies are detected, Alice
can inspect the corresponding SNPs before publication.

This self-validation use case does not replace independent replication or
external review, but it provides a lightweight quality-control step for de-
tecting unintentional errors. By completing this check before publication,
Alice can provide additional assurance that the reported GWAS statis-
tics and metadata are internally consistent, thereby strengthening the
credibility of the released findings.

Conclusion

In this paper, we proposed REGenOV, a novel method for validating
GWAS findings without requiring access to sensitive genomic data. Our
approach relies solely on researcher-provided summary statistics and
publicly available reference data. By reverse-engineering the case rows
of contingency tables for each SNP and verifying the consistency of Mi-
nor Allele Frequencies (MAFs), REGenOV enables accurate SNP-wise
validation of GWAS outcomes. Our method effectively detects uninten-
tional errors, remains robust under reduced statistical precision, and sup-
ports self-validation by researchers prior to publication. REGenOV pro-
vides a practical, privacy-preserving solution to enhance the trust and
reproducibility of genomic research. Future work may explore extending
REGenOV to additional GWAS models or multi-cohort validation.
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