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Spatial Data and Privacy

▪Large volumes of spatial data are nowadays available for 
collection and analysis
▪Smartphones

▪Connected cars

▪Social networks

▪Location-based services

▪However, spatial data is privacy-sensitive



DP and LDP

● In recent years, Differential Privacy (DP) and Local 
Differential Privacy (LDP) have become two popular 
standards for privacy-preserving data analysis

● Due to its popularity, there is rising interest and recent 
work towards applying LDP to spatial data analysis



Grids in LDP

Du et al. (VLDB 2023) LDPTrace: Locally 
Differentially Private Trajectory Synthesis

● Grid-based decompositions 
have been a common 
building block when 
applying DP and LDP to 
spatial data

Guner et al. (ESORICS 2023) Learning 
Markov Chain Models from Sequential Data 

under LDP

Uniform & adaptive grids first proposed by 
Qardaji et al. (ICDE 2013) for DP.

Later used in many other works:
- He et al. (VLDB 2015)
- Gursoy et al. (CCS 2018)
- Wang et al. (Usenix Security 2023)
- …



Uniform Grid

● Each user discretizes his/her 
location into a grid cell

● Perturb and send using an 
LDP protocol, e.g., OLH 
protocol

● Server receives perturbed 
responses from all users

● Perform estimation to 
recover density estimates of 
each cell 



Adaptive Grid

● In the first phase, collect 
data using a uniform grid to 
estimate cells’ densities

● In the second phase, adapt 
the grid according to 
densities obtained in the first 
phase



Advanced Adaptive Grid (AAG)

Shortcomings of Yang et al. (2022)’s 
adaptive grid PrivAG:
● Number of cells is too similar to 

that of the initial grid
● When dividing, does not take 

neighbouring cells into account



Advanced Adaptive Grid (AAG)

Key components of our AAG:
● Division of the current cell is done by 

also taking into account neighboring 
cells’ densities

● Use of different 
parameters in g1 and g2

k 

● Handling edge and 
corner cells



Experiment Setup

● All implementations were done in Python

● Three datasets: Porto, Gowalla, Foursquare
○ Porto: From ECML-PKDD Taxi Service Prediction competition, 

used locations which are inside the city of Porto
○ Gowalla: Location based social networking site, used check-ins 

made in the United States
○ Foursquare: Check-ins of social media users in Tokyo

●Error metric:

γ = 500, number of random queries
b = 2% × (number of users), to mitigate dominating 

effect of extremely selective queries



Experiments - Privacy Budget

Foursquare dataset Porto dataset Gowalla dataset

Query size 
(ρ) is fixed 
to 0.01%



Experiments - Varying ρ

In both tables, ε is fixed to 1



Conclusions

●We studied three grid-based decomposition approaches under LDP: 
Uniform Grid (UG), PrivAG, and AAG

●Our proposed AAG approach advances the state-of-the-art adaptive 
grid approach (PrivAG) by performing cell divisions by taking into 
account the neighboring cells’ densities

●We experimentally compared UG, PrivAG, and AAG using three 
datasets and multiple parameter values (ε and ρ)
○AAG always beats PrivAG, and it also beats UG when ρ is small
○When ρ is large, UG with a near-optimal choice of grid size 

becomes better than AAG

● Future Work: 
○We will investigate methods to improve PrivAG and AAG’s utility 

especially in high ε regimes
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