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Project: Employee Privacy in Development and Operations
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Monitoring of Employees

Source: Unabhéngiges Landeszentrum fur
Datenschutz Schleswig-Holstein (ULD)
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Monitoring of Employees

Monitoring
m Performance
Down on Mondays?

m Progress
Stuck on a task?

m Habits
Working after midnight?

)
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Source: Unabhangiges Landeszentrum fir
Datenschutz Schleswig-Holstein (ULD)
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Monitoring of Employees

Monitoring

m Performance
Down on Mondays?

m Progress
Stuck on a task?

m Habits
Working after midnight?

Employment

m Power imbalance
Collective measures vs.
individual consent
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People Analytics: Microsoft Workplace Analytics

@ Workplace Analytics ‘ ? ‘ AP Feedback ‘ o
= Explore the metrics 8 Settings and fiters

o Weekinthe life  Meetings overview  Management and coaching  Networks and collaboration

]

© Data shown below is calculated using the Tenant Default Meeting Exclusion Rule meeting exclusion rule.

3,293

In filter group.

$1 3,947, 214 Haighs

186K hours of meetings were low quality.
aity meetings Redundant hours A

Employees averaged 4.2 hours weekly in
meetings lasting longer than 4 hours.

68% N 4%
Employses averaged 21 hout i meeigs it
e o 18 audecs ach ek

Low-quality meeting hours © % hs

Primary

15

s

Group avg.

® Low-quality mecting hrz ) Allther mesting hrs — Group avg
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People Analytics: IBM Personal Social Dashboard

Join the conversation

1 Personal Social Dashboard
Home Activity Reaction Eminence Network Compare Business Unit View Country View

Scores during the last 6 refresh cycles

Overall > ® .

Ld) % A
Wallace, Marie 9 4
Analytics Stralegist

Analytics
Your Score

The refresh as of June 10, 2015 refiscts an
aigoriim change for Date decay. Detals

Scores updated on August 5, 2015

Activity Reaction Eminence Network

Collaborative activities done Feedback and response

in Connections

90

Your score

received from other
employees

94

Your score
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Leadership and influence
among the community

97

Your score

Network size and diversity

93

Your score




Timestamp Metadata

ese < > m [u) A github. DEVOP

Release 1.2.0

p==1 i
= cburkert commiti

Include rebase startpoint option in readme

< .
= cburkert committed 6 days ago

Commits on Feb 7, 2019

Use alternative internal date format to support Python 3.6

< .
= cburkert committed 7 days ago v/

Omit unneeded env variable settings

f==1 i
= cburkert committed 7 days ago X

Prevent gitpython command from forcing ascii locales causing click to...

< .
& cburkert committed 7 days ago X

Set unicode locales for travis to avoid crashes of click

fe=d i
= cburkert committed 7 days ago X

Require python version 3.6 or later

&I cburkert committed 7 days ago

26.09.2019 | Christian Burkert, Hannes Federrath



Timestamp Metadata: Research Questions

RQ1 Where do timestamps occur in the data model?
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Timestamp Metadata: Research Questions

RQ1 Where do timestamps occur in the data model?

RQ2 Which of them are personally identifiable?

RQ3 For what purpose are they collected/processed?

RQ4 Are there more proportionate/data minimal alternatives?
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Case Study: Mattermost

® electron-mattermost

Recruitingv ATS | College Campus Schedule | Interviewer Training 4& | search
sam 7 minu
o MESSAGE DETAILS =
We're recruiting at Stanford tomorrow, has everyone seen the
Steve Jobs commencement video? 0 matterbot March 15,2016, M

2005 Stanford CommencementA.. @ A Interview: Wendy Jones

\ Senior Mobile Developer #college-hire
@sam final interview 9:00am PST.

Wendy

w Jones.docx
\ & DOCX 21

Doc

Feature Ideas

tania A

Hire. Really impressed, top 1% %4
B 3 wd [l

tania 7 minut

Yes! Totally @ it!

(‘) System 4 minut.

Write a messa|

jrdd a

Source: mattermost.com
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Purpose Analysis: Methodology

RQ1 Where do timestamps occur in the data model?

1. Find all uses of int64 keyword in model code
2. Filter out non-timestamp related occurrences

Target of evaluation:
Mattermost Server v4.8, Mattermost Web Client v5.5.1
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Purpose Analysis: Methodology

RQ1 Where do timestamps occur in the data model?

1.
2.

Find all uses of int64 keyword in model code
Filter out non-timestamp related occurrences

RQ2 Which of them are personally identifiable?

3.

Keep only timestamps with a connection to User

RQ3 For what purpose are they collected/processed?

4.
5.
6.

Locate all uses of these timestamps with gorename
Inspect source code of all uses and categorise them
Discard all non-programmatic uses

(i.e., which have no effect on MM’s behaviour)

. Identify user facing timestamps by in the web client

Target of evaluation:
Mattermost Server v4.8, Mattermost Web Client v5.5.1
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Timestamps in Mattermost’s Data Model (Excerpt)

ChannelMember ¢* @®
Status ¥
ChannelMemberHistory <+
cior| & | oo
ession + ¢ ' Channel +¢'
User+° @Y

Post +«* @

Reaction <

K gee N +
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Pll vs. Non-Pll Timestamps

Pl

13

Total

No-Pli
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Timestamp Types

Update

Create

47

Delete '

Misc
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Visibility for Users

Not Visible
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Programmatic Usage
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Distribution of Types between Used and Unused

create
used (23)

update

delete

unused (24)

misc|
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Categories of Programmatic Usage

Type of Use Description

EditLimit Enforce edit limit for posts

Etag Calculate Etag for HTTP header
Expiry Enforce the expiry of an object
Filter Filter a sequence of objects by time

MinElapse  Ensure that a minimum amount of time has elapsed
PostNovelty Highlight new posts

Sort Sort a sequence of objects by time
State Track the state of an object
Timeout Enforce a timeout
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Categories of Programmatic Usage

Etag

State

31
‘Usages
Expiry ‘
e’

Novelty

Timeout Misc
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RQ4: More proportionate/data minimal alternatives

w2 et
G$\)§\)«§\ 0(\ .a"\\
e st A e
e el e Lt
EditLimit [ )
Etag {
Expiry [ ]
Filter o
MinElapse {
Novelty @
Sort @
State J
Timeout ®

User Information
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Purpose: Sort, Novelty and Etag

Property Monotonic ordering
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Property Monotonic ordering
Alternative Sequence or revision numbers
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Purpose: Sort, Novelty and Etag

Property Monotonic ordering
Alternative Sequence or revision numbers
Example Novelty detection:

1. Add sequence number to post
2. Record last seen seq. number per channel and user
3. On revisits: highlight posts with higher seq. number

26.09.2019 | Christian Burkert, Hannes Federrath 19



Mattermost Case Study: Summary

Goal Analysis of timestamp usage and purposes
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Mattermost Case Study: Summary

Goal Analysis of timestamp usage and purposes

Findings = majority of PIl timestamps is not used
m only a small proportion is visible to users
m programmatic usages have potential for data
minimisation
Limitation Case study is not representative
Future m Expansion to other software
m Improvement of the usage analysis (automation,
reproducibility)
m Investigation of possible causes (anti patterns)
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Contact

Christian Burkert

Tel. +49 40 42883-2406
Mail burkert@informatik.uni-hamburg.de

I'd be happy to hear from you!

OpenPGP Fingerprint:
9B97 CC4B 5FF4 7BA3 EF7B 1966 AGSFB 6EOB 41AC CDFB
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Timestamp Type and their Programmatic Usage

Type Usage Category

Create EditLimit, Expiry, PostNovelty, Sort, State
Update Etag, Filter, State

Delete StateDeleted

LastActivityAt MinElapse, Timeout
LastViewedAt PostNovelty
ExpiresAt Expiry
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