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What Will You Receive in Collection

(Surveillance and Stored Comms)?

It varies by provider. In general:

Current Providers

~=mail
Microsoft (Hotmail, etc.) C'}“ = video, voice
Google ;:“
Yahoo! -

i Stored data
Faccbook VoIP

PalTalk File transfers

YouTube Video Conferencing

Skype Notifications of target activily — logins, elc.
AOL Online Social Networking details

Apple Special Requests

Complete list and details on PRISM web page:
Go PRISMFAA
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last.fm

[C\St.fm Music Events Charts Community Originals

Come work with us! Last.fm is hir ng
Gratis Samsung Galaxy S4 DE ZOMER VAN VODAFONE
NG 6 maanden van £59 voor € 29,50 p.mnd.
Onbeperkt bellen en 2GB data
» Kiik hier

Library  Friends Tracks Albums Charts  Nelghbours

Meilot, 28, Male, Netherlands

Gratis iPhone 5
N 6 maanden

van €64 voor

€32 pmnd

Toestel is van jou

» KLk hier

Recently Listened Tracks & Settings | Tweet | @
vodafone
Alt-J - Dissolve Me
Alt-J — Something Good i&3p About Me
Atoms for Peace — Reverse Running 16 May B:33p And it's getling strange in here
Yeah, it gets stranger every year

Mare news from nowhere

Atoms for Peace — Amok Maore news from nowhere

Atoms for Peace — Reverse Running
Atoms for Peace — Judge Jury and Executioner Recent Activity

Afoms for Peace — Stuck Together Pieces

At frr Deace _ | inkesc




{
9

T R T W TR

[ g e—

BOREG e

A Nl -
‘ A o i SEAR e S s IR SN

Recantly Listennd Tracks

¥
\

| @ At Friang

Wroi Meio Veeningen? Try Again
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One-to-one linkage

First Last
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multiple databases

n social networking site

M Incubus

~Bruno 17/5/1988 Cidade de Deus (2002) 3 Porte Alegre bruno31

s
.

.....
.y
......
-----
.......

movie reviewing website

BfZhcrinm Jenny GER 21 Austin Powers (1997)
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common attributes & values

i pctpu‘!ar given mames - Wikipedia, the free encyclopedia - Mozilla Firefox

File Edit View Search Tools Documents Help

<= Undo

w v BlQ

All Mizsic # Unizad Kingrom

CE T

w List of mest popular given n... 3 |4 |
ar_given_names#iorth and South Amerfca v & [ﬁ\’ Gaagie QJ wﬂ- 1 E°
North and South America [ edit source | edit iz | N =
Male names | edit source | edit vea | |
Region (year) | No.1  Mo.2 No.3  MNe.4 No.5 | Ne.6 No.7 | No.8 | No.3 | Ne.:
Blenos Alres, |
Argentina Juzn |Benjamin Sanbage Thiage  Lucas Jeaguin Santing | Lautaro
(zopzyt |
Aruba | |
Ii‘rhos‘p"m” Danlel  Dylan/Dylian | Kevineven NA HA A NA .
1 ity -
Brazi - =
(20229100 Miguel  Arthur tavi Gabric/ | Lucas  |Matheus |Pedro. |
Canada
(2012, unaftickal  [willlam  jacoh Liam Nathan  Mosh Ethan Lucasfly
|iﬂjuu:” |
'f;';“;ﬂﬁmm Liam  Ethan Jacab Logan  Mason  |Benjamin |Lucas
Canada, British
Columbia Ethan Liam Lucas Mason Logan Noah Alexand 'BT “r
(2ot
Carlade, Manitoa e ST OSSR
jizaizi Uam__basen ___leansr ___Nash _Lagan _llucas __willlarn e
oo : i g e Wicit Setunsd 1o GSIs of 2011
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"RUTH", "RUTH", "RUTH", "female","female","female","2","2","The Shawshank Redemption (1994)","Star Wars:
Episode V - The Empire Strikes Back (1986)","Bon Iver®,"Bon Iver",6"2","1","Colorado Springs","Colorado
Springs",“us","us","us","us", "RUTH", "RUTHMImZaR ","RUTHMImZaR ", "22",b"22"

"Seougia", "Seougia","Seougia","female","female", "female","21","21","The Avengers (2012)","The Avengers
(2012)","Britney Spears","Britney
Spears","4","4","London","Londen", "uk", "uk", "uk","uk","yY", "yY", "yY",K "6","6"
"Rafaela","Rafaela","Rafaela","female","female", "female","3","3","0rfeu Negro (1959)","Orfeu Negro
(1959)","Avril Lavigne","Radiohead","2","@","Porto

Alegre","Londrina","brazil"”,"brazil","brazil","brazil", "McR","RafdHla", "McR","39","39"

B
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experimental numbers

LINKING PHASE
(for every pair of databases) CLUSTERING PHASE
(1) build trai- (2) train (5) learn pn BN
» ning pairs classifier parameters profil.es.
- = )
(3) build classi- (4) apply (6) apigvlv ) =
fication pairs classifier Clustering
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[A] EDIEC: bline,dense,np [B] ED/EC: bline,dense,np [C] ED/EC: bline,dense,pt [D] ED/EC: bline,sparse,pt

100% ‘mm“’?@””“w - 100% 100% -
recavery @ 44% acouracy { a
50% - 50%
|m [ = 0% 0%
2 3

A+ 1 2 3 4+ 1 2 3 4+

[E] EDIEC: large,dense,np [F] EDIEC: large,sparse,np [G] EDIEC: large,dense,pt [H] ED/EC: large,sparse,pt

100% - - 100% -

g

0%
102 3 a4+ 1 2 3 4+ 1 2 3 4+ 12 3 4+
[1] EDIEC: low-o,dense,np [J] ED/EC: low-o,sparse,np [K] EDIEC: low-0,dense,pt [L] ED/EC: low-0,sparse,pt

stlll 58% of ddenritles in one or

100%

100%

92% recavery @ 67% accuracy pwmanem mmnnues

Al 7
L 0%

1



[A] ED/EC: bline,dense,np

10090 89% recovery @ 82% accuracy

50%

.....



[C] ED/EC: bline,dense,pt

100%
recovery @ 44% accuracy
50% N .
0% ﬂ ﬂ 2esEED
1 2 3 A+

.....



[1] ED/EC: low-0,dense,np

100%
88% recovery @ 69% accuracy
mld § iy
50% = =
0% STfIt WM

1 2 3 4+

.....



[J] ED/EC: low-0,sparse,np

100% 92% recovery @ 67% accuracy
50% (L.
o Wl -
1 2 3 4+

.....



[K] ED/EC: low-0,dense,pt

still 58% of identities in one or

100% two profiles; 63% of profiles
from one or two identities

50%

0%

.....



experimental numbers

[A] EDIEC: bline,dense,np [B] ED/EC: bline,dense,np [C] ED/EC: bline,dense,pt [D] ED/EC: bline,sparse,pt

100% ‘mm“’?@””“w - 100% 100% -
recavery @ 44% acouracy { a
50% - 50%
|m [ = 0% 0%
2 3

A+ 1 2 3 4+ 1 2 3 4+

[E] EDIEC: large,dense,np [F] EDIEC: large,sparse,np [G] EDIEC: large,dense,pt [H] ED/EC: large,sparse,pt

100% - - 100% -

g

0%
102 3 a4+ 1 2 3 4+ 1 2 3 4+ 12 3 4+
[1] EDIEC: low-o,dense,np [J] ED/EC: low-o,sparse,np [K] EDIEC: low-0,dense,pt [L] ED/EC: low-0,sparse,pt

stlll 58% of ddenritles in one or

100%

100%

92% recavery @ 67% accuracy pwmanem mmnnues

Al 7
L 0%
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Dense, no pt

Sparse, no pt

experimental numbers

Dense, pt

Table 1. Average precision (“p”)/recall (“r’)/f-measure (“f”) results of our experiments after
linking phase (“PW”); community detection (“CD”); and threshold transitive closure (“TC”).
Boldfaced f-measures indicates significantly best result(s). “Pt” means perturbation.

Sparse, pt

p r f

p r f

p r f

p r f

Baseline PW
CD
TC

0.37 0.83 0.51
0.75 0.84 0.79
0.49 0.91 0.63

0.38 0.83 0.52
0.50 0.82 0.62
0.62 0.83 0.70

0.24 0.68 0.36
0.48 0.58 0.52
0.57 0.30 0.39

0.25 0.68 0.37
0.35 0.60 0.44
0.28 0.60 0.38

Large PW
CD
TC

0.23 0.83 0.36
0.64 0.76 0.69
0.52 0.50 0.51

0.24 0.83 0.37
0.42 0.74 0.53
0.91 0.42 0.57

0.14 0.68 0.23
0.35 0.48 0.40
0.20 0.32 0.24

0.14 0.68 0.23
0.26 0.51 0.34
0.41 0.25 0.31

Low Overlap PW
CD
TC

0.26 0.67 0.38
0.50 0.44 0.47
0.45 0.85 0.58

0.26 0.67 0.37
0.32 0.51 0.39
0.58 0.71 0.64

0.14 0.43 0.21
0.20 0.23 0.22
0.34 0.22 0.26

0.14 0.44 0.21
0.150.27 0.20
0.38 0.22 0.28




) common attributes & values
multiple databases
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Conclusion:
non-identifying data can often
be linked & clustering helps

Future work:
overcoming our limitations:
approaches & experiments & insight
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