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K-Anonymity

A table T is said to have k-anonymity if 
and only if each n-tuple of attribute values 
appears at least k times in T.
K “same data” exists = an attacker cannot 
identify a victim from a group of k 
members.  



Generalization (1)

We consider full-domain generalization.
• Modify (generalize) quasi-identifiers.
• Modify all values of each attribute as the 

same level. 
• Tow approach exists;

• Top-down
• Bottom-up



Generalization (2)



Hierarchy of attribute values



Service Model (1)



Service Model (2)

Clients: submit their data to a data holder.
Data Holder: has an original table, and 
provides anonymization tables to data 
users.
Data Users: are service providers who use 
anonymization data and provide services 
to clients or other entities. 



Motivation

The algorithm generalizes the table with 
consideration of data user’s requirements.
• Generating a table for user’s requirements. 
• Fast generation.



Requirements

The algorithm considers two requirements
• Priority. The user can define a positive integer 

value     for each attribute.

• Minimum Level. The user can define a 
minimum level of generalization for each 
attribute. 



Anonymization Process

Pre-Computation

Top-Down Algorithm

Extension Algorithm

Find an initial table using single attribute anonymization

Find a k-anonymized table by top-down generalization.

Find an optimal table by top-down and bottom-up 
generalization.



Pre-Computation

The algorithm generalizes each attribute to 
satisfy (k+p)-anonymity.
• p is a parameter for pre-computation.

The algorithm checks k-anonymity of the 
table T. If not, each attribute is generalized 
once, and the table is checked again.



Top-Down Algorithm
The algorithm modifies a table using top-down 
approach and check k-anonymity.
If k-anonymity is satisfied, the algorithm 
calculates the score.
For possible modification of the table, the 
algorithm calculates scores of modified tables, 
and chooses the table of the best score.
The algorithm repeats the modifications and 
score calculations until no table satisfying k-
anonymity exists. 



Detail of Basic Algorithm
Pre-Computation

Top-Down Algorithm



Functions

Sort : Sorts attributes by user-defined 
priority.
Check : Calculates a minimum number of 
group members with the same attribute 
values.
Generalization : Modifies a table by bottom-
up approach.
De-Generalization : Modifies a table by top-
down approach. 



Score Function

The function calculates the score of the 
table.



Extension of the Algorithm (1)



Extension of the Algorithm

Search an optimal table that has higher 
score than previous. 
Use bottom-up and top-down alternately.
The algorithm stops where no table has a 
score higher than the current best score. 



Detail of Extension



Evaluation Results (1)



Evaluation Results (2)



Summary of Evaluation

Performance
• Less than 200ms for 32561 records, 14 

attributes.
• Feasible transaction time.

Comparison with a conventional top-down 
method.
• The best score is the same as that of the 

conventional.
• The number of check nodes is 1/10 – 1/40. 



Conclusion

Our Anonymization algorithm
• Generates a suitable table with feasible 

transaction time. 
Future work
• Evaluation using real data.
• Optimization method for system parameters.
• Improve the score function.
• Apply to other generalization schemes.
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