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Introduction
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Services track users and collect personal data

often without explicit consent

to provide target ads

The General Data Protection Regulation (GDPR)

harmonizes data protection laws through the EU

introduces new rights for users 

compliance is required for any company that offers services in the 

European Union



How does online advertisement work?

ID: ABCD-1234

Segment

Location: Luxembourg

Sex: Male

Age: 26-36

Interest: Football

Interest: Graph Theorie

…

ID

ABCD-1234

WXYZ-9876

…
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Research Question

Situation

Services track users to provide targeted ads

The GDPR aims to allow users to (re)gain control of their data

This leads to the question:

Can users access personal data online 

advertisement companies collected?
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Method

We exercised our right to access with 38 companies

2 rounds of inquires

32 / 27  via email  and 6 / 11 via online form
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What happened….

Case Example 1

Please send us a signed affidavit and a copy 

of an official government issued ID. 
Why? How do you link my cookie ID with 

my  ID card?

It is necessary for comparison in our 

system.

Sorry, we do not have any data linked to 

cookie ID: ABCD-1234

Please provide me a copy of my data. 

My cookie ID is:  ABCD-1234
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OK

…



What happened….

Case Example 2

Which email did you use to register at our 

service? 

None. I am not registered at your service. 

I only have this cookie ID.

(10 work days later…)

Please call our customer service.

Please provide me a copy of my data. 

My cookie ID is:  Z9Y8X7W6
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What happened…

Case Example 2

I know…

Nevertheless, you collect data about 

me associated to the named cookie 

ID

I am not registered at your service

That is no problem we simply need 

your email address.

urban@internet-sicherheit.de

We do not have an account 

associated with this email. 

Please create a ticket on 

this matter, we will handle it 

from there.

Please name us your email address.
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What happend…

Case Example 3
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Results

Timing

2 deadlines

30 days after inquiry

30 work days after inquiry
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automatic := automatic response

mixed := response probably by a machine

human := response by a human



Results 

Success
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Obstacles R1 R2

Affidavit 4 3

ID card 6 5

Other 4 7

None 26 25

Status R1 R2

Access 14 39% 8 22%

No Data 7 19% 13 36%

Denied 1 3% 1 3%

Not

finished

11 31% 9 25%

No 

response

4 11% 5 14%

Question R1 R2

Data 21 23

Sources 6 6

Profiling 9 6

Sharing 7 4



Results

Responses
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Type R1 R2

Raw 9 3

Human 

readable

5 5

Segments 4 4

Tracking 3 3

Location 4 4

Others 5 2

Shameless plug: Read our paper on the user perception of the usefulness of this responses. 

Urban T. et al.; “Your Hashed IP Address: Ubuntu.” Perspectives on Transparency Tools for Online Advertising; ACSAC’19



Results

Responses
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Type R1 R2

Raw 9 3

Human 

readable

5 5

Segments 4 4

Tracking 3 3

Location 4 4

Others 5 2



Conclusion

Initial we asked ourselves:

Can users access personal data 

online advertisement companies collected?

We found that :

Only some companies replay (55 %)

Provided data is inconclusive

The process can be tedious (e.g., due to obstacles)
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→If user can exercise their right to access, the 

success/usefulness is depended on the inquired company
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Thank you for your attention!

Are there questions?

Tobias Urban

urban (at] internet-sicherheit [dot) de

@_tobiasu


