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FRONT-END Aoplicati "
Analysis pplication-specific

crypto protection I
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Beyond BACK-END
(Application A~

A.ppli'cation\

= Network monitoring stores private data (IP adr)

= PRISM approach: encrypt data (@ front-end)
- Decryption (@ back-end) possible when enough evidence

- Real analysis of decrypted traffic (@ beyond back-end) -
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Overview: HW for network monitoring “Fw e
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= Frontend: per-packet proc. 4 st

- Flow extraction and T ] e
anomaly detection Gbe T eecor OE Gbr [ . N

- Cryptographic protection

Here we are ->

COMOT



Requirements: Functionality, ... “Fw e

= Bulk encryption

AES-128
CBC mode

1 Ghit/s
Py

PKCS padding

Prl]_l

\/

—

lcn—l

= Anomaly detection

preamble

- scramble flow identifier

= Secret sharing
- Shamir’s algorithm

- over finite field GF(2191)
- threshold < 8

(Xi’ yi) = (;i' Pf (Xi ))

m—1 m—2 2
Yi=Pi(X)=a,,% " +a, % T HotaX +aX +a,

= Key / coeff generation
- Derive key from flow identifier
- Derive Shamir coefficients
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Approach: Architecture “ftw

= AES units red_q,
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- AES CO sekar)  SK1

- Key Ki
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= Reuse of AES CO

=
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Example: Anomaly packet
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dest source

0x9180: flow normal 2 46 -1500

2.1
0x9181: flow anomaly i
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Details: Symmetric encryption “Ftwes.
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= Most crypto based on AES

= AES characteristics
- T-Box approach

.. - rkey | s>
- optimized for Xilinx FPGA

- Encryption only . 5353 5 s
- On-the-fly key schedule _L_E
in_key
| rlast+
v
v aes128cbc
ﬁ ﬁ out_data out_wr out_ack
\ 4 \ 4 \ 4
[ [ [ [ — 0
aes128roundkey i
rkey
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Details: Anomaly preamble “Ftwes.

= AES-XCBC-PRF-128
- as pseudo-random function

0x0101...01

0x0101...01 0x0202...02 | 0x0303...03
Pre-
computation

Pre-computation 0x0202...02

Kadp

Iz,l K27 Ks KI
Mo M My | 10%pad 1..16 bytes
0x00 %é mge . . - Ez/ t,
K, Authentl-K1 o

cation

Eo

Update
< K, RNG
16 bytes

VE
16| 18| 20| 22| 24| 26/ 28/ 30/ 32|34 36/ 38| 40| 42| 44| 46| 48| 50| 52| 54| 56 58 60| 62| 64 66| 65| AOL72] 74| 76| 78 80| 82| 84| 86
ADPRandom
128
ADPK1=Ki(0101..01] Anomaly detection preamble

ADP1: S** instead Ki ADP1:S** instead K\

m— ADPO/LY
(o)

KEYK1 KEYti KEYKi ADPK2 ADPK1
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Detalls: Shamir coefficients

= Threshold: 0 ... 8++

- 1.

9++ coeffs necessary

= Pipelined interface

= c=P

RFE(S*, t ] 1)

- AES-XCBC-PRF as PRF

S*_

0x0101...01

o

0x0303...03

Pre-
computation S*

1...16 bytes 16 bits

.OOOOOOOOOOOOOO
ooooooooooooooo
xxxxxxxxxxxxxx
ooooooooooooooo
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Management
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padding,
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S**K1,
S*¥*K2,
ADPprf,

PRISM frontend — enckeyshare «ivavioad)

_data

=
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Detalls: Keyshare generation

in_req in_ack jn_order in_x
| A
8- 321
cr_req
cr_ack
cr_index -
X
Re)
ci_req g
ci_ack
ci_coeff =+
128
\4
=
shamirl91
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out_req out_ack

= Polynomial evaluation

(Xi 1 Yi) = (Xi' Pf (Xi))

m-1 m-2 2
Yi =P (X)=a,,% +a, X ~+--+aX +aX +a,

- over GF(2191); optimization: x<232

- Single-cycle 191x16 multiplier

Management
interface

rontend — enckeyshare fieaviozc)

S**K1,
S*¥*K2,
ADPprf,

out_data

=
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Results: Size and performance “Ftwe.

= Circuit size J,92.168.2.1 Packets
- achieved:  15% Virtex-Il tepreplay o pcap
Pro 50 FPGA
= Performance
- encryption: 1 Ghit/s oAl _
- sh. secrets: 1.3M/s (th=8) | GbE Switch ‘ Linux PC

= Conclusion
- Feasible approach for monitoring Gigabit networks

Feature Value enckeyshare Val total Remark
BRAM 18 (of 232: 7%) 18 (7%) two AES cores (c0, c1) and one round-key generator
slices 3687 (of 23616: 15%) 7330 (31% ) mostly caused by Shamir unit (191* 16 multiplier)
f _max 163.5 MH=z 129.7 MHz XST synthesis result
Throughput 1 GBit/s 1 GBit/s maximum throughput @ f_clk=125 MH=z
Latency 75 cycles (600 ns) delay caused by enckeyshare; reguired inter-frame gap

Table. Results achieved by the enckeyshare unit on a Xilinx Virtex-II Pro 50
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