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 Network monitoring stores private data (IP adr)

 PRISM approach: encrypt data (@ front-end)

- Decryption (@ back-end) possible when enough evidence

- Real analysis of decrypted traffic (@ beyond back-end)

Problem: Network monitoring and privacy
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Overview: HW for network monitoring

 Frontend: per-packet proc.

- Flow extraction and 

anomaly detection

- Cryptographic protection
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Requirements: Functionality, …

 Bulk encryption

- AES-128

- CBC mode

- PKCS padding

- 1 Gbit/s

 Anomaly detection 

preamble

- scramble flow identifier

 Secret sharing

- Shamir’s algorithm

- over finite field GF(2191)

- threshold ≤ 8 



 Key / coeff generation

- Derive key from flow identifier

- Derive Shamir coefficients
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 AES units

- AES C0

- Key Ki

- ADP

- Bulk enc

- AES C1

- Shamir 

coeffs

 Shamir unit

 Mgmt interf.

 Reuse of AES C0

Approach: Architecture
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Example: Anomaly packet
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Details: Symmetric encryption

 Most crypto based on AES

 AES characteristics

- T-Box approach

- optimized for Xilinx FPGA

- Encryption only

- On-the-fly key schedule
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Details: Anomaly preamble

 AES-XCBC-PRF-128

- as pseudo-random function
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Details: Shamir coefficients

 Threshold: 0 … 8++

- 1 … 9++ coeffs necessary

 Pipelined interface

 ci = PRF(S*, ti | j)

- AES-XCBC-PRF as PRF
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Details: Keyshare generation

 Polynomial evaluation

- over GF(2191); optimization: x<232

- Single-cycle 191x16 multiplier
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Results: Size and performance

 Circuit size

- achieved: 15% Virtex-II 

Pro 50 FPGA

 Performance

- encryption: 1 Gbit/s

- sh. secrets: 1.3 M / s (th=8)

 Conclusion

- Feasible approach for monitoring Gigabit networks
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